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Approaches

Federal Programs using Conformity Assessment

Examples: Health IT, FCC, CPSC
(toys), WaterSense, CMVP

* Balance confidence to impact
of non-conformance

* Maximize confidence and
minimize market burden and
cost

* Maximize private sector
business to minimize Fed
resource

Cost

Certification

31 party
Supplier’s conformity
Declaration assessment

15t party

conformity
assessment

Independence and Rigor of Conformity Assessment

»
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$9W. Notional Conformity Assessment Hierarchy for

&7 Inspection

ISO/IEC 17011 +
re wrements Oversight &
A Accreditor(s) |

Communication

ISO/IEC 17020 +
FedRAMP
competency
requirements

/ Inspection Body(ies)

FedRAMP

requirements

for Provisional Cloud Service
Authorization Providers

/

ISO/IEC 17011; Conformity assessment -- General requirements for accreditation bodies accrediting conformity assessment bodies
ISO/IEC 17020; General criteria for the operation of various types of bodies performing inspection
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FedRAMP Stakeholder Roles and Interaction

>

Reports Continuous
Monitoring
Information

I

DHS NPPD

Develop Continuous Monitoring, Incident

« Coordinates Continuous Monitoring
Automation through CyberScope

« Coordinates Incident Response and
Threat Notification through USCERT

Federal Agencies

Contracts for
Services

« Contract with Cloud Service Provider

« Leverage FedRAMP Assessment and
JAB Provisional Authorization

« Grant Authority to Operate (ATO)

Response, and Threat Notification Standards

Grant & Leverage

« Coordinate Continuous Monitoring
between CSP and DHS

T

Provides Live Data Feeds
and/or Measures of Measures
for Continuous Monitoring

Cloud

« Offer Products &
Service Services
. « Meet Requirements
Provider ‘

« Implement Security
Controls

(CSP)

Joint Authorization Board (JAB)

Authorizations

Submits Security Authorization Package &
Suppliers Declaration of Conformance

Retains Approved 3PAO to Validate

—

» Approve Risk Criteria
» Approve Assessment Criteria
« Issue Provisional Authorization

+ Develop Continuous Monitoring
Strategy

I
? Provides Provisional
Authorizations

v

Reports Results

» Finalize Documentation

« Support Implementation

» Maintain Secure Repository

« Coordinate Reporting

» Conduct Communication & Outreach
« Provide Contract Templates / SLAs

Accredits According ISO/IEC
Standards and FISMA Knowledge

v

Third Party Assessment
Organization (3PAO)

Implementation of Controls

Conducts Security Assessment and
¢ Creates Security Authorization Package

« Accredited according to ISO/IEC
Standards and FISMA Knowledge Tests

« Conduct Assessment of CSP Security
Control Implementation

» Generate Security Assessment Package




w Inspection Body
&7 Roles & Responsibilities
e Accredited Inspection Body assesses cloud service
provider based on FedRamp security requirements

e Participates in ongoing FedRamp activities to
continuously improve FedRamp program

INTERNATIONAL ISO/IEC
STANDARD 17020

Additional FedRamp Admin/Tech Requirements

sl + « Shall meet FedRAMP technical competency requirements
Shall use security assessment method required by FedRAMP
Shall produce security assessment reports required by FedRAMP
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SV 1ISO/IEC 17020:1998
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Applicants attest to conforming to the requirements and commit to meet them on

an ongoing basis. o .
* ISO/IEC 17020:1998 (Significant Sections)

* Organization identity, inspection services
& other services

* Independence, impartiality & integrity
|+ Confidentiality

= * Roles & responsibilities

* (Quality management system
 Personnel

* Inspection methods & procedures

* Records

* Subcontracting

 Complaints & Appeals

* Cooperation
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LSV Useful Resources

http://www.fedramp.gov

ISO/IEC 17020:1998
http://www.iso.org/iso/catalogue detail?csnumber=29342

* Guidelines for Implementation of ISO/IEC 17020:1998
(Google ‘17020 guidelines’)

— ILAC: http://www.ilac.orqg/documents/IAF-ILAC-
A4 2004 quidance on the application of 1SO-
IEC 17020.pdf

— IAS: http://www.iasonline.org/Inspection Agencies/iamr.pdf

* Guideline documents listed here does not imply endorsement of organizations by
GSAor NIST
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