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GENERAL SERVICES ADMINISTRATION

 GSA/HRO-37 (23-00-0110)

System name: Security Files.

Security classification: Some of the material contained in the system 

    has been classified in the interests of the national security 

    pursuant to Executive Order 12065.

System location: Personnel security files pertaining to Senior Executive 

    Service (SES) and Schedule C employees are maintained in the Office 

    of Ethics (AK), GS Building, 18th and F Sts. NW, Washington, DC. All 

    other files are maintained in the Office of Internal Security (AII), 

    GS Building, 18th and F Sts. NW, Washington, DC 20405.

Categories of individuals covered by the system: Individuals covered by 

    the system are employees, applicants for employment, and former 

    employees of GSA and of commissions, committees, and small agencies 

    serviced by GSA. Also included are historical researchers, experts 

    or consultants, and employees of contractors performing services 

    under GSA jurisdiction.

Categories of records in the system: Personnel security files contain 

    information such as name, date and place of birth, address, social 

    security number, education, occupation, experience, and 

    investigatory material. These records are used as basis for issuance 

    of security and ADP clearances; suitability determinations; and 

    civil, criminal, and administrative action. Information security 

    files contain records of security violations which may include 

    employees' names and positions. These records are used for 

    recommending administrative action against employees found to be in 

    violation of GSA document security regulations. The assets 

    protection files contain survey and inspection reports of all GSA 

    owned or leased facilities and may include employees' names and 

    positions. These records are used for recommending assets protection 

    measures and procedures.

Authority for maintenance of the system: Executive Order 10450, April 

    27, 1953, as amended; Executive Order 12065, June 28, 1978; 31 

    U.S.C. 686; and 40 U.S.C. 318 (a) through (d).

Routine uses of records maintained in the system, including categories 

    of users and the purposes of such uses: a. To disclose pertinent 

    information to the appropriate Federal, State, or local agency 

    responsible for investigating, prosecuting, enforcing, or 

    implementing a statute, rule, regulation, or order, where the 

    General Services Administration (GSA) becomes aware of an indication 

    of a violation or potential violation of civil or criminal law or 

    regulation.

  b. To provide information to a Member of Congress or to a 

  congressional staff member from the records of an individual in 

  response to an inquiry from that congressional office made at the 

  request of that individual.

  c. To disclose information to another Federal agency or to a court 

  when the Government is party to a judicial proceeding before the 

  court.

  d. To disclose information to a Federal agency, in response to its 

  request, in connection with the hiring or retention of an employee, 

  the issuance of a security clearance, the conducting of a security or 

  suitability investigation of an individual, the classifying of a job, 

  the letting of a contract, or the issuance of a license, grant, or 

  other benefit by the requesting agency, to the extent that the 

  information is relevant and necessary to the requesting agency's 

  decision on the matter.

  e. To an expert, consultant, or a contractor of GSA to the extent 

  necessary to further the performance of a Federal duty.

Policies and practices for storing, retrieving, accessing, retaining, 

    and disposing of records in the system: 

Storage: Paper records in file folders, microfiche in cabinets, and 

    computer records in conjunction with the system of records GSA/PPFM-

    4 and attached equipment.

Retrievability: Paper records are retrieved manually by name from files 

    that are indexed alphabetically and filed numerically by location 

    and incident. Microfiche and computer records are filed 

    alphabetically or by social security number.

Safeguards: Records are stored in locked, alarmed room and/or three way 

    combination dial safes with access limited to authorized employees. 

    Passwork system protects access to computer records. Information is 

    released only to officials on a need-to-know basis.

Retention and disposal: Disposition of records is in accordance with the 

    HB, GSA Records Maintenance and Disposition System (OAD P 1820.2). 

    Records are destroyed by burning, pulping, or shredding.

System manager(s) and address: The official responsible for the 

    personnel security files pertaining to SES and Schedule C employees 

    is the Director of the Office of Ethics (AK), 18th and F Streets NW, 

    Washington, DC 20405. The official responsible for all other files 

    in the system is the Director of Internal Security (AII), 18th and F 

    Streets NW, Washington, DC 20405.

Notification procedure: Inquiries by individuals as to whether the 

    system contains a record pertaining to themselves should be 

    addressed to the applicable system manager.

Record access procedures: Requests from individuals for access to 

    records should be addressed to the applicable system manager and 

    should include full name (maiden name where appropriate), address, 

    and date and place of birth. Only general inquiries may be made by 

    telephone.

Contesting record procedures: GSA rules for access to records and for 

    contesting the contents and appealing initial determinations are 

    promulgated in 41 CFR part 105-64, published in the Federal 

    Register.

Record source categories: Individuals, employees, informants, law 

    enforcement agencies, other Government agencies, employees 

    references, co-workers, neighbors, educational institutions, and 

    intelligence sources.

Systems exempted from certain provisions of the act: In accordance with 

    5 U.S.C. 552a(k), the personnel security case files in this system 

    of records are exempt from subsections (c)(3); (d); (e)(1); 

    (e)(4)(G), (H), and (I); and (f) of the act.

