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[bookmark: _Ref189962096][bookmark: _Toc331160970][bookmark: _Toc315910641][bookmark: _Toc303620825]About this document
This document is used by a FedRAMP authorized service to provide operational visibility into the security control implementations and outcomes during the preceding year of operations.
[bookmark: _Toc331160971]Who should use this document?
This document has been developed by FedRAMP for Cloud Service Providers (CSPs) to use in performing annual Self-Attestations.
[bookmark: _Toc331160972]How this document is organized
Section 1 contains information about this document.
Section 2 contains a self-attestation letter completed by the Cloud Service Provider stating the accuracy and completeness of the information provided in this document.
Section 3 contains updated contact information for the Cloud Service Provider.
Section 4 contains a summary of self-attestation information and attachments which provides information for consumers.
[bookmark: _Toc314241701][bookmark: _Toc331160973]Conventions Used In This Document
This document uses the following typographical conventions:

Italic
     Italics are used for email addresses, security control assignments parameters, and formal document names. 

Italic blue in a box
     Italic blue text in a blue box indicates instructions to the individual filling out the template.
 (
Instruction: This is an instruction for the individual filling out
 of the template.
)


<Brackets>
     Blue bold text in brackets indicates a user defined variable that should be replaced with a specific name. Once the text has been replaced, the brackets should be removed. 

Notes
     Notes are found between parallel lines and include additional information that may be helpful to the users of this template.


Note: 	This is a note.

Sans Serif
    Sans Serif text is used for tables, table captions, figure captions, and table of contents.

Sans Serif Gray
     Sans Serif gray text is used for examples.
[bookmark: _Toc331160974]How to contact us
If you have questions about FedRAMP or something in this document, please send messages to:
	info@FedRAMP.gov
For more information about the FedRAMP project, please see the website at: 
http://www.FedRAMP.gov.




1. [bookmark: _Toc331160975] (
Instruction: CSPs should edit the declaration putting in their company name and address and then have an authorized company official sign and date it. 
)Self-Attestation Letter Declaration of Conformity



<Cloud Service Provider>
<Street Address>
<Suite, Building, Mailstop>
<City, State, Zip>

FedRAMP Program Management Office
1275 First Street, NE
Office Number and Building Floor
Washington, DC 20417

Dear FedRAMP Program Office:

<Cloud Service Provider> has reviewed NIST Special Publication 800-53 Revision 3: Recommended Security Controls for Federal Information Systems and Organizations and  the FedRAMP Security Controls Baseline (Version 1.0) available at www.fedramp.gov. Based on the evidence provided in the supporting documents attached, <CSP> has determined that the <Info System Name> meets FedRAMP requirements. The following documents are attached:

· Incident Response Plan & Incident Response Testing
· IT Security Awareness Training
· IT Security Policies
· Plan of Action & Milestones (POA&M) Updates
· Physical Access Inventory
· Security Assessment Report
· Configuration Management Plan
· IT Contingency Plan & Test Report
· Separation of Duties Matrix
· System Security Plan
· Vulnerability Scan Reports

The control frequency criteria as noted in the <Information System Name> System Security Plan have been met and attestation information has been summarized. I am providing a summary of attestation items in the sections that follow. 

I understand that the following trigger events may cause our system’s Provisional Authorization to be revoked:

· Make significant changes without obtaining prior approval
· Changing the system owner without notifying the ISSO
· Removing security controls without prior approval
· Changing the system boundaries without prior approval
· Changing the authentication or access control implementation
· Changing the storage implementation
· Changing a COTS product implemented in the system to another vendor or product

(cont’d from prior page)

· Adding more IP addresses to the inventory
· Implementing a new code release of the code
· Changing the backup mechanisms and process
· Changing the IaaS provider (if you are a PaaS or SaaS provider)
· Adding new interconnections to outside service providers
· Changing an alternate (or compensating) control
· Opening more ports and services without prior approval

The above list is not all inclusive. I understand that any unapproved changed could put the systems FedRAMP Provisional Authorization at risk. 

Declaration
I hereby declare that <Cloud Service Provider> system complies with the Requirements of Conformity listed above. This declaration is based on the Documents of Evidence listed above and provided.  Further I declare that the above specified cloud service product will continue to meet the Requirements of Conformity.  



Print Name									 Title




Signature									Date
Phone:
Email:
2. [bookmark: _Toc331160976]Information System and Contacts
The <Information System Name> identifier is noted in Table 3-1. 
 (
Instruction: Table 3-1 should be consistent with Table 1-1 in the System Security Plan. 
)
[bookmark: _Toc306872499][bookmark: _Toc306873570][bookmark: _Toc313464748]
[bookmark: _Toc331161000]Table 3-1. Information System Name and Title
	Unique Identifier
	Information System Name
	Information System Abbreviation

	
	
	



 (
Instruction: Table 3-2 should be consistent with Table 3-1 in the System Security Plan. 
)The CSP point of contact for this Self-Attestation is noted in Table 3-2. 
[bookmark: _Toc313464756]

[bookmark: _Toc331161001]Table 3-2. Information System Owner
	Name
	



	Title
	

	Company / Organization
	

	Address
	

	Phone Number
	

	Email Address
	



The FedRAMP ISSO for this Self-Attestation is noted in Table 2-3. 
[bookmark: _Toc331161002]Table 3-3. FedRAMP ISSO
	Name
	



	Title
	ISSO

	FedRAMP
	1275 First Street, NE, Washington, DC, 20002, Room 1180

	Phone Number
	

	Email Address
	


3. [bookmark: _Toc331160977]Continuous Monitoring Plan
Self-Attestation deliverables are attached as appendices unless otherwise noted. 
[bookmark: _Toc331160978]	Incident Reporting (IR-6)
There were <number> of <category name> incidents reported in the last year. Incident Reports are attached. A summary of the incidents that were reported in the last year are noted in         Table 4-1. 
[bookmark: _Toc331161003]Table 4-1. Summary of Incident Reports
	Incident ID #
	Date Reported
	Reported To



	01
	1/1/2012
	CSP SOC, ISSO, US-CERT

	
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc331160979]	Incident Response Plan & Test Report (IR-8c, IR-3)
The <Information System Name> Incident Response Plan was last updated on <date>. The <Information System Name> incident response capability was last tested on <date>. The plan and test report are both attached. 
 (
Instruction: The Incident Response Plan publication date and version should be consistent with the date noted in System Security Plan IR-8c. The Incident Response Test Report date should be consistent with the date indicated in control ID IR-3 of the System Security Plan. 
)


[bookmark: _Toc331160980]	POA&M Update (CA-5)
The Plan of Action & Milestones (POA&M) for the <Information System Name> is updated as necessary but not less than quarterly. The dates in the last year when the POA&M was submitted to the ISSO are noted in Table 4-3. The most current POA&M is attached. 
 (
Instruction: In the Submitted By column please indicate the name, email address, and the phone number of the individual who submitted the quarterly POA&Ms. In the How Submitted column indicate whether the POA&M was submitted using secure email, an encrypted file attached to ordinary email, sent on paper by land (U.S. mail, 
FedEX
, UPS), or through some other method. The dates in this table should match those found in the System Security Plan control ID CA-5(b).
)





[bookmark: _Toc331161004]Table 4-3. POA&M Submissions
	Quarter
	Date Submitted
	Submitted By
	How Submitted

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	



[bookmark: _Toc331160981]	Vulnerability Scan Reports (RA-5a, RA-5(5))
Vulnerability scans are performed quarterly. A summary of the scan reports that were provided to the ISSO over the course of the year should be described in Table 4-4. 
 (
Instruction: Table 4-4 should be consistent with System Security Plan control ID RA-5a
 and RA-5(5)
. CSPs must scan must scan operating systems and infrastructure monthly, and web applications and databases quarterly. High and moderate vulnerabilities discovered should be added to the POA&M (unless they are false positives). Table 4-4 should indicate a summary of the scans that were submitted to the FedRAMP ISSO over the course of the prior year. Add as many rows as necessary 
The
 first row shows an example.
)





[bookmark: _Toc331161005]Table 4-4. Summary of Scan Reports
	Scan Report Name
	Hosts Scanned
	Scanner Used
	Point of Contact
	Date of Scan

	Database Scan
	DB2-Oracle
	DB Scan King
	Joe Williams                                          <organization name>                             123-456-7890                                                joe@csp.com
	1/15/2015

	
	
	
	Name                                          <organization name>                             <phone>                                                <email>
	

	
	
	
	Name                                          <organization name>                             <phone>                                                <email>
	



[bookmark: _Toc331160982]      Updated System Security Plan & Separation of Duties Matrix (PL-2b, c)
 (
Instruction: Look at the frequency indicators in the System Security Plan template and ensure that all controls that are required to be implemented according to a particular frequency are updated in the System Security Plan according to that same frequency. Please see the frequency table found in the Continuous Monitoring Strategy & Guide. 
)



The System Security Plan for the <Information System Name> is updated as necessary but not less than once annually. The most current System Security Plan is attached. An updated separation of duties matrix defining roles and authorizations can be found in Table 9-1 of the System Security Plan.  
[bookmark: _Toc331160983]	Updated IT Contingency Plan & Test Report (CP-2d)
The IT Contingency Plan for the <Information System Name> is updated as necessary but not less than once annually. The most current IT Contingency Plan is attached. The annual test report of the IT Contingency Plan is a standard appendix of the IT Contingency Plan. 
[bookmark: _Toc331160984]	IT Security Awareness Training Record (AT-2)
Security Awareness Training for the <Information System Name> is given annually. The date of the last Security Awareness Training given to all users took place on <date>. The training material is available upon request. A record of the users who participated in the last training is attached. The record contains the following information for each user what participated in the training:
· User Name
· Role Name
· Internal or External User
· User ID
Role names of all users listed in the record are consistent with definitions found in Table 9-1 of the System Security Plan. 
[bookmark: _Toc331160985]	Updated Configuration Management Plan (CM-9)
 (
Instruction: Ensure that the Configuration Management Plan describes the difference between standard changes and significant changes. 
)


The Configuration Management Plan for the <Information System Name> is updated as necessary but not less than once annually. The most current Configuration Management Plan is attached to the System Security Plan. 
[bookmark: _Toc331160986]	Physical Access Review Report (PE-6b, PE-2c, PE-3f, PE-3g)
The physical access review includes a review of the physical access security controls (PE-3) as described in the <Information System Name> System Security Plan. The controls that were tested and changed over the course of the last year should be recorded in the System Security Plan. The dates that the keys and combinations were changed, and the name of the person who changed them should be recorded. 
[bookmark: _Toc331160987]     Security Assessment (CA-2b)
A security assessment is performed annually and the results are documented in a Security Assessment Report (SAR) reported developed by the 3PAO. The SAR should be attached to the System Security Plan. 
[bookmark: _Toc331160988]	IT Security Policies (“-1 controls”)
The CSP organizational IT Security Policies which govern the <Information System Name> are reviewed and updated annually and are attached to the System Security Plan. 



4. [bookmark: _Toc315910804][bookmark: _Ref189962426][bookmark: _Toc331160989]Acronyms

	Acronym
	Definition

	3PAO
	Third Party Assessment Organization

	ATO
	Authority To Operate

	CONOPS
	Concept Of Operations

	CSP
	Cloud Service Provider

	DHS
	Department of Homeland Security

	FedRAMP
	Federal Risk and Authorization Management Program

	FIPS
	Federal Information Processing Standard

	GSA
	General Services Administration

	ISSO
	Information System Security Officer

	JAB
	Joint Authorization Board

	NIST
	National Institute of Standards and Technology

	OMB
	Office of Management and Budget

	PII
	Personally Identifiable Information

	PMO
	Program Management Office

	POA&M
	Plan Of Action & Milestones

	SAP
	Security Assessment Plan

	SLA
	Service Level Agreement

	SOC
	Security Operations Center

	SSP
	System Security Plan

	US-CERT
	U.S. Computer Emergency Response Team



5. [bookmark: _Toc331160990]Attachments
 (
Instruction: Attach any documents that are referred to in the Self-Attestation.
)

[bookmark: _Toc331160991]	Attachment 1 [Incident Reports]

[bookmark: _Toc331160992]	Attachment 2 [Incident Response Test Report]

[bookmark: _Toc331160993]	Attachment 3 [Updated POA&M]

[bookmark: _Toc331160994]	Attachment 4 [Updated System Security Plan]

[bookmark: _Toc331160995]	Attachment 5 [Updated IT Contingency Plan and Test Report]

[bookmark: _Toc331160996]	Attachment 6 [IT Security Awareness Training Record]

[bookmark: _Toc331160997]	Attachment 4 [Updated Configuration Management Plan]

[bookmark: _Toc331160998]	Attachment 5 [Annual Security Assessment Report & Physical Access Review]

[bookmark: _Toc331160999]	Attachment 5 [IT Security Policies]
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