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Introduction

This guide applies to both NT-server environments and, almost as importantly, NT-workstation environments.  It captures a state-of-the-art approach in securely configuring a Windows NT Server or Workstation 4.0.

Purpose

The GSA Windows NT Hardening Guide / Checklist defines the minimum-security requirements for a Microsoft NT 4.0 connected to GSA’s network.  Each site network/communication infrastructure must provide secure, available, and reliable data access and transactions for its customers.

Scope

This document describes practices that counter common, known attacks on Windows NT operating system installations that expose or modify data and/or services maliciously.  The goal is to make Windows NT as secure as it can reasonably and practically be configured.

Reference Materials

The following documents were used as reference material in the creation of this guidance/ checklist document.

· Windows NT Security Guidelines, Considerations & Guidelines for Securely Configuring Windows NT in Multiple Environments, NSA, June 3, 1999

· Defense Information Systems Agency, Addendum to the NSA Guide to Securing Microsoft Windows NT Networks

· Michael McInerney, Windows NT Security, Prentice Hall, 1999

· Microsoft Internet Information Server 4.0 Security Checklist

· Hacking Exposed, The McGraw-Hill Companies, 1999

· Windows NT Security Step by Step, The SANS Institute, July 1999

Assumptions 

This document was drafted under the assumption that GSA servers are utilizing at least Windows NT 4.0 as the operating system.

The server administrator and database administrator both a role to play in Windows NT security: 

· The server administrator is in charge of one or more servers within the organization, and determines the appropriate access levels for authorized users. The server administrator controls access to servers along with the authentication used by servers. The server administrator also determines which users have the ability to create and delete databases and replicas. Server administrators also can control access to specific directories in the data tree. 

· The database administrator's primary responsibility is to maintain the access control list for one or more databases. 

	Warnings

Do not attempt to install any of the settings in this guide without first testing in a non-operational environment

This document is a guide containing a baseline of recommended security settings. 

This document does not address site-specific configuration issues.  Care must be taken to address these issues when implementing this guide.

A Windows NT system can be severely impaired or disabled with incorrect changes or accidental deletions when using programs (examples:  Security Configuration Manager, Regedt32.exe, and Regedit.exe) to change the system configuration.  Test all settings recommended in this guide before installing them on an operational network.


Document Structure

This document has been structured as follows:

· Windows NT Hardening Checklist – this checklist contains,  all activities that must be performed to secure Windows NT servers and workstations, in brief form. 

· Appendix A – Windows NT Hardening Procedures – provides detailed information on how to accomplish the activities contained within the Windows NT Hardening Checklist.

Windows NT Hardening Checklist

The following checklist can be used by Windows NT System Administrators to secure the operating system:

System Name:



_________________________________

IP Address:



_________________________________

Operating System:


_________________________________






(i.e., current standard is Windows NT v4.0)

Windows NT Service Pack:

_________________________________






(i.e., current service pack is SP5)

Security Patches Installed:

_________________________________






_________________________________






_________________________________

Please answer all of the questions shown below:

	Security Criteria
	Windows NT Procedures
	Compliance

YES or NO*

	System Configuration Issues Section 2

	Only allow the server to boot from the hard drive (i.e., no booting from floppy or CD)
	Section 2.1, Configure System for Booting Sequence
	

	Ensure server is only using NTFS (no FAT partitions)
	Section 2.2, Creating NTFS Partition
	

	Remove OS/2, POSIX, Win16, and DOS subsystems
	Section 2.3, Removing Sub-systems
	

	Disable Appropriate Disk Drives and Hide Drive Letters
	Section 2.4, Disable Disk Drives and Hide Drive Letters
	

	Configure GSA approved Logon Banner
	Section 2.5, Configure GSA Approved Logon Banner
	

	Move and ACL critical system files
	Section 2.6, Move and ACL critical system files
	

	Registry Settings Section 3

	Configure server to not ‘enumerate’ user data
	Section 3.1, Prevent “Null” User Connections
	

	Configure server to not allow ‘anonymous’ user access
	Section 3.2, Restrict Anonymous Network Access
	

	Restrict Network Access to the Registry
	Section 3.3, Restrict Network Access to the Registry
	

	Secure critical registry keys – using ACLs
	Section 3.4, Secure Critical Registry Keys – Using ACLs
	

	Audit registry changes
	Section 3.5, Registry Key Auditing
	

	Disable MS Netware Client
	Section 3.6, Disable MS Netware Client
	

	Change SNMP community name and restrict access
	Section 3.7, Change SNMP Community Name and Restrict Access
	

	Restrict control to the command scheduler
	Section 3.8, Restrict Control to the Command Scheduler
	

	Account Policies Section 4

	Secure the Administrator account
	Section 4.1, Secure Administrator Account
	

	Rename the Administrator account
	Section 4.1.2.1, Rename Administrator Account
	

	Limit Administrator privilege accounts
	Section 4.2, Limit Administrator Privilege Accounts
	

	Allow network-only lockout for the Administrator account
	Section 4.3, Allow Network-Only Lockout for the Administrator Account
	

	Give Administrators two accounts

· Personal account with limited access

· Privileged account (i.e., Administrative privileged)

· Install ‘su’ utility to allow Administrators to switch between these two accounts
	Section 4.4, Give Administrator’s Two Accounts
	

	Secure the Guest account
	Section 4.5, Secure Guest Account
	

	Ensure strong password policy is in place for all user accounts

· Maximum password age is 90 days for user accounts and 90 days for Administrator privileged accounts

· Minimum password length is at least 8 characters

· Password uniqueness = 10 remembered passwords

· Password lockout = 30 minutes

· Account lockout after 5 bad logon attempts

· User must change password upon first logon
	Section 4.6, Establishing Strong Password Controls
	

	Ensure that the user rights are appropriately set in the User Manager utility
	Section 4.7, User Rights in User Manager
	

	Audit Policy Section 5

	Ensure that the auditable events are as follows:
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	Section 5.1, Implementation of NT Audit Policy
	

	Set audit event file size to 4194240
	Section 5.1.2, Corrective Action – Setting Audit Log File Size
	

	Review the Windows NT audit report daily looking for questionable activity

· Report suspicious activity to the Information System Security Officer (ISSO)
	Section 5.1.3, Corrective Action – Reviewing Audit Data
	

	Everyone Group Section 6

	Prevent the “everyone” group from accessing shares
	Section 6.1, Prevent “Everyone” Group From Accessing Shares
	

	Disable Unnecessary Services Section 7

	Remove unneeded network services
	Section 7.1, Remove/Disable Unnecessary Services
	

	Disable unneeded network protocols
	Section 7.2, Disable Unneeded Network Protocols
	

	Keep System Up-to-Date Section 8

	Install Service Pack 5
	Section 8.1, Install Service Packs
	

	Install appropriate security hotfixes
	Section 8.2, Install Security Hotfixes
	

	Stay up-to-date on security vulnerabilities
	Section 8.3, Keep Up-to-Date on Security Vulnerabilities
	

	Physical Security Section 9

	Physically secure the server
	Section 9.1, Physical Security of the Server
	

	Physically secure the backup media
	Section 9.2, Physical Security of the Backup Media
	

	Emergency Repair Disk– Section 10)

	Create and maintain an ERD
	Section 10.1, Create Emergency Repair Disk
	

	Server Backup Section 11)

	Perform daily incremental and weekly full backup of the server
	Section 11.1, Perform Server Backups
	

	* NOTE – If not in compliance, please provide reason and what alternative steps were taken to resolve the issue that this step would assist in alleviating.


Windows  NT Hardening Procedures

The following procedures will assist System Administrators in performing the activities described in the Windows NT Hardening Checklist.  

Section  2 
System Configuration Issues

2.1  Configure System Booting Sequence

Many devices can pose a threat to the security and integrity of the server(s).  Therefore, removal of nonessential hardware is paramount to eliminating undesirable booting.

2.1.1 Problem Definition 

The operating system protects information under its control.  If a rogue operating system is installed on the computer, information protection can easily be circumvented.  Rogue operating systems are most often installed from floppy disks or CD-ROM drives.  Preventing users from rebooting from the floppy or CD-ROM drives may also be advisable for desktop Windows NT systems.

2.1.2 Corrective Action

Utilize the following table, Exhibit 2.1.2-1, to implement security controls to prevent undesirable booting from the floppy or CD-ROM drive.

Exhibit 2.1.2-1:  Preventing Undesirable Booting

	Action
	Standard

	2.1.2.1
	Ensure that the computer first boots from the hard drive, then from the floppy.  Configure this “boot sequence” in the system’s BIOS, which is typically accessed by hitting a special key (such as DEL or Ctrl-S) during early boot-up.

	2.1.2.2
	On mission-critical servers, disable the floppy drive and CD-ROM in the BIOS.  In Windows NT there is a registry setting to disable the drives; however, this setting only disables them as network shares.  They are still available to the local user and can still be used to boot the computer.  To make this change (i.e., not allow remote users to access the floppy drive or CD-ROM) make the following registry changes:

CD-Rom:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
AllocateCDroms


Type:
REG_SZ


Value:
1

Floppy:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
AllocateFloppies


Type:
REG_SZ


Value:
1

	2.1.2.3
	For maximum security against undesirable booting on mission-critical servers, remove the floppy and CD-ROM drives from the computer case.

	2.1.2.4
	If the servers are not in a physically secure room and the server is not managed remotely, set a BIOS password to prevent the boot sequence and other parts of the BIOS from being changed.


2.1.3 Caveat

Setting the BIOS password can disable automatic restart.  If you need to allow the server to restart automatically after a power outage or other problem, don’t set the BIOS password.

2.2  Create New Technology File System (NTFS) Partitions

All volumes must use NTFS to achieve the highest level of security.  Under NT, only NTFS supports Discretionary Access Control to directories and files.  NTFS volumes provide secure and auditable access to files.  Therefore, any File Allocation Table (FAT) partitions must be converted to NTFS. 

2.2.1  Problem Definition

Windows NT manages security only on NTFS file system partitions and not on FAT.  Originally, it was easier to recover from problems if the boot partition was FAT.  However, this is no longer true.  Industry-best-practices dictates and security professionals have a general consensus that FAT should not be used on Windows NT.  When recovering a system on an NTFS partition, many options are given, and therefore the use of FAT partitions is strongly discouraged.

2.2.2  Establishing NTFS Partitions

Exhibit 2.2.2-1 below outlines the actions and procedures to ensure that the current hard drive is formatted with NTFS and outlines procedures for converting FAT to NTFS.  Currently GSA recommends that three separate NTFS partitions be created (i.e., system, data, and swap).

Exhibit 2.2.2-1:  Ensuring that Partition is Using NTFS

	STEP
	Procedure

	2.2.2.1
	Open Windows NT Explorer and right-click the drive you want to check and select Properties.  If the disk is NTFS, there will be a security tab for managing permissions.  Can also be ascertained with the Disk Administrator utility in the Administrative Tools folder on the Start menu.

	2.2.3.2
	Convert FAT to NTFS with the CONVERT.EXE utility.  To convert the C: drive to NTFS, execute from the command prompt widow using an administrative account “convert c: /fs:ntfs”.

	2.2.2.3
	At this point the EVERYONE group has full control of the entire partition.  Establish stricter file permissions before any users are added to the system.

	2.2.2.4
	To ensure that users’ files are not affected by Service Packs or upgrades and that users don’t accidentally get access to systems files, place users’ data and operating system files in separate NTFS partitions.


2.2.3Caveat

Windows NT may crash if it runs out of available free disk space.  Dedicate the C: drive to just the boot-up files (NTLDR, BOOT.INI, NTDETECT.COM, and so on) and the operating system folder (typically \WINNT).  

2.3  Removing Subsystems

It is imperative that the Windows NT server is only running appropriate subsystems.

2.3.2  Problem Definition

In a Windows NT environment, the DOS, Win16, OS/2, and POSIX subsystems should be removed if not needed.  Microsoft (according to Microsoft with OS/2 and POSIX subsystem in place the system is not C2 compliant), NSA, and SANS all recommend removing these subsystems.

2.3.2  Corrective Action

Remove these subsystems by performing the registry actions in Exhibit 2.3.2-1:

Exhibit 2.3.2-1:  Removal of Unneeded Subsystems

	Action
	Procedure

	2.3.2.1
	Set the following registry values:

	2.3.2.2
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE 
Key: 
\Microsoft\

Name:
OS/2 Subsystem for NT  (And all subkeys)
Action:
Delete all sub keys 

	2.3.2.3
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 
Key: 
\CurrentControlSet\Control\Session Manager\Environment 
Name: 
Os2LibPath 
Action: 
Delete Os2LibPath key 

	2.3.2.4
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 
Key:  
\CurrentControlSet\Control\Session Manager\

Name: 
SubSystems 
Action: REMOVE Optional, Posix and OS/2 keys 

	2.3.2.5
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 
Key:  
\CurrentControlSet\Control\

Name: 
WOW
Action: REMOVE THIS KEY

	2.3.2.6
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key:  
\Microsoft\Windows NT\CurrentVersion\

Name: 
WOW
Action: 
REMOVE THIS KEY

	2.3.2.7
	Delete and/or ensure that the following files have been removed:

%SystemRoot%\system32\ntvdm.exe

%SystemRoot%\system32\krnl386.exe

%SystemRoot%\system32\psxdll.dll

%SystemRoot%\system32\psxss.exe

%SystemRoot%\system32\posix.exe

%SystemRoot%\system32\os2.exe

%SystemRoot%\system32\os2ss.exe

%SystemRoot%\system32\os2srv.exe

%SystemRoot%\system32\os2 (directory)


Note:  Some Win32 applications still have 16-bit installation programs, for example, Firewall-1 3.0.  Removing the Win16 or DOS subsystem will obviously break these programs.  The system will claim it’s unable to find the executable you are trying to run.

2. 4   Disable Disk Drives and Hide Drive Letters

Access to disk drive allows intruders to upload malicious executable contents or operating system to the system.  This would provide an alternative avenue for exploiting the system as outlined in Section 3.  

2.4.1  Problem Definition

By default, Windows NT auto runs any CDROM that is placed in the drive.  This allows executable content to be run without any access to the command prompt.  If the floppy drives are not physically removed, they should be disabled.

2.4.2  Corrective Action

Exhibit 2.4.2-1 below outlines procedure(s) for disabling general access to the floppy drives and hiding drive letters.

Exhibit 2.4.2-1:  Disabling Disk Drives and Hiding Drive Letters

	Action
	Procedure

	2.4.2.1
	1. Use the NT Resource Kit service FLOPLOCK to lock access to the floppy drive.

2. Restricts NT Workstation floppy drive access to Administrators and Power Users.

3. Restricts NT Server floppy drive access to the Administrators.

4. Command line “instsrv FloppyLocker c:\ntreskit\floplock.exe”

	2.4.2.2
	Disabling CDROM Autorun

1. Select HKEY_LOCAL_MACHINE on Local Machine window.

2. Navigate to the \System\CurrentControlSet\Services\Cdrom.

3. Select Cdrom key.

4. Select Add Value… from the Edit menu.

5. Enter Autorun for Value Name.

6. Select REG_DWORD from the Data Type: drop-down list.

7. Click OK in the Add Value window.

8. Enter 00000001 for the Data: value in the DWORD Editor.

9. Click OK to close the DWORD Editor.

	2.4.2.3
	Hide Drives on Workstation


Hive:
HKEY_CURRENT_USER


Key:
\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer


Name:
NoDriveTypeAutoRun


Type:
REG_DWORD


Value:
<see below>

The value data is a 32-bit binary number, where the first 26 bits correspond to the drive letters Z through A.  A one (1) in a bit position means that the drive is hidden, whereas a 0 means it is visible.  As an example, the mask 10000000000000000000000111 would hide the Z drive and the A, B, and C drives.


2.5  Configure GSA Approved Logon Banner

Windows NT displays a message box with a caption and text that can be configured before a user logs on to the machine.  It is highly recommended that this box be used to display a warning that notifies users that they can be held legally liable if they attempt to log on without authorization to use the computer or network.  The absence of such a notice could be construed as an invitation, without restriction, to log on to the machine and browse the system.  

2.5.1 Problem Definition

According to the U. S. Department of Justice, legal actions against intruders have failed because the owner of the computer or network failed to place the equivalent of a “No Trespassing” sign.  In addition, some users complain about being monitored without having given permission to be monitored.  The logon banner message provides an opportunity to tell users who don’t want to be monitored to stop using the system.

2.5.2  Corrective Action

The logon banner can be accomplished using the System Policy Editor, C2CONFIG.EXE, or RREGCHG.EXE utilities in the NT Resource Kit.  The Policy Editor has the advantage that the notice will reapply each time a user logs on, in case it gets removed.  See Exhibit 2.5.2-1 below.

Exhibit 2.5.2-1:  Setting Up a Logon Banner

	Action
	Procedure

	2.5.2.1
	Set the following registry values:

	2.5.2.2
	Legal Notice Caption:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
LegalNoticeCaption


Type:
REG_SZ


Value:
<enter GSA approved logon banner here>

	2.5.2.3
	Legal Notice Message Text:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
LegalNoticeText


Type:
REG_SZ


Value:
<enter GSA approved logon banner here>

	2.5.2.4
	Logon Prompt:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
LogonPrompt


Type:
REG_SZ


Value:
<enter GSA approved logon banner here>

	2.5.2.5
	Welcome Message:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
Welcome


Type:
REG_SZ

     Value:
<enter GSA approved logon banner here>

	2.5.2.6
	FTP Server Configuration

2. Go to START menu.

2. Go to Windows NT 4.0 Option Pack.

3. Go to Internet Information Server.

4. Launch Internet Service Manager Utility.

5. Go to FTP site properties.

6. Enter warning banner on the Message Tab.


The GSA approved logon banner is shown in Exhibit 2.5.2.2-1 below.

Exhibit 2.5.2-2:  GSA Approved Logon Banner

	GSA Approved Logon Banner

	****************************** WARNING *******************************

This is a U.S. General Services Administration Federal government computer system that is “FOR OFFICIAL USE ONLY.”  This system is subject to monitoring.  Therefore, no expectation of privacy is to be assumed.  Individuals found performing unauthorized activities are subject to disciplinary action including criminal prosecution.

****************************** WARNING *******************************


2.6  Move and ACL Critical Files

2.6.1  Problem Description

If an attacker gains access to the host, it is crucial that the attacker doesn’t get extra help to establish a back door or gain access to other systems.  Therefore, it is good practice to remove unused binaries from the host.

2.6.2  Corrective Action

It is recommended that the System Administrator place all commonly used administrative tools in a special directory out of %systemroot% and ACL them so that only administrators have full access to these files.

Exhibit 2.6.2-1:  Securing Critical Files

	Action
	Procedure

	2.6.2.1
	Create a directory called \CommonTools (or something similar).

	2.6.2.2
	Move the following files into this directory.

	Xcopy.exe 
	wscript.exe 
	cscript.exe 
	net.exe 
	ftp.exe 
	telnet.exe 

	Arp.exe 
	edlin.exe 
	ping.exe 
	route.exe 
	at.exe 
	finger.exe 

	Posix.exe 
	rsh.exe 
	atsvc.exe 
	qbasic.exe 
	runonce.exe 
	syskey.exe 

	Cacls.exe 
	Ipconfig.exe 
	rcp.exe 
	secfixup.exe 
	nbtstat.exe 
	rdisk.exe 

	Debug.exe 
	regedt32.exe 
	regedit.exe 
	edit.com 
	netstat.exe 
	tracert.exe 

	Nslookup.exe 
	rexec.exe 
	cmd.exe 
	
	
	


Various important files in the system should be monitored.  The following is a list of critical files that should have an ACL created for them:

%systemroot%\profiles directory

Temp directories

Audit logs (%systemroot%\system32\config\*.evt)

Registry files (%systemroot%\system32\config, also backup up to %systemroot%\repair)

All executables

All shared directories

Boot.ini

NTLDR

Ntdetect.com

Ntbootdd.sys

Bootsect.dos

*.drv

*.scr

*.sys

*.cmd

*.ocx

2.6.3  Caveat

Note: You will no longer be able to use the RUN command or a simple DOS prompt to start these tools.  To start the tools you must be located a directory (for example – Common Tools).    

Section    3          Registry Settings  

3.1 Prevent “Null” User Connections
Anonymous or ‘null’ user connectivity provides unauthorized users the ability to connect to a server using blank or ‘null’ credentials.

3.1.1  Problem Definition

The ‘null’ connection, once obtained by an unauthorized user, allows them to enumerate sensitive system information such as user and group information and registry settings (portions of the registry).  This allows these unauthorized users access to data that could be used by them to gain more privileged access to the server.

3.1.2  Corrective Action

Utilize the procedures outlined in Exhibit 3.1.2-1 below to change the registry setting.  

Exhibit 3.1.2-1:  Disabling Null Sessions

	Action
	Procedure

	3.1.2.1
	Set the following registry values: 

	3.1.2.2
	Hive:
HKEY_LOCAL_MACHINE

Key:
SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Name: 
RestrictNullSessionAccess

Type: 
REG_DWORD

Value: 
TRUE or 1

	.3.1.2.3
	Hive:
HKEY_LOCAL_MACHINE

Key:
SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters

Name: 
NullSessionPipes

Type: 
REG_MULTI-SZ

Value: 
Add or remove names from the list as required by the configuration.


3.2  Restrict Anonymous Network Access

All users who access the server should be authenticated, if feasible.

3.2.1  Problem Definition

Windows NT has a feature that allows non-authenticated users to enumerate users on a Windows NT Domain.  This functionality should be disabled.

3.2.2  Corrective Action

Utilize the procedures outlined in Exhibit 3.2.2-1 below to change the registry setting.  

Exhibit 3.2.2-1:  Restricting Anonymous User Access

	Action
	Procedure

	3.2.2.1
	Set the following registry values: 

	3.2.2.2*
	Hive:
HKEY_LOCAL_MACHINE

Key:
SYSTEM\CurrentControlSet\Control\LSA

Name: 
RestrictAnonymous

Type: 
REG_DWORD

Value: 
1

	*CAUTION: It is imperative that testing of Step A.3.2.2.2 is performed to ensure that this will not cause problems on the server (i.e., may cause users to not be able to proactively change their passwords and some software may not function after this change).


If anonymous access is needed, the System Administrator must lockdown the service / application.  

3.2  Restrict Network Access to the Registry

3.2.1  Problem Definition

The registry Editor supports remote access to the Windows NT registry. 
3.2.2  Corrective Action

To restrict network access to the registry, use the registry editor to create the following registry key.  See Exhibit 3.3.2-1 below.

Exhibit 3.3.2-1:  Restricting Network Access to the Registry

	Action
	Procedure

	3.3.2.1
	Set the following registry values:

	3.3.2.2
	Hive 
HKEY_LOCAL_MACHINE\SYSTEM 

Key 
\CurrentControlSet\Control\SecurePipeServers 

Name 
\Winreg


3.4 Secure Critical Registry Keys – Using ACLs

3.4.1  Problem Definition

It is important to set the access control list (ACL) properly on critical registry keys.  Some registry keys have been used to launch Trojan programs in Windows NT environments. 

3.4.2  Corrective Action

Critical registry keys need to be secured and monitored; follow the steps in Exhibit 3.4.2-1 to implement this process.

Exhibit 3.4.2-1:  Securing and Monitoring Critical Registry Keys

	Action
	Procedure

	3.4.2.1
	Monitor and ACL the following registry values.

	3.4.2.2
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key: 
Microsoft\Windows\CurrentVersion\Run

	3.4.2.3
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key: 
Microsoft\Windows\CurrentVersion\RunOnce

	3.4.2.4
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key: 
Microsoft\Windows\CurrentVersion\RunOnceExE

	3.4.2.5
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key: 
Microsoft\Windows NT\CurrentVersion\AeDebug

	3.4.2.6
	Hive: 
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
Microsoft\Windows NT\CurrentVersion\WinLogon


The default ACLs should be the following:

Administrators (Full Control)

SYSTEM (Full Control)

Creator Owner (Full Owner)

Everyone (Read)

3.5   Registry Key Auditing

3.5.1  Problem Definition

It is important to ensure that changes to the registry do not affect the integrity of the system and that the modifications were authorized documented changes.

3.5.2  Corrective Action

Activity can be audited on registry keys as long as the File and Objective Access audit is enabled (via User Manager Tool).  Use Registry Editor (REGEDIT32) and select the appropriate key.  Once you are on the registry key, go to the SECURITY menu option, and then select Auditing option.  The auditing that can be enabled is shown in Exhibit 3.5.2-1.  

Exhibit 3.5.2-1: Registry Auditing Capabilities

	Event to Audit
	Brief Description

	Query Value (QV)
	Audits activity that attempts to read a value entry from a registry key.

	Set Value (SV)
	Audits system activity that attempts to set value entries for a registry key.

	Create Subkey (CS)
	Audits system activity that attempts to create a subkey from the audited key.

	Enumerate Subkeys (ES)
	Audits system activity that attempts to identify a subkey.

	Notify (N)
	Audits notification events for the selected key.

	Create Link (CL)
	Audits system activity that attempts to create a symbolic link from the key.

	Delete (D)
	Audits system activity that attempts to delete a key.

	Write DAC (WD)
	Audits system activity that attempts to write a discretionary ACL on a key.

	Read Control (RC)
	Audits system activity that attempts to read the ACL of a key.


Exhibit 3.5.2-1 shows the audit events that should be enabled for the specified keys shown:

Exhibit 3.5.2-1 Registry Key Audit Events

	Registry Key
	Audit Events

	\HKEY_Classes_Root
	QV, ES, N, RC

	\Software
	QV, ES, N, RC

	\Software\Microsoft\RPC
	QV, ES, N, RC

	\Software\Microsoft\Windows\CurrentVersion\Run
	QV, ES, N, RC

	\Software\Microsoft\Windows\CurrentVersion\RunOnce
	QV, ES, N, RC

	\Software\Microsoft\Windows\CurrentVersion\Wionlogon
	QV, ES, N, RC

	\System\CurrentControlSet\Control\LSA
	QV, ES, N, RC

	\System\CurrentControlSet\Control\SecurePipoeServers\WinReg
	QV, ES, N, RC

	\HKEY_USERS\.default
	QV, ES, N, RC


3.6 Disable the MS Netware Client

3.6.1  Problem Definition

The local security authority uses a DLL to collect passwords for further authentication on a Netware server.  Users with write access to %systemroot%\system32 can install a Trojan DLL and collect passwords.  This DLL is only necessary if the MS Netware client is being used.  If not, then this DLL should be disabled in the registry by removing the call to it.  

3.6.2 Corrective Action

If the MS Netware client is not being used, follow the steps in Exhibit 3.6.2-1 to disable it.

Exhibit 3.6.2-1:  Disabling the MS Netware Client

	Action
	Procedure

	3.6.2.1
	Remove the entry FPNWCLNT (the Netware client DLL) from the following notification packages value in the registry:

	3.6.2.2
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 

Key: 
CurrentControlSet\Control\LSA 

Name: 
REG_MULTI_SZ

Action:
Remove this entry, if present


3.7  Change SNMP Community Name and Restrict Access

3.7.1  Problem Description

SNMP (Simple Network Management Protocol) is a protocol designed for monitoring and controlling devices on a network.  Access control is done via community strings (a shared secret).  SNMP manageable devices use the default community string “public” that is widely known allowing a remote user to query devices to discover information about local systems and network layouts.  Windows NT exports information such as valid usernames, shares, and the status of running services via SNMP.  The only validation required to read this information is contained in the community name, which is world-readable by default.  

3.7.2 Corrective Action

To change the security setting of the SNMP service, do the following:

Exhibit 3.7.2-1:  Change Security Setting of SNMP

	Action
	Procedure

	3.7.2.1
	Go to the “Control Panel” then choose “Network” then choose “Services” and finally choose “SNMP Service”

	3.7.2.2
	From the “SNMP Service” window choose the “Security” tab.

	.3.7.2.3
	Change the settings for each community name so that it is “READ ONLY”.


3.7.3  Corrective Action

Modify the SNMP community name so it is not easily guessed and restrict access to information that can be obtained via the SNMP.  Exhibit 3.7.3-1 provide information on how to perform this task.

Exhibit 3.7.3-1:  Modify SNMP Community Name and Restrict Access

	Action
	Procedure

	3.7.3.1
	Limit access to only Administrators or accounts with Administrator privilege by setting the following registry values:

	3.7.3.2
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 

Key: 
CurrentControlSet\Services\SNMP\Parameters 

Action:
Limit access; Change default SNMP community string


In addition the firewall or border router can block access (i.e., SNMP utilizes UDP port 161).  This will, at a minimum, block access to the SNMP community string data from outside the GSA domain.  

3.8  Control Access to the Command Scheduler

It is important to restrict access to the command scheduler (i.e., what users or group of users have access to schedule tasks to run automatically at predetermined times).

3.8.1  Problem Description

Individuals, who feel they need this to schedule tasks to run on the server, may request administrative privilege.  However, it is not necessary to give these individuals administrator privilege in order for them to have this access right.  If, for instance, server operators need this permission it can easily be granted to them via the registry.

3.8.2  Corrective Action

Modify the registry to allow server operators, if needed, access to the command scheduler.  Exhibit 3.8.2-1 provides information on how to perform this task.

Exhibit 3.8.2-1:  Modify SNMP Community Name and Restrict Access

	Action
	Procedure

	3.8.2.1
	Allow server operators, if needed, access to the scheduler service.  Use the registry editor to create and/or assign the following registry key value:

	3.8.2.2
	Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 

Key: 
CurrentControlSet\Control\Lsa

Name: 
Submit Control

Type: 
REG_DWORD

Action:
Set Value to 1 – allows server operators to access the scheduler

	3.8.2.3
	Restrict access to the registry key to users / groups who require access:

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM

Key: 
CurrentControlSet\Services\Schedule

Action: 
Restrict to Administrator group or users who require this access


Section   4
   Account Policies  

4.1  Secure Administrator Account

Securing the Administrator account is essential to maintaining a secure system.  This account allows the individual to control the system’s functions and establish security procedures.

4.1.1  Problem Definition

The Administrator account cannot be locked out using the steps in Section 6.2 above.  That makes the most critical account more vulnerable to repeated cracking attempts than less critical accounts.

4.1.2  Corrective Action

Utilize the procedures outlined in Exhibit 4.1.2-1 below to secure the administrator account.

Exhibit 4.1.2-1:  Securing the Administrator Account

	Action
	Procedure

	4.1.2.1
	Install the PASSPROP.EXE utility included in the NT Resource Kit.  Locks out the account after repeated failed access attempts over the network, but never locks the account out at the console.

	4.1.2.2
	Rename the Administrator account to some other name.  Simply create a new user and make them a member of the Administrator group.  See Section 4.1.2.1 for instructions on renaming the Administrator account.

	4.1.2.3
	Give Administrators a separate personal account, in a group that has normal privileges.

	4.1.2.4
	Create a bogus account called Administrator without administrative privileges, designed to temporarily stall an attacker.


4.1.2.1  Renaming Administrator Account

Instructions to rename the administrator account and create a fake account called Administrator are listed below in Exhibit 4.1.2.1-1:

Exhibit 4.1.2.1-1:  Renaming the Administrator Account

	Action
	Procedure

	4.1.2.1.1
	Select Start/Programs/Administrative Tools (Common)/User Manager.

	4.1.2.1.2
	Highlight the Administrator Account.

	4.1.2.1.3
	Select Rename from the User menu.

	4.1.2.1.4
	In the Rename dialog box, enter Jonesj or some other account name that follows your account naming convention in the Change To text box.

	4.1.2.1.5
	Click OK.

	4.1.2.1.6
	Double-click the Jonesj Account.

	4.1.2.1.7
	Remove all text in the Description field.

	4.1.2.1.8
	Click OK.

	4.1.2.1.9
	From the User menu select New Local Group.

	4.1.2.1.10
	Type No Access for the Group Name field.

	4.1.2.1.11
	Ensure that NO user accounts are assigned to this group at this point.

	4.1.2.1.12
	Click OK to close the New Local Group window.

	4.1.2.1.13
	From the User menu select New User…

	4.1.2.1.14
	Type Administrator for the Username field.

	4.1.2.1.15
	Type an 8-character password and confirm it properly.

	4.1.2.1.16
	Check the Account Disabled box.

	4.1.2.1.17
	Click the Group button.

	4.1.2.1.18
	Add the group named No Access and assign it as the primary group.

	4.1.2.1.19
	Remove the User group from the Member of field.

	4.1.2.1.20
	Click OK to close the Group Memberships window.

	4.1.2.1.21
	Click Add and then Close to close the User Properties window.


4.2  Limit Accounts with Administrator Privilege

Accounts with administrator privilege have the ability to make unauthorized changes to a system.  This could further expose the system and ultimately the LAN infrastructure if the Administrator privileged account has been granted on the Domain.

4.2.1  Problem Definition

Unauthorized users can gain privileged access on a server via accounts in the Administrator group.  It is imperative that Administrator privileged access is limited.  

Corrective Action

The system administrator should review the membership of the Administrator group at least monthly and remove all users or groups not required.  If the number of individuals who require this access cannot be reduced, this access should be strictly audited and reviewed in a timely manner. All access should be authorized in writing.

4.3  Allow Network-Only Lockout for the Administrator Account

4.3.1  Problem Definition

The Administrator account cannot be locked out if an attacker attempts to guess the password by attempting a brute force or dictionary attack. 

4.3.2 Corrective Action

To allow the Administrator Account to be locked out from network logons, but not from local logons, Passprop.exe is necessary. See Exhibit 4.3.2-1 below (i.e., because Passprop.exe is part of the Windows NT Resource Kit. The kit must be installed). 

Exhibit 4.3.2-1:  Running Passprop.exe

	Action
	Procedure

	4.3.2.1
	Run the following Passprop.exe  /adminlockout /complex

	Note:  Do not set the administrator account to be forever locked out; rather, set an appropriate duration of time (i.e., this way you are also preventing a type of denial of service attack).


4.4  Give Administrator’s Two Accounts

Administrator privileged accounts should only be used when Administrator privilege is needed to perform a job function – otherwise this account should not be in use.

4.4.1  Problem Definition

Administrators sometimes leave their workstation unattended and if they are logged into the Administrator privileged account anyone could walk up to the workstation and cause potential damage to the server.

4.4.2 Corrective Action

To resolve this issue, System Administrators should perform the following tasks:

1. Create two distinct accounts for all Administrators:

· Personal account – with limited privileges, and

· Administrator Privileged account – an account with Administrator privilege that should only be used when Administrator rights are required to perform a job function.

2. Remember to log out before walking away from a workstation, especially if you are logged in as the Administrator or with an Administrator privileged account.

3. If feasible, perform activities that require you to use the Administrator account or an Administrator privilege account from a secured workstation (i.e., one that is in a secured environment or that is located where there exists the potential for small volumes of people to have access to the workstation – if left unattended for a short period of time).

4. Install ‘su’ (switch user) utility (which can be found in the Windows NT resource kit) on the server.  All System Administrator personnel can use this utility whenever they want to switch between their personal account and their Administrator privileged account.

5. Educate and require all System Administrators to use the ‘su’ command.

4.5  Secure Guest Account

The guest account is an NT account designated to allow anyone to log on to the systems without having a designated user ID or password.

4.5.1  Problem Definition

Hackers are likely to attempt to log on with the Guest account since it is built-in and cannot be deleted.

4.5.2 Corrective Action

Disable the guest account in User Manager utilizing the procedures outlined in Exhibit 4.5.2-1.

Exhibit 4.5.2-1:  Securing the Guest Account

	Action
	Procedure

	4.5.2.1
	In User Manager, double-click the Guest Account.

	4.5.2.2
	Check the “Disable Account” box.

	4.5.2.3
	Add a password to the account in case the Guest Account is accidentally enabled.

	4.5.2.4
	Rename the account.


4.6  Establish Strong Password Controls

Passwords should never be written down and must be difficult to guess.  They should include uppercase, lowercase, special (such as punctuation and extended character set), and numeric characters.

4.6.1  Problem Definition

Windows NT default configuration allows “door knocking” penetration of user accounts and Administrator privileged accounts, a common computer system penetration technique in which an intruder attempts to log on as an authorized user.

4.6.2  Corrective Action

The table below, Exhibit 4.6.2-1, outlines procedures for establishing strong passwords.  Each of the below steps can be accomplished either thru the User Manager / Properties window or User Manager / Policies / Account window (depending on which of the steps you are performing).

Exhibit 4.6.2-1:  Create a Policy for Password Strength

	Action
	Procedure

	4.6.2.1
	Set a password for each new account; enable “User Must Change Password at Next Logon”.  

	4.6.2.2
	Ensure that all accounts have passwords.  This won’t be an issue if you are setting up a new system and give each account a password, but may be a required action if you are taking over an existing system.  

	4.6.2.3
	Enforce password uniqueness by remembering the last 10 passwords.  Prevents users from toggling among their favorite passwords.

	4.6.2.4
	Set the maximum password age value to 90 days for user accounts.

Set the maximum password age value to 90 days for Administrator privileged accounts.

	4.6.2.5
	Set the minimum password age setting, specifying how long a user must wait after changing a password, to 1 day before changing it again.

	4.6.2.6
	Set the minimum password length to 8–14 characters.  Highly recommend, for sensitive applications, that the minimum be set to 12-character passwords.

	4.6.2.7
	Set account lockout to 5 bad logon attempts.

Set the lockout duration to 30 minutes.

	4.6.2.8
	Enable password complexity requirement for all users by use of the dynamic link library called passfilt.dll.  Passwords must contain characters from three of four classes.

-- Uppercase letters
– Lowercase letters
– Numbers
– Special characters 

	4.6.2.9
	Enable requirement-forcing users to log on to change password.  If the user’s password expires, the user will not be able to log on and an administrator will have to change the user’s password.


In order to increase password strength a system administrator could develop their own password filter utility or use the one that was developed by Microsoft and is included in the Windows NT 4.0, Service Pack 2.  The utility is called passfilt.dll. 
4.6.3  Corrective Action

 The table below, Exhibit 4.6.3-1, outlines procedures for utilizing the passfilt.dll utility.  

Exhibit 4.6.3-1:  Installing Passfilt.dll

	Action
	Procedure

	4.6.3.1
	Copy the .dll to the installation directory of the server.

	4.6.3.2
	Register the password filter package by updating the system registry key:

Hive: 
HKEY_LOCAL_MACHINE\SYSTEM 

Key: 
CurrentControlSet\Control\Lsa

Name: 
Notification Packages

Type:        REG_MULTI_SZ

Setting:     PASSFILT

Action:
If the “Notification Package” key value exists, add the name of your .dll to the existing value data.  Do not overwrite the existing values, and do not include the ‘.dll’ extension.  If the “Notification Package” key value does not exist, add it, and specify the name of the .dll for the value data without the ‘.dll’ extension’.  REMEMBER: The “Notification Package” key value may contain multiple packages.

	4.6.3.3
	From the Administrator console locate “Local Security Policy”.  Select Account Policy and then select Password Policy.  Enable “Passwords must meet complexity requirements” setting.


4.6.4 Caveat

If you set “User Must Change Password” and “User Must Logon to Change Password”, the user may not be able to log on the first time.  Enable “User Must Change Password” until they have signed on one time, and then disable it and enable “User Must Logon to Change Password”.

4.7  User Rights in the User Manager

Security settings can cause problems with some applications; therefore, testing of the settings below is necessary.  Every effort shall be made to secure the system without loss of performance, but some business or operational environments may require rights that have been intentionally removed.

4.7.1  Problem Definition

User rights are very powerful.  User rights are allowable actions that can be assigned to users or groups to supplement built-in abilities.  Careful allocation of standard and advanced user rights can significantly strengthen the security of a Windows NT system.
4.7.2  Corrective Action 
Review the User Rights assigned and edit them to meet your Security Policy by following the steps in Exhibit 4.7.2-1.  

Exhibit 4.7.2-1:  Editing User Rights

	Action
	Procedure

	4.7.2.1
	Select Start\Programs\Administrative Tools (Common)\User Manager.

	4.7.2.2
	Select User Rights from the Policies menu in User Manager.

	4.7.2.3
	Click the Show Advanced User Rights checkbox.

	A4.7.2.4
	Adjust the settings according to the following table:


	User Rights
	Workstation\Member Server Default User Rights
	Recommended Workstation\Member Server User Rights

	Access this computer from network—Allows a specified user to connect over the network to the computer.
	Administrators

Everyone

Power Users
	Administrators

Authenticated Users

	Act as part of the operating system (A)—Allows a process to perform as a secure trusted part of the operating system.  Some subsystems are granted this right.
	(None)
	(None)

	Add workstations to the domain (A)—Allows a user to add workstations to a particular domain.  This right is meaningful only on domain controllers.
	(None)
	(None)

	Backup files and directories—Allows a user to back up files and directories.  This right supersedes NTFS file and directory permissions.
	Administrators

Backup Operators
	Administrators

Backup Operators

	Bypass traverse checking (A)—Allows a user to change directories and access files and subdirectories even if the user has no permission to access parent directories.
	(None)
	(None)

	Change the system time—Allows a user to set the computer’s system clock.
	Administrators

Power Users
	Administrators

Power Users

	Create a pagefile (A)—Allows a user to create pagefiles for virtual memory swapping.
	Administrators
	Administrators

	Create a token object (A)—Allows a user to create security access tokens.  Only the Local Security Authority should be allowed to do this.
	(None)
	(None)

	Create permanent shared object (A)—Allows a user to create permanent shared objects.
	(None)
	(None)

	Debug programs (A)—Allows a user to debug various low-level objects such as threads.
	Administrators
	(None)

	Force shutdown from a remote system—Allows a user to shut down a Windows NT system remotely over a network.
	Administrators

Power Users
	Administrators

	Generate security audits (A)—Allows a process to create security audit log entries.
	(None)
	(None)

	Increase quotas (A)—Allows a user to increase object quotas.  
	Administrators
	(None)

	Increase scheduling priority (A)—Allows a user to boost the execution priority of a Win32 application.  
	Administrators

Power Users
	Administrators

	Load and unload device drivers (A)—Allows a user to install and remove device drivers.
	Administrators
	Administrators

	Lock pages in memory (A)—Allows a user to lock pages in memory so they cannot be paged out to a backing store such as Pagefile.sys.
	(None)
	(None)

	Log on as a batch job (A)—Enables the user to log on using a batch queue facility.  
	(None)
	(None)

	Log on as a service (A)—Allows a user to log on as a service.  By default, most services run in the System account user context.  
	(None)
	(None)

	Log on locally—Allows a user to log on at a system’s console and gain interactive desktop access.
	Administrators

Backup Operators

Power Users

Users

Guest 

Everyone
	Administrators

Authenticated Users

	Manage auditing and security log—Allows a user to specify what types of resource access (such as file access) are to be audited and to view and clear the security log.  Note that this right does not allow a user to set system auditing policy using the Audit command in the Policy menu of User Manager.  Member of the Administrators group always has the ability to view and clear the security log.
	Administrators
	Administrators

	Modify firmware environment variables (A)—Allows a user to modify system environment variables stored in nonvolatile RAM on systems that support this type of configuration.
	Administrators
	Administrators

	Profile single process (A)—Allows a user to use performance tools to profile the performance of a single process. 
	Administrators

Power Users
	Administrators

	Profile system performance (A)—Allows a user to use performance-monitoring tools to profile the system’s performance. 
	Administrators
	Administrators

	Replace a process-level token (A)—Allows a user to modify a process’ security access token.  This is a powerful right used only by the system.
	(None)
	(None)

	Restore files and directories—Allows a user to restore backed-up files and directories.  This right supersedes file and directory permissions.
	Administrators

Backup Operators
	Administrators

Backup Operators

	Shut down the system—Allows a user to shut down Windows NT.
	Administrators

Backup Operators

Power User

Users

Guest

Everyone
	Administrators

Authenticated Users

	Take ownership of files or other objects—Allows a user to take ownership of files, directories, printers and other objects on the computer.  This right supersedes permissions protecting objects.
	Administrators
	Administrators


Section 5  

NT Auditing

5.1  Implementation of NT Audit Policy

5.1.1 Corrective Action – Enable Auditable Events

Follow the steps in Exhibit 5.1-1 to implement an Audit Policy.

Exhibit 5.1-2:  Implementing an Audit Policy

	Action
	Procedure

	5.1.1.1
	Select Start/Programs/Administrative Tools (Common)/User Manager.

	5.1.1.2
	Select the Policies menu.

	5.1.1.3
	Select Audit…

	5.1.1.4
	Click the Audit These Events: radio button.

	5.1.1.5
	Adjust the settings according to the following table:

	Event
	Success
	Failure

	Logon and Logoff
	X
	X

	File and Object Access
	
	X

	Use of User Rights
	
	X

	User and Group Management
	X
	X

	Security Policy Changes
	X
	X

	Restart, Shutdown, and System
	X
	X

	Process Tracking
	
	


5.1.2  Corrective Action – Audit Log File Size

Windows NT audit file, by default, is set to overwrite events.  It is important for GSA System Administrators to set the file size to a large enough size to allow the storage of security event.  Exhibit 5.1.2-1 explains how to set the event log file size.

Exhibit 5.1.2-1:  Configuring the Event Log File Size

	Action
	Procedure

	5.1.2.1
	Select Start/Programs/Administrative Tools (Common)/Event Viewer.

	5.1.2.2
	Select Log Settings from the Log menu.  (A dialog box will appear.)

	5.1.2.3
	For each of the entries (System/Security/Application) in the Change Settings for <Log Name> Log box, execute the following:

	5.1.2.4
	Enter 4194240 in the Maximum Log Size text box.

	5.1.2.5
	Ensure that the Do Not Overwrite Events (Clear Log Manually) radio button is selected.

	5.1.2.6
	Click OK to continue.


5.1.2  Corrective Action – Reviewing Audit Data

Windows NT auditing must be reviewed in a timely manner (i.e., daily) to ensure that security violations are discovered, investigated, and resolved.  All questionable activity should be reported to the Information System Security Officer (ISSO), who will then report the incident to the Information System Security Manager (ISSM).  The ISSM is then responsible for escalation of the security problem for potential resolution.  

Section 6

Everyone Group

6.1  Prevent “Everyone” Group From Access Shares

6.1.1  Problem Definition

By default the Everyone Group can access shares on the server.

6.1.2  Corrective Action

To deny the Everyone Group from accessing network shares, follow the steps in Exhibit 6.1.2-1.

Exhibit 6.1.2-1:  Removing the Everyone Group from Accessing Network Shares

	Action
	Procedure

	6.1.2.1
	Open User Manager | Policies| User Rights.

	6.1.2.2
	Choose “Access this computer from network”.

	6.1.2.3
	Remove the “Everyone” group from the list.

	6.1.2.4
	Add “Authenticated Users” to the list.


Section 7 
Disable Unnecessary Services

7. 1  Remove/Disable Unnecessary Services

7.1.1  Problem Definition

Unnecessary services can pose a security risk through unknown security holes with the service, or possibly by helping attackers gain access to other parts of the system.

7.1.2  Corrective action

To disable / remove unused ‘network services’ go to the Services Tab / Network Icon / Control Panel.  The only processes that should be running are the following:

Smss.exe

Session Manager

Csrss.exe

Client Server Sub System

Winlogon.exe
The login process

Services.exe
The main service handler processes

Pstores.exe
Protected Storage

Lsass.exe

The RPC end-point mapper

Explorer.exe
The Explorer GUI

Loadwc.exe
Explorer Related

Nddeagnt.exe
Explorer Related

Check what processes are running by looking in the Task Manager Service.  For example, services such as ftp, IP forwarding, Simple TCP/IP service, SNMP, and SMTP should be removed (unless needed).

7.1.3 Caveat

It is possible that one or more of these services may need to remain active depending on the functions of the server.  This will need to be addressed on a per server basis.  Remove all services (including Workstation & Server Service), but do not remove the Remote Procedure Call Service (RPC), which is required for IIS4.0 to start.  Note that when removing the workstation service, an error will occur every time upon start-up of the network applet in Control Panel:  “Windows networking is not installed”.  Ignore this error.  Also, User Manager for Domains stops working when the server service is removed.  Replace User Manager for Domains with User Manager (usrmgr.exe) from the NT 4.0 install compact disc (CD).

7.2  Disable Unneeded Protocols

Network protocols such as IPX or NetBEUI are, in most instances, not needed to run in order for the Windows NT Domain to function properly.

7.2.1  Problem Definition

Unnecessary protocols open up potential vulnerabilities in Windows NT Domains and servers.  

7.2.2  Corrective Action

Disable / Turn off IPX and NetBEUI on all Windows NT servers.  

Section 8  Keeping System Up-to-Date

8.1  Install Service Packs

8.1.1  Problem Definition

Microsoft continuously releases updates to the operating system (i.e., service packs).  The current approved service pack in use at GSA is service pack number 5 (SP5).  Service packs are larger updates that address numerous issues and often contain feature upgrades.

8.1.2  Corrective Action

Microsoft SP5 can be found at:

http://www.microsoft.com/ntserver/nts/downloads/recommended/sp5/allsp5.asp
8.2 Caveat

Before installation of any Microsoft service pack, ensure that it has been properly tested and approved by GSA for installation on Windows NT servers within the GSA domain.

8.2  Install Security Hotfixes

8.1.1  Problem Definition

Hotfixes are released between Service Packs to address a single issue.  Many times Microsoft issues a security patch that should be installed immediately to ensure that a particular vulnerability is patched in the operating system.

8.1.2  Corrective Action

Microsoft Hotfixes for systems running SP5 can be found at:

ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/ussp5/
8.1.3 Caveat

Before installation of any Microsoft hotfix, ensure that it has been properly tested and approved by GSA for installation on Windows NT servers within the GSA domain.

8.3  Keep Up-to-Date on Security Vulnerabilities

8.3.1  Problem Definition

All System Administrators must remain up-to-date on security vulnerabilities that have been found that can affect the Windows NT server.

8.3.2  Corrective Action

To keep up-to-date on the latest Microsoft Products’ security, monitor the following Web sites:

· http://www.microsoft.com/security/
· http://www.securityfocus.com/
· http://www.ntbugtraq.com/
· http://www.fedcirc.gov/

· http://www.cert.org/
· http://ciac.llnl.gov/ciac/
· http://www.ntsecurity.com/
· http://www.10pht.com/
· http://www.sysinternals.com/
· http://www.it.kth.se/~rom/ntsec.html/
· http://www.ntobjectives.com/
· http://www.sans.org/
An automated way to keep up-to-date on the latest Microsoft Security news is to set up a “favorites shortcut” to the Microsoft Security Advisor Program.

Section 9     Physical Security

9.1  Physical Security of the Server

Physical security measures are needed to protect systems and data from theft, corruption, and natural disasters.  Security guards, key-card access systems, and surveillance equipment is critical if the site is open to the public or if information is extremely sensitive or mission-critical.  Controlling physical access to the site/servers is the first essential step.

9.1.1  Problem Definition 

Physical access to the server provides multiple opportunities to circumvent NT system access controls.  The server itself or its disks could be stolen.  The computer could be rebooted from a floppy disk.  The operating system could be reinstalled from a CD-ROM.  In addition, the information on the system could be lost through damage caused by power outages and environmental catastrophes.  Passwords could be potentially compromised by people watching (i.e., shoulder surfing) administrators at work on the console.

Corrective Action

Utilize the following table, Exhibit 9.1.2-1, to implement adequate physical security requirements for GSA Windows NT servers.

Exhibit 9.1.2-1:  Physical Security Requirements

	Action
	Standard
	Advance

	9.1.2.1
	Place the server in a locked room with access control by the administrator.  Verify that drop-down ceilings and raised floors do not allow uncontrolled access.
	Provide electronic access control and recording for the server room.

	9.1.2.2
	Provide temperature and humidity control sufficient to avoid damage to the equipment.  
	Provide one or more automatic fire extinguishers.

	9.1.2.3
	Install a UPS (uninterruptible power supply) and associated software that allows the server to shut down automatically and safely when the power in the UPS is about to be exhausted. 
	Use surveillance cameras to potentially record who accesses the equipment.

	9.1.2.4
	Lock the CPU case and set up a procedure to ensure that the key is protected and yet easily available to the administrator.  Make a backup key and protect it off-site in a secure disaster recovery site or a safety deposit box.  Also lock the server down with a cable or in a rack.
	Arrange the room so that the monitor is hidden from view by prying eyes at windows or other vantage points.


9.2  Physical Security of Backup Media

The information stored on tapes and disks is clearly valuable - some is, in fact, mission-critical.  Therefore, tight physical security is required for handling and storing all tapes and disks.  Good security for most storage areas requires good locks, intrusion alarms, fire and smoke detectors, and a fire suppression system.  No one should work inside, and only trusted personnel should enter, and then only briefly.

9.2.1  Problem Definition

The built-in NT backup tool, among its other limitations, does not encrypt tapes.  Third-party backup software may do so, but often does not by default.  Files that are protected on the file system can be compromised if backup tapes can be analyzed.  Most backup software has an option to restrict access to the tapes to administrators, which is a good first step to protecting tapes.

9.2.2  Corrective Action

Utilize the following table, Exhibit 9.2.2-1, to implement adequate secure storage protection for backup tapes.

Exhibit 9.2.2-1:  Secure Storage for Backup Tapes

	Action
	Standard

	9.2.2.1
	Put the backup tape drive in a secure room.

	9.2.2.2
	Set up a secure off-site storage system for backup tapes.

	9.2.2.3
	For short-term storage, place backup tapes in a locked cabinet and establish a procedure for controlling access to the tapes.


9.2.3  Caveat 

In general, the built-in backup tool does not provide sufficient functionality for production servers.  Buying a third-party backup tape is a good security investment.

Section 10      Emergency Repair Disk

10.1  Create Emergency Repair Disk (ERD)

The ERD is a critical part of the recovery process that helps system administrators recover the NT configuration from a normally unrecoverable state.  An ERD should be created whenever a new service pack or major change is made to a Windows NT server.  The ERD contains the hives of the registry, copies of the MS-DOS subsystem initialization files (autoexec.nt and config.nt), and the Security Account Manager (SAM) database.

10.1.1  Problem Definition

When the operating system has been installed and the registry keys set, time will be wasted in recreating the system if there is not an ERD.   However, intruders can also use this disk since it may contain a copy of the SAM database.  An intruder will run crack programs against the encrypted user passwords in the SAM database after stealing the disk and taking it to a safe location.

10.1.2  Creating the ERD

A blank diskette is required when creating the ERD (Rdisk.exe always formats the floppy disk).  To create the ERD, follow the procedures outlined in the table below, Exhibit 10.1.2-1.

Exhibit 10.1.2-1:  Creating the ERD

	STEP
	Procedure

	10.1.2.1
	Insert a 3.5-inch, 1.44 MB floppy disk into the A: drive.

	10.1.2.2
	Select START from the menu, and click RUN.

	10.1.2.3
	Type rdisk /s in the OPEN DIALOG BOX.  The /s option saves all current configuration settings, including user accounts and file permissions.  The saved repair info is saved in the \%SystemRoot%\repair directory.

	10.1.2.4
	Click OK to continue.

	10.1.2.5
	Click OK in the SETUP window that follows. 

	A10.1.2.6
	After the ERD has successfully been created, click OK on the screen that follows.

	10.1.2.7
	Store the disk in a safe and secure place.


10. 1. 2  ERD System Recovery 

The recovery process uses both the ERD and the original files from the NT installation CD-ROM.  Consequently, SP5 and all the previously installed Hotfixes must be reinstalled after recovering with the ERD.  Follow the procedures in the following table, Exhibit 10.1.3-1, for ERD system recovery.

Exhibit 10.1.3-1:  System Recovery Using the ERD

	Action
	Procedure

	10.1.3.1
	Ensure that the BIOS has been changed to allow for booting from the floppy first.

	10.1.3.2
	Change the registry setting to allow use of the floppy drive (if you have previously disabled it in the registry):

Floppy:


Hive:
HKEY_LOCAL_MACHINE


Key:
\Software\Microsoft\Windows NT\Current Version\Winlogon


Name:
AllocateFloppies


Type:
REG_SZ

     Value:
0

	10.1.3.3
	Insert the NT SETUP DISK 1 into the A: floppy drive.

	10.1.3.4
	Reboot the system.

	10.1.3.5
	Ensure that all tasks are marked with an X.

	10.1.3.6
	Press ENTER to continue (perform selected tasks).

	10.1.3.7
	Specify all mass storage devices in the system.

	10.1.3.8
	Press ENTER to continue.

	10.1.3.9
	Press ENTER to confirm that ERD is available.

	10.1.3.10
	Place the ERD in the A: floppy drive when prompted.

	10.1.3.11
	Press ENTER to continue.

	10.1.3.12
	Select all registry files with an X.

	10.1.3.13
	Press ENTER to continue (perform selected tasks).

	10.1.3.14
	Press A to replace the non-original files.

	10.1.3.15
	Follow the remaining on-screen instructions.

	10.1.3.16
	After repair is complete, reapply SP5 and all previously installed Hotfixes.


10.1.4  Caveat

To use the ERD utility, you must have the updated version of Setupdd.sys.  The updated version is contained in SP5.  To update your version, copy the file from the service pack to your NT 4.0 Setup Disk 2 from the original product media.  More information can be found at the Knowledge Base at:

http://support.microsoft.com/support/; search for KB article Q158423

Section 11   Server Backup

11.1  Perform Server Backup

11.1.1  Problem Description

A Windows NT server daily incremental backup should be performed and a weekly full server backup performed to ensure that if a disaster would occur that you can restore the server and all files.

11.1.2  Corrective Action

Create a daily incremental backup of the Windows NT sever (i.e., should contain copies of all files that have changed siFSnce the last incremental backup was performed) and create a weekly full system backup of the server.  These backups should be kept off-site in a secure location.

11.1.3  Caveat

Incremental backups should be performed on all servers, which have daily updates to files and databases.  Proxy servers, some IIS servers, and other types of servers using NT to redirect to other Websites usually don’t have a change on the server everyday and therefore will not require an incremental backup to be performed.  For these types of servers, one on-site and one off-site backup per week, per server, would be sufficient.

Section 12     Points of Contact

For additional information contact the IT Security Center of Expertise in the 

GSA Office of the Chief Information Officer at (202) 501-7298 or (202) 208-4526.  
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