Frequent Questions about E-Mail and Records 

· E-Mail as a Record
· Retaining the Complete E-Mail Message
· Maintenance and Retention of E-Mail Messages
· Access to E-Mail Messages
· Where can I get additional guidance?


E-Mail as a Record

When are e-mail messages records?

You should treat e-mail messages the same way you treat paper correspondence. An e-mail message is a record if it documents the GSA mission or provides evidence of an GSA business transaction and if you or anyone else would need to retrieve the message to find out what had been done or to use it in other official actions.
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Do I have to manage incoming and outgoing e-mail as records?

Yes, you should apply the standard described above to both incoming and outgoing e-mail. The reason is that both sender and recipient of e-mail messages have the responsibility to document their activities and those of their organizations. Both the sender and the recipient have to determine whether a particular e-mail message is a necessary part of that documentation. 

Are e-mail systems reliable enough for transmitting official messages?

Yes, e-mail systems are highly reliable for transmitting messages. However, you should use e-mail for business only when you are reasonably sure that the message will not be altered after transmission. Consider the nature and sensitivity of the message, the technology involved, and the persons with whom you communicate when you decide to use e-mail for business.

Can I use a non-GSA account to send or receive GSA e-mail?

No, do not use any outside e-mail system to conduct official Agency business. If, during an emergency, you use a non-GSA e-mail system, you are responsible for ensuring that any e-mail records and attachments are saved in your office's recordkeeping system.

Are instant messages (IM) records?

Yes, in certain circumstances. They are similar to e-mail messages; that is, if the messages are needed to substantiate your work, you must treat them the same way you would any e-mail record. You need to capture the text of the message, as well as who the message is to/from and the date and time. Also, due to the informal and sometimes cryptic nature of IM, it may be necessary to transcribe or capture the message in another format much as you would for a telephone conversation or other verbal communication if it is needed to document your activities. And finally, it is important to be careful if you use a non-GSA IM product to communicate with external users because it could result in unauthorized disclosure of information. See also: NARA's Frequently asked questions about Instant Messaging.

How can e-mail be an official record if it is not signed?

A signature does not make something a record. Many types of records, such as manuals, reports, photographs, and maps, do not contain signatures, but they can still be records.

If an e-mail record is sent to several recipients, which copy is the official record?

It depends. Different copies of the same message may be records. If you take any official action related to a message, and if the message is needed for adequate and complete documentation of the action, the message would be a record in your office, regardless of whether copies are retained elsewhere. If the record is in your office's official files, then your copy is not a record and you may delete it. If you receive a message only for information and do not take action related to it, your copy would not be a record.

If I'm working on draft material, is it sufficient for me to save just my last draft?

In some cases the last draft may be sufficient, and in other cases not. Follow your Program Office's policy concerning what drafts you must keep. This policy should be available in the form of recordkeeping requirements for the type of work you are doing. The question of drafts is discussed at length in "Procedures for Managing Agency Records."

Do these guidelines apply to GSA contractors?

Yes, these guidelines apply to GSA contractors and other agents, as well as GSA employees. Contract terms should ensure that contractor systems satisfy legal requirements for creating and maintaining adequate and complete records of GSA transactions when those transactions are carried out by contractors.



Retaining the Complete E-Mail Message

Are there special requirements for retaining e-mail messages as records?

The basic requirements that apply to all records apply to e-mail records as well. However, there are some specific requirements for records made or received through e-mail. You should make sure that:

1. the e-mail record includes transmission data that identifies the sender and the recipient(s) and the date and time the message was sent and/or received;

2. when e-mail is sent to a distribution list, information identifying all parties on the list is retained for as long as the message is retained; and

3. if the e-mail system uses codes, or aliases to identify senders or recipients, a record of their real names is kept for as long as any record containing only the codes or aliases. For example, if you are communicating with someone via the Internet (e.g., a grantee or researcher), and their e-mail address does not indicate who they are (e.g., the address is JerryR@...) then a record must be kept of who they are. This might be done simply by always including their full name in the body of the message.

Why is it necessary to keep the transmission data about the sender, receiver, date and time of the e-mail?

You should treat e-mail messages the same way you treat paper correspondence. You would not delete the names of the sender and addressee, the date, or a time stamp from a letter on paper. The data identifying the sender and recipient(s), the time and date the message was sent, and, on the recipient(s) copy, the time and date it was received are equally essential elements that constitute a complete e-mail record.

I'm using a distribution list for my message. How can I print the names of all the people on the list?

A "Print as Record" button has been added to your Lotus Notes "Sent" folder. Once you have determined the message is a record and needs to be printed for the file, use the "Print as Record" button, which will print an extra field in the e-mail header with all recipients of the message, including the names in distribution lists.

What about attachments to an e-mail message? Do I have to keep them as well?

Yes, you do. If a message qualifies as part of the documentation of your activities, you need to make sure that related items that provide context for the message are maintained as well. This includes attachments. You would keep them under the same conditions that you would if they were paper attachments to a paper memo or incoming letter.

If my outgoing message is a record, should I ask for a return receipt to make sure that the person I sent it to got it?

It is not necessary to ask for a return receipt or read receipt in e-mail any more than it is necessary in hard copy. We don't send all letters certified mail. If it is important to document for the record the time that a message was opened, then that receipt must be retained along with the message for as long as the message is retained. You also need to have some means of linking the receipt to the message so it is clear what outgoing message the receipt documents.

Do I need to retain both the original message and the reply?

The requirement is to create and maintain an understandable record documenting activities. Some replies to e-mail messages contain enough information from the original message that they can stand on their own, but most do not. The simplest way to ensure understandability of e-mail messages that will become part of the record is to incorporate the original message in any reply and maintain them as a unit. If e-mail is sent back and forth and the most recent message has the entire sequence of messages, you need to keep only the final message (including the previous messages and replies) as long as it also contains attachments and other data such as the sender, receivers, date, and time, that are necessary for a complete record.



Maintenance and Retention of E-Mail Messages

How long do I need to keep e-mail records?

Retain e-mail records in accordance with your office's file plan and the GSA records schedules. The exact length of time will vary depending on the activity that the message documents. Retentions range from thirty days to permanent.

What if the message does not qualify as a record?

Delete e-mail that is not a record when no longer of use.

Where do I keep e-mail records?

You must store e-mail records in an approved recordkeeping system. This system may be either paper or electronic. You may maintain them in your organization's paper filing system or electronically using GSA’s enterprise content management system (ECMS). In either case, the recordkeeping system must:

1. logically relate or group records in accordance with your office's file plan;

2. ensure the records are accessible to authorized persons throughout their life;

3. support retention of the records for as long as required;

4. facilitate destruction of records on schedule; and

5. enable transfer of those records which will not be destroyed to the National Archives.

Can I keep the records in the e-mail system?

No. Once you determine that an e-mail message is an official record, you should ensure that it is kept in an approved file system that satisfies the requirements for recordkeeping set out in points 1 to 5 above. You may, of course, retain your personal copy in your personal e-mail, but you must ensure that the record is placed in an approved file system.

The one exception to this is for e-mail records that are "transitory" (i.e., documents of short-term interest which have no documentary or evidential value) and have an approved retention of 180 days or less. For examples of transitory records, see records schedule 167. You may maintain a transitory record in the e-mail system until it's retention has expired, as long as your organization has not established other recordkeeping requirements or procedures for those transitory records. 

Can e-mail records be kept on backup tapes or disks?

No, backups created to facilitate restoration of a system or file in case of accidental or unintentional loss are generally ill-suited for recordkeeping purposes.

Do I need to retain both an electronic and hard copy for the same e-mail message?

No, if you retain the entire record in either form, and it is properly filed in an approved file system, you do not need to retain both electronic and hard copies.



Access to E-Mail Messages

Does FOIA apply to e-mail messages?

Yes, e-mail is subject to the FOIA, and its release is subject to the same FOIA exemptions that apply to other agency records.

What do I do about e-mail messages that contain sensitive information, such as classified, proprietary or Privacy Act information?

If you receive e-mail containing sensitive information, apply the same standards and precautions to the e-mail containing sensitive information as you would to the same information in any other medium. However, you should not use the e-mail system to transmit messages that contain confidential business information, information covered by the Privacy Act, or other sensitive information. At the time of this writing, e-mail systems are not considered as secure or private as the U.S. Postal Service, and don't have the same legal protections.



Where can I get additional guidance?

All GSA employees and contractors are required to take e-mail records training. An e-learning course is available on the GSA intranet, and takes approximately one hour to complete. Contact your Records Liaison Officer (RLO) or Senior Information Resources Management Officer (SIRMO) for more information.

If you have policy questions about e-mail as a record, you should contact the Records Help Desk.

You can find additional guidance in the following publications:

· Records Management Policy (PDF) (GSA 2155.1), June 2009. (9 pp, 109K)

· Records Management Manual
· Standards for managing electronic mail records (36 CFR 1234.24)

The National Technology Services Division has developed Tips for Managing Email, which you may also find useful.

See also:
· E-Mail Quick Reference Guide
· Legal Requirements Concerning the Creation, Maintenance and Disposition of Electronic Mail Messages
