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Executive summary

This document provides guidance for all individuals with responsibility for conducting a risk assessment, as part of the certification and accreditation (C&A) process used by the General Services Administration (GSA).  GSA employs and manages diverse and complex information technology (IT) resources.  These include mainframe central processing facilities, local and wide area networks (LANs/WANs), and telecommunications systems.  

Risk Assessment is the on-going process of assessing threats and vulnerabilities to assist in providing a Business Impact Analysis (BIA for IT resources).  A well-developed and standardized risk assessment process will help ensure GSA makes effective risk-based decisions for implementing cost effective and appropriate security controls to ensure protection of the information resource.  Results of the risk assessment activity must be documented in the Security Assessment Report and the Plan of Action and Milestones (POA&M).  

Risk assessments are performed during Phase 1, Initiation, Task 1 (CIO-IT Security-01-09, Certification and Accreditation guide) as part of the C&A process.  Risk assessments must be preformed every three years or when there is a major change affecting the security posture of the information system.   The results of the risk assessment are used for the security assessment (refer to CIO-IT Security-01-04, Security Assessment) conducted during Phase 2, Security Certification of the C&A process.  

All systems must be categorized first using FIPS 199 before the risk management process begins.

Introduction

Purpose

IT Security Procedural Guide: Conducting Risk Assessments, CIO-IT Security-01-03 provides helpful information on conducting risk assessments in support of the C&A function by documenting a standard agency process for performing risk assessments with a systematic, flexible approach.  

The risk assessment is part of the certification and accreditation process, Phase 1, Initiation, Task 1, Deliverables.  The likelihood and impact results from identifying threats to an IT resource provide significant information to assist the DAA in determining the level of acceptable risk for the IT resource.

This guide supports: GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy; Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources; NIST SP 800-30, Risk Management Guide for Information Technology Systems; NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems; Public Law 107-347, Federal Information Security and Management Act (FISMA) of 2002.  It also supports OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies, NIST SP 800-63, Electronic Authentication Guideline, FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, NIST  SP 800-60, Volume 1: Guide for Mapping Types of Information and Information Systems to Security Categories,  the Government Paperwork Elimination Act (GPEA)  and GSA IT Security Procedural Guide, Certification and Accreditation CIO-IT Security-01-09. 

Policy

GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy states:

· DAAs must implement a risk management process for all information systems using NIST SP 800-30, Risk Management Guide for Information Technology Systems as a guide (see http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf).

· DAAs must ensure risk assessments are performed and documented every three (3) years for information systems under their control or whenever there is a significant change to their security posture.

· All information systems must use FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, to determine their security category (i.e., risk level) for confidentiality, availability, and integrity.

· All information systems that allow remote authentication of human users for the purpose of conducting government business electronically must complete an e-authentication risk assessment resulting in an authentication assurance level classification in accordance with OMB Memorandum 04-04.  

Definitions

Risk is a measure of the degree to which information resources are exposed based on a vulnerability being exploited by a potential threat.  Risk is composed of two elements: 1) the impact that an exploited vulnerability would have on the organization’s mission or operations; and 2) the likelihood of such exploitation. 

A risk assessment is the process of analyzing threats to and vulnerabilities of information resources to determine the potential for loss and using the analysis as a basis for identifying appropriate and cost-effective controls; a formal description and evaluation of risk to an IT resource.

Threat is any circumstance, event, or act that could cause harm to GSA by destroying, disclosing, modifying or denying services of GSA’s information resources posing a negative impact to the agency by a threat-source either intentionally or accidentally. 

Vulnerability is a flaw or weakness in security procedures, design, implementation or internal controls that could be intentionally exploited or accidentally triggered and result in a security breach or violation of the information system security posture.

Risk Assessment OVERview and Objectives

Why conduct a risk assessment?

When a threat is matched to a vulnerability, some level of risk is present.  Control these risks, by identifying vulnerabilities of the system. Predefine the threats present that could exploit the vulnerabilities, the level of risk that could potentially be incurred, and countermeasures to reduce the level of risk so that it is acceptable for GSA to the extent possible.  Decisions on implementing security measures to control risk should be based on commercially and publicly accepted risk management principles and must be cost effective.     

When should a risk assessment be conducted?

According to the GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy and Federal regulations, a risk assessment must be conducted for major applications and general support systems at least every three years or when there is a major change, which could affect the security posture of the information system. 

A risk assessment can take place at any point during the systems development life cycle (SDLC).  The best time is at the beginning of the system’s life cycle during the design phase
. Addressing risk while the system is in the design phase allows performance and cost trade-offs for the security features of the system to be made deliberately and with fewer constraints than is typical in subsequent phases. 

The GSA IT Security Procedural Guide, Certification and Accreditation CIO-IT Security-01-09, C&A Process, Phases 1 – 2 or Low Impact Systems Self-Assessment Process, Phase 1 must be followed to ensure that the proper system categorization is applied to the IT resource in order to conduct the proper risk assessment and security assessment.   Systems performing E-Authentication are required to review new and existing electronic transactions to ensure that authentication processes provide the appropriate level of assurance for each transaction.  An  

E-Authentication risk assessment as outlined in OMB Memorandum 04-04 must be completed.
GSA systems perform initial risk assessments and security assessments using NIST 800-26 or the ASSERT Tool with the GSA BLSRs to ensure that identified risks in Phase 1 of the CA process are properly assessed and mitigated; it is also part of the continuous monitoring process (Phase 4, CA).  Low Impact Systems should utilize information from General Support Systems (GSS) to the extent possible.  

How does the risk assessment feed into the C&A process?

The results of the risk assessment, along with the security assessment, yield an overall level of risk for the information system and should be used to establish the impact to the business functions of the IT resource.  

The purpose of the risk assessment is to define and review the level of risk to the IT resource.  The determination of risk for a particular threat/vulnerability pair can be expressed as a function of – 

· The likelihood of a given threat-source’s attempting to exploit a given vulnerability

· The magnitude of the impact should a threat-source successfully exploit the vulnerability

· The adequacy of planned or existing security controls for reducing or eliminating risk

To measure risk, a risk scale and a risk-level matrix must be developed.  

Identifying the likelihood and impact of the risk helps to form a Business Impact Analysis that can be verified during the security assessment.

The potential impact of the risk is based upon the security objectives (C-confidentiality, I- Integrity and A – Availability (refer to the GSA IT Security Procedural Guide, Certification and Accreditation CIO-IT Security-01-09)).  Risk values are rated, high, moderate, or low.  Impact to the information system is determined as follows:

	Likelihood Level
	Likelihood Definition

	High
	Severe or catastrophic business and/or financial impact to the agency

	Medium
	Serious business and/or financial impact to the agency

	Low
	Limited business and/or financial impact to the agency


The effort to resolve a security vulnerability can be determined by: 

	Magnitude of Impact
	Impact Definition

	High
	The lost of confidentiality, integrity or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.  A severe or catastrophic adverse effect means that, for example, the loss of confidentially, integrity, or availability might:  (i) cause a severe degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries.

	Medium
	The loss of confidentiality, integrity or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. A serious adverse effect means that, for example, the loss of confidentially, integrity, or availability might:  (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in minor harm to individuals.

	Low
	The loss of confidentiality, integrity or availability could be expected to have a limited adverse effect on organizational operations, organizational assesses, or individuals.   A limited adverse effect means that, for example, the loss of confidentially, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals.  (Adverse effects on individuals may include, but are not limited to, loss of the privacy to which individuals are entitled under law)


Risk- Level Matrix

	Impact

	Threat

Likelihood
	Low

(10)
	Medium

(50)
	High

(100)

	High (1.0)
	Low

10 x 1.0 = 10
	Medium

50 x 1.0 = 50
	High

100 x 1.0 = 100

	Medium (0.5)
	Low

10 x 0.5 = 5
	Medium

50 x 0.5 = 25
	Medium

100 x 0.5 = 50

	Low (0.1)
	Low

10 x 0.1 = 1
	Low

50 x 0.1 = 5
	Low

100 x 0.1 = 10


· The probability assigned for each threat likelihood level is 1.0 for High, 0.5 for Medium, 0.1 for Low

· The value assigned for each impact level is 100 for High, 50 for Medium and 10 for Low.

Risk Scale and Necessary Actions

Output = Risk level (High, Medium, Low)

	Risk Level 
	Risk Scale and Necessary Actions

	High
	If on observation or finding is evaluated as a high risk, there is a strong need for corrective measures.  An existing system may continue to operate, but a corrective action plan must be put in place as soon as possible.

	Medium
	If an observation is rated as medium risk, corrective actions are needed and a plan must be developed to incorporate these actions within a reasonable period of time.  

	Low
	If an observation is described as low risk, the system’s DAA must determine whether corrective actions are still required or decide to accept the risk.


The DAA is no longer required to receive a copy of the Risk Assessment Report as part of the GSA C&A process. However, this data becomes part of the Security Assessment Report, which is a document the DAA reviews.  The DAA determines whether to accept or reject the residual risk to the system based on the risk assessment findings contained in the Security Assessment Report.  It is very important that the risk assessment be as thorough and concise as possible.  

Refer to FIPS Publication 199 and NIST SP 800-30, Risk Management Guide for Information Technology Systems.

Who is responsible for conducting a risk assessment?

It is the responsibility of the Information System Security Manager (ISSM) in coordination with the Information System Security Officer (ISSO) to ensure that all C&A activities are conducted every three years, whenever a major change occurs or if there is a security breach to the general support system or major application.  This includes completion of a risk assessment.   The ISSO will coordinate all C&A activities to include obtaining input from the System Program Manager / Project Manager / Data Owner / Functional Business Line Manager as well as other designated personnel (i.e., Contractors, Specialists, System Administrators, Database Administrators, and/or Application Administrators).

How to secure Government online transactions E- Authentication. 

E-Authentication requires GSA to review new and existing electronic transactions to ensure authentication processes provide the appropriate level of assurance for each transaction. 

The assessment identifies: 

1) Applicability 

There are two types of individual authentications: 

· Identity authentication — confirms a person’s unique identity. 

· Attribute authentication — confirms the person belongs to a particular group (such as military veterans or U.S. citizens). 

If the attribute does not provide ties to the user identity; it is be considered an anonymous credential. 

There are four levels of identity assurance for electronic transactions requiring authentication.  Each level is described in OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies.   Assurance levels also provide a basis for assessing Credential Service Providers (CSPs) on behalf of GSA.

2) Requirements 

1. Determine assurance levels using the following steps (refer to the Risk Assessment –E-Authentication Process): 

·  Conduct a risk assessment of the e-government system. 

·  Map identified risks to the applicable assurance level for each type of transaction. 

·  Select technology based on e-authentication technical guidance. 

·  Validate that the implemented system has achieved the required assurance level. 

·  Prepare for Continuous Monitoring. (to include Security Assessments)

2.   Conduct the Security Assessment – The preliminary recommendation(s) for each finding should be documented and included in the security assessment report, with a summary of the security findings, discuss whether the security requirements documented in the risk assessment were successfully implemented, describe the impact of unmet security requirements, and present recommended countermeasures.

3.    The E-Authentication tool using a risk-based approach to authentication requirements, called the Electronic Risk and Requirements Assessment, or E-RA identifies the risks associated with insufficient authentication of users, it forms the basis for the definition of authentication requirements.

This tool must be used for the Risk Assessment E-Authentication process and is available through the U.S. Chief Information Officers Council website (refer to Insite).  The E-RA tool fully aligns with OMB M-04-04, E-Authentication Guidance. 

What is a threat?

There are three categories of threats applicable to the GSA IT environment: Natural, Environmental, and Acts by Individuals.  The following table provides examples of the types of threats found in each of the three threat categories:

	Natural Disasters

	Storm Damage (i.e., flood, rain, snow, hurricane)
	Fire
	Lightning strikes
	Earthquake

	Environmental

	Long-term power failure
	Chemical
	Liquid leakage
	Pollution

	Acts By Individuals

	Arson
	Blackmail
	Bomb/Terrorism Attack
	Civil Disorder

	Computer Abuse / Misuse
	Impersonation
	Interception
	Hacking

	Fraud
	Packet-sniffing
	Malicious Code (i.e., virus, worm, Trojan horse, Logic Bomb)
	Negligence / Human Error

	Password Guessing
	Message Replay
	Theft of Equipment / Data / Media
	Spoofing

	Unauthorized disclosure and modification of sensitive information
	War dialing
	Wiretapping / Eavesdropping
	Social Engineering

	Denial of Service Attacks
	Unforeseen effects of changes
	Malfunctions of Systems Software
	Malfunction of security devices (i.e., firewalls)

	Unauthorized Access to Facilities to include Data Center
	Corrupted Data Input
	Accidental or Deliberate Acts by Authorized Users
	Economic Exploitation


Natural Disaster: Natural disasters (i.e., fires, floods, electrical storms, tornados, hurricane, and earthquake) occur every day throughout the world.  Protect IT resources as much as possible from these natural threats through proper facility construction, knowledge of local weather conditions and geographic information using cost effective measures.

Environmental Control Failures: Environmental disasters (i.e., long-term power failure, chemical and liquid spills and pollution) occur every day.  Protect systems as much as feasible against these potential environmental control failures.

Acts by Individuals: Unauthorized and authorized individuals may attempt to physically or logically access systems and data that they are not permitted to access.  Locks and access control mechanisms such as, keys or badge readers can restrict physical access.  Logical access can be controlled using access control lists on files, file systems, filtering routers/firewalls, and other means.  Unauthorized and authorized individuals (employees, contractors, ex-employees, outsiders, foreign adversaries) may purposefully or inadvertently misuse, alter or disclose data or systems that could have a negative impact on GSA’s mission.  Lastly, individuals may affect the availability of data or systems by causing a denial of service condition by the inappropriate use of resources or intentionally flooding resources with network connection attempts.  Viruses and other malicious code are introduced into an un-secure computing environment.  

What is a vulnerability?

Vulnerability is a flaw or weakness in security procedures, design, implementation or internal controls that could be intentionally exploited or accidentally triggered and result in a security breach or violation of the information system security posture.

Vulnerabilities have the potential to be exploited by a threat to the IT resource. Identify vulnerabilities from information about your organization, its systems, and the environment.  Collect this information during site surveys, interviews, network scanning, and from available system and organization documentation.  Use available industry sources to identify vulnerabilities that may be applicable to specific systems.  The specific sources of vulnerabilities and the methodology used to identify them vary depending on whether a system is in the design phase or is operational.

Identify vulnerabilities for a system that has not been designed or implemented, by understanding the weaknesses of the network components and operating systems being considered or proposed.  If the system is in the design and implemented phase, the vulnerability identification should be expanded to include information that is more specific.  In that instance, automated tools and databases of known vulnerabilities may be helpful to identify appropriate system security configurations.  If the system is operational, the vulnerability identification will include an analysis of whether the correct security controls were implemented and are effective.  

When performing the risk assessment, use NIST 800-26 or ASSERT and the BLSRs in Appendix C as the initial risk assessment for major applications, general support systems or low impact systems.  Failure to comply with these requirements should be flagged as potential vulnerabilities.

Use proactive methods to collect vulnerability information:

	( Automated vulnerability scanning
	( Security assessment testing

	( Network mapping
	( Penetration testing
.


Documented vulnerability resources you should consider include:

· Previous risk assessments

· Security audits

· Bulletins (United States Computer Emergency Readiness Team (US-CERT), Department of Energy’s Computer Incident Advisory Capability (CIAC), and CERT Coordination Center (CERT-CC))

· Vendor advisories

· System development test procedures

· System test results

· System audit logs

What is the relationship between threats and vulnerabilities?

Vulnerabilities can be exploited, when there is a potential threat and an associated threat source.  The threat source must have the means, opportunity and motivation to exploit a potential vulnerability.

What are the security domains to be covered?

The following are the three primary security domains targeted during a risk assessment:

· Management Controls focus on the management of the IT security systems and the management of risk for a system.  They are techniques and concerns normally addressed by management.  

· Operational Controls address security methods focusing on mechanisms primarily implemented and executed by people (as opposed to systems).  These controls are put in place to improve the security of a particular system (or group of systems).  They often require technical or specialized expertise and often rely upon management activities as well as technical controls.

· Technical Controls focus on security controls that the computer system executes.  The controls can provide automated protection for unauthorized access or misuse, facilitate detection of security violations, and support security requirements for applications and data.

The GSA IT Security Procedural Guide, Security Assessment CIO-IT Security-01-04 should be referenced for additional information on these security domains.

NIST 800-26 or the GSA ASSERT Tool in conjunction with the BLSRs is acceptable to use for the initial risk assessment. 

Risk Assessment – Major Applications and General Support Systems Process

This risk assessment approach meets GSA’s requirements for conducting a risk assessment by utilizing NIST SP 800-30, Risk Assessment Guide for Information Technology Systems, NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, as well as other pertinent acceptable business practices.  An active, hands on approach is required from the System Program Manager / Project Manager /Data Owners /Functional Business Line Manager to complete the following:

· Step 1 – Categorize the System: The first step in any risk assessment is to determine the information resource boundaries, security requirements (FIPS 199), and confidentiality, integrity and availability ratings for the system.   The system’s security categorization will determine if the system meets the criteria for using the GSA C&A process or the GSA Low Impact System Self-Assessment process.  All non-general support  systems must complete an E-Authentication Risk Assessment to verify the transaction assurance level according to OMB Memorandum 04-04.  If the system is determined to be a low impact system, follow the Low Impact System Process in Figure 2 of this Guide.  

· Step 2 – Identify Threats:  Identify all potential threats to the information resource.  The threats to the information resource are determined based on data collection meetings and walk-through of the facilities that house the information resource.  

· Step 3 – Identify Vulnerabilities: Identify the vulnerabilities that could affect the confidentiality, integrity and availability of the information resource being reviewed by performing an initial risk assessment.  Compare the security controls in place or planned using NIST 800-26 and the GSA baseline security requirements (or use ASSERT instead of 800-26).  As part of this process, determine the likelihood and impact to the information resource as well as the effort it will take GSA to implement the recommended corrective action.  

· Step 4 – Determine Security Controls (In Place or Planned):  Determine whether or not a security control was ‘in place’ or ‘planned’ from either the System Security Plan or by performing a security assessment.

· Step 5 – Verifying Risk Likelihood and Impact: Verify the impact of the potential risk to the information resource if the vulnerability is not mitigated.  Determine the effort it will take GSA to complete the recommended corrective action. 

· Step 6 – Recommend Corrective Action/Security Control:  Once the vulnerability has been identified, make a recommendation for corrective action to mitigate and/or resolve the vulnerability.  Ensure appropriate GSA personnel have the information to determine whether the recommendations are cost effective and appropriate for GSA.

· Step 7 – Create Risk Assessment Report: Develop or update the risk assessment report (Phase 1 of the C&A process).  The risk assessment report becomes part of the security assessment report.

Risk Assessment – Low Impact Systems Self-Assessment Process

This risk assessment approach meets GSA’s requirements for conducting a risk assessment by utilizing NIST SP 800-30, Risk Assessment Guide for Information Technology Systems, NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems, as well as other pertinent acceptable business practices.  An active, hands on approach is required from the System Program Manager / Project Manager /Data Owners /Functional Business Line Manager to complete the following:

· Step 1 – Categorize the System:  The first step in any risk assessment is to determine the information resource boundaries, security requirements (based on FIPS 199), and confidentiality, integrity and availability ratings for the system.  The system’s security categorization must meet the criteria for using the GSA Low Impact System Self-Assessment process. If the  confidentiality, integrity, availability is anything other than ‘low’, the low impact systems process can not be used.  You must follow the GSA C&A process, Figure 1 of this guide.

· Step 2 - Determine Security Controls (In Place or Planned):  Determine if a vulnerability exists by reviewing whether or not a security control was ‘in place’ or ‘planned’ from either the System Security Plan or a security assessment using NIST 800-26 and the GSA baseline security requirements (or use ASSERT instead of 800-26).

· Step 3 - Determine Risk Level:  Determine the impact of the potential risk to the information resource if the vulnerability is not mitigated.  Determine the effort it will take GSA to complete the recommended corrective action.

· Step 4 - Recommend Corrective Action/Security Control: Once the vulnerability has been identified, make a recommendation for corrective action to mitigate and/or resolve the vulnerability.  Ensure appropriate GSA personnel have the information to determine whether the recommendations are cost effective and appropriate for GSA.

· Step 5 - Create Risk Assessment Report:  Develop the risk assessment report (Phase 1 of the C&A process).  A copy of the completed NIST 800-26, Security Self-Assessment and BLSRs must be provided with the C&A package.

Risk Assessment - E-authentication PROCESS


This risk assessment approach meets GSA’s requirements for conducting the risk authentication assurance by using OMB Memorandum 04-04, E-Authentication, FIPS 199 and NIST SP 800-30, Risk Assessment Guide for Information Technology Systems, as well as other pertinent acceptable business practices.  An active, hands on approach is required from the System Program Manager / Project Manager / Data Owners / Functional Business Line Manager to complete the following:

· Step 1- Conduct a risk assessment of the e-government transaction for the system:  Guidance for conducting e-government risk assessments is available in OMB M 04-04, FIPS 199 and existing NIST guidance. The risk assessment will measure the relative severity of the potential impact (harm) and likelihood of occurrence of a wide range of threats (to any party) associated with the e-government system in the event of an identity authentication error. 

Note: An E-government system may have multiple categories or types of transactions, which may require separate analysis within the overall risk assessment. An E-government system may also span multiple agencies whose activities may require separate consideration. 

· Step 2- Map identified risks to the required assurance level:  The risk assessment should summarize the potential impact categories (refer to OMB Memorandum 04-04, E-Authentication, Section 2...  Also, refer to NIST SP 800-60, Volume 1: Guide for Mapping Types of Information and Information Systems to Security Categories). 

To determine the required assurance level, identify risks inherent in the transaction process, regardless of its authentication technology.  Then tie the potential impact category to the authentication level.  Choose the lowest level of authentication that will cover all the potential impacts identified.  If five categories of potential impact are appropriate for Level 1, and one category of potential impact is appropriate for Level 2, the transaction would require a Level 2 authentication. For example, if the misuse of a user’s electronic identity/credentials accessing a Federal building during non business hours presents a risk of serious injury or death, map to the risk profile identified under Level 4, even if other consequences are minimal. 

The four assurance levels are:

• Level 1: Little or no confidence in the asserted identity’s validity. 

• Level 2: Some confidence in the asserted identity’s validity. 

• Level 3: High confidence in the asserted identity’s validity. 

• Level 4: Very high confidence in the asserted identity’s validity. 

· Step 3 - Select technology based on the NIST e-authentication technical guidance:  After determining the assurance level, refer to the NIST SP 800-63, Electronic Authentication Guidelines technical guidance to identify and implement the appropriate technical requirements.  Determine the likelihood and impact of the potential risk to the information resource if not mitigated.  Determine the effort it will take GSA to complete the recommended corrective action.

· Step 4 - Validate that the information system has operationally achieved the required assurance level:  Conduct a final verification to confirm that the system achieves the required assurance level for the user-to-agency process.  Make a recommendation for corrective action to mitigate and/or resolve the vulnerability.  Ensure appropriate GSA personnel have the information to determine whether the recommendations are cost effective and appropriate for GSA. 
Develop the risk assessment report (Phase 1 of the C&A process).  GSA should validate that the authentication process satisfies the system’s authentication requirements as part of the certification and accreditation process (Phase 2, Security Assessment).   

· Step 5 – Continuous Monitoring:  On an annual basis identify specific transactions to include for re-validating the assurance levels and controls implemented.  Perform an annual security assessment on these controls.
Summary
Securing GSA assets is the primary focus of the IT Risk Management process.  

Risk management is an on-going process that requires complete “buy-in” from all security personnel. This guide provided a methodology when conducting security risk assessments in support of the C&A process.  

GSA systems perform initial risk assessments and security assessments using NIST 800-26 or the ASSERT TOOL with GSA BLSRs.  The risk assessment is important to the overall C&A process and should be included as part of continuous monitoring of all systems throughout the lifecycle, every three years or when there is a major change which could affect the security posture of the information system.

A risk assessment is required for all low impact, major applications and general support systems. Non-general support systems must perform an E-Risk Assessment validating the assurance level of each transaction as outlined in OMB Memorandum 04-04 and the technical guidance of NIST SP 800-63, Electronic Authentication Guideline.  E-commerce and publicly accessible systems must incorporate identification and authentication mechanisms commensurate with their security risks and business needs.

Where there is a conflict between NIST guidance and GSA guidance contact the Office of the Senior Agency Information Security Officer (SAISO) at (202) 501-7298 or (202) 208-4526.

APPENDIX A:  Glossary of Terms

Credential is an object verified when presented to the verifier in an authentication transaction. 

Criticality is the system’s value or importance to an organization.

E-Authentication is the process of establishing confidence in user identities electronically presented to an information system.  It defines individual authentication as the process of establishing an understood level of confidence that an identifier refers to a specific individual.  Authentication focuses on confirming a person’s identity, based on the reliability of his or her credential.  Authorization focuses on identifying the person’s user permissions.  

OMB Memorandum 04-04 defines four levels of authentication levels 1 to 4, in terms of the consequences of the authentication error and misuse of credentials.  Level 1 is the lowest assurance and Level 4 is the highest.
Sensitivity is the level of protection required to maintain system and data integrity, confidentiality and availability. 

Transaction is a discrete event between user and systems that supports a business or programmatic purpose.

appendix B: Risk Assessment Report Format

EXECUTIVE SUMMARY

INTRODUCTION

Begin with a brief description of your team and the analysis process. Reserve greater detail for scope statement below.

Purpose

To protect the accuracy, confidentiality and availability of data or functions and assure that safe and consistently correct procedures are being employed to conduct the work of the organization.

Scope

Describe the elements of the network, its architecture, the system components, users, field site locations (if any), and any other details about the system you will consider in your analysis. Use diagrams here, as they will assist others in understanding the scope of the project.

RISK ASSESSMENT APPROACH

Include information on the risk assessment methodology used for the risk assessment.

Risk Assessment Team
Include information on the individuals who were part of the risk assessment team.

SYSTEM CATEGORIZE 

Identify system resources and information that constitute the system and its boundaries in order to provide the foundation for the remaining steps in the risk process. Use the system characterization statement to give readers a detailed view of the hardware, software, system interfaces, data and users; and setup you have examined. 

VULNERABILITY STATEMENT

Provide a listing of sources considered when determining the potential vulnerabilities to the information system (i.e., risk assessment, penetration test, vulnerability assessment, etc.).

THREAT-SOURCE STATEMENT

Identify and explain the existing threats to the system. Outline them specifically in terms of potential problems (i.e., can use the table shown in “What is a threat”).

RISK ASSESSMENT RESULTS

Include information on all findings providing a brief description of the vulnerability and ratings (potential impact and effort to resolve) and recommended countermeasures.  Use the following security control areas:

Management Control Findings
Operational Control Findings
Technical Control Findings
SUMMARY

Written overall view of the assessment results 

APPENDICES

A - Baseline Security Requirement (BLSR) Matrix filled in, 800-26 completed or results of the Weakness Report from ASSERT.

B - Data Collection Interviewees
appendix C: GSA BASELINE SECURITY REQUIREMENTS

This Appendix presents additional GSA Baseline Security Requirements (BLSR) used as an initial security checklist to determine vulnerabilities.  GSA Services/Staff Offices/Regions modify or add-on requirements as necessary to meet their specific needs.  BLSR’s that “are not met” should be flagged as a vulnerability and requirements that are “not applicable” should contain a comment or explanation.  References found in the GSA Policy column correspond to sections/paragraphs in: GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy; but are not necessarily (as presented) in NIST SP 800-26, Security Self-Assessment Guide for Information Technology System (Appendixes A and C) or the ASSERT TOOL. 

	Req No.
	                        Security Requirement / Standard
	   In Place
	Comments

	
	GSA Policy Reference
	
	Yes
	No
	N/A
	


	1
	Chapter 4, Para 5 (b)
	All information systems must be security hardened and patched before being put into operation and while in operation.
	
	
	
	

	2
	Chapter 4, Para 5 (c)
	All information systems must use GSA technical guidelines, NIST guidelines, or  industry best practice guidelines in hardening their systems, as deemed appropriate by the DAA.
	
	
	
	GSA technical guidelines and policy can be access through GSA’s web Insite

	3
	Chapter 5, Para 1 (d)
	Authentication schemes in lieu of standard passwords may be employed as approved by the DAA (i.e. biometrics, tokens, smart cards, one time passwords).
	
	
	
	

	4
	Chapter 5, Para 1 (e)
	Authentication methods for applications and systems may use the authentication mechanism provided by the general support system if deemed appropriate by the DAA.
	
	
	
	

	5
	Chapter 5, Para 1 (f)
	E-commerce and publicly accessible systems must incorporate identification and authentication mechanisms commensurate with their security risks and business needs and may differ from the security requirements in subparagraphs (a) - (e). 
	
	
	
	

	6
	Chapter 5, Para 1 (h)
	Passwords must not be stored in forms (i.e. Windows dialog boxes, Web forms, etc.).
	
	
	
	

	7
	Chapter 5, Para 3 (c)
	Intrusion detection systems must be implemented as deemed appropriate by the DAA.
	
	
	
	

	8
	Chapter 5, Para 5
	Remote access to the GSA domain must be restricted to secure methods using approved identification and authentication methods that provide detection of intrusion attempts and protection against unauthorized access.
	
	
	
	

	9
	Chapter 5, Para 5 (b)
	Users must not connect to other computers or networks via modem while simultaneously connected to the network at a GSA office (e.g., no dialing outbound to your Internet Service Provider or allowing inbound calls to your computer while at the same time being connected to GSA’s network.)
	
	
	
	

	10
	Chapter 5, Para 7 (a)
	All passwords must be encrypted in storage.
	
	
	
	

	11
	Chapter 5, Para 7 (b)
	All Sensitive but Unclassified information that is transmitted outside the GSA firewall must be encrypted.
	
	
	
	

	12
	Chapter 5, Para 8
	With the exception of maintenance personnel, user IDs must not be allowed to perform simultaneous multiple sessions.
	
	
	
	

	13
	GSA Order CIO 2105.1


	Wireless LANs will be implemented in accordance with the published GSA Order.
	
	
	
	Home User’s Guide, Para 2 (4)
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� Note that it is best to perform a risk assessment early in your life cycle to avoid security retrofits.  These retrofits are often times costly and require a significant level of effort.





� Penetration testing is evaluators attempting to circumvent security features of the system to review the system from the point of view of a threat agent and identify potential failures in information system protection schemes.







Office of the Chief Information Officer

14
          Office of the SAISO

_1171201485.bin

_1171201626.bin

_1170228851.vsd
Step 1
Categorize the System
(FIPS 199)


Step 2
Identify Threats


Step 3
Identify Vulnerabilities


Step 4
Determine Security Controls
(In Place or Planned)


Step 5
Determine Risk
((mpact/Likelihood)


Step 6
Recommend 
Corrective Action / Security Control



Step 7
Create Risk Assessment Report


Figure 1, Risk Assessment Process
Major Applications and General Support Systems



_1170229179.vsd
Step 1
Categorize the System
(FIPS 199)


Step 2
Determine Security Controls (In Place or Planned)


Step 3
Determine risk Impact and Effort to Resolve


Step 4
Recommend Corrective Action//Security Control


Step 5
Create Risk Assessment Report


Figure 2, Risk Assessment Process
Low Impact System



_1169867550.vsd

Step 1
Conduct a Risk Assessment of the System
OMB M 04-04
       FIPS 199




Step 2
Map Identified risks to the required assurance level
OMB M 04-04
NIST 800-60


Step 3
Select Technology based on the NIST E-Auth Technical Guidance
NIST 800-63



Step 4
After implementation, validate that the information  system has operationally achieved the required assurance level



Step 5
 Continuous Monitoring


Figure 3, Risk Assessment Process
E-Authentication 



