1 Security Reviews for Minimal Impact Software as a Service (SaaS) Solutions
GSA and Federal information security policies’ including OMB A-130 requires security authorizations for all FIPS 199 Low, Moderate, and High impact information systems consistent with Federal C&A processes as documented in CIO IT Security Procedural Guide 06-30, Managing Enterprise Risk. Agencies are permitted to utilize commercial cloud computing services provided appropriate security controls are implemented, tested, and reviewed as part of the agency’s information security program and protected to the degree required by FISMA, FISMA implementing standards, and associated guidance.  Furthermore, these services are required to be included in annual FISMA security reviews.


Current information security requirements as noted above are not always practical for certain types of private sector cloud computing Software as a Service (SaaS) solutions that are implemented for (1) limited duration and/or one time use; (2) involve data already in the public domain or data that is non-sensitive and could be considered minimal impact, (3) GSA would not be harmed regardless of the consequence of an attack or compromise; and, (4) if the dollar cost for such deployments do not exceed $100,000 annually.

In such cases, the Office of the Senior Agency Information Security Officer (OSAISO) recognizes the need for added flexibility to allow GSA Service/Staff Office Authorizing Officials (AOs) the option to implement such low cost market driven solutions following a more streamlined assessment and authorization approach.  AOs must consider Federal and agency information security requirements, its own security needs, evaluation of the data and project scope to assure it meets the conditions noted above, and completion of the review activities noted below and supplemented by available third party audits or certifications detailed below, to assure the security controls and practices of the contractor are adequate before authorizing use and accepting residual risk.  
1.1 Required Review Activities

The cloud vendor must be able to meet the requirements below and demonstrate how the requirements are provided and verified.
1) Assign a unique ID to each person.  Users must be individually identified (Reference NIST 800-53 R3 control IA2 - Identification and Authentication).
2) Document and implement system and security parameters deferred to customers.  Do not use the vendor-supplied defaults for system passwords and other security parameters.

3) All transmissions of authentication credentials must be encrypted (e.g., SSL/TLS over HTTPS).  It is strongly recommended that the entire session be encrypted.

4) Perform web application scanning (e.g., WebInspect, Acunetix, Burp Suite Pro, etc) annually.  The OSAISO and/or FAS OCIO can assist with web application scans if vendor(s) do not have an in house web application scanning capability.   
5) Perform operating system vulnerability scanning (e.g., Nessus, Qualys, nCirlce, McAfee Vulnerability Manager, etc).  Scans are not necessary for vendors that are VISA PCI DSS Compliant or that have a McAfee Secure Seal or TrustGuard Quarterly Scanned Seal.  Vendors that are VISA PCI DSS Compliant or have the McAfee Secure Seal or TrustGuard Quarterly Scanned Seal must provide the results of their latest scan.
6) Verify that the vendor has an acceptable flaw remediation process.  Vendors must be able to identify and remediate information system flaws in a timely manner (i.e., how often scans are completed and how vulnerabilities are remediated).  Reference NIST 800-53 R3 control SI2 – Flaw Remediation.  
7) The site must have an acceptable “terms of service” approved by the GSA legal office.

8) Vendor shall either provide the results of their SAS70 Type II (aka Statement on Standards for Attestation Engagements (SSAE) 16) audit report and/or have one of the following vendor certifications SysTrust , WebTrust (AICPA-sponsored), ISO/IEC 27001, or VISA PCI DSS Compliance. The SAS70 Type II is not a form of security certification but it does provide independent third party attestation of the providers general operating environment and supporting processes.  Vendors may also provide evidence of PCI security assessments, self-testing, and records from other external audits and assessors to supplement the SAS70 Type II audit report or vendor certifications.  Vendors are strongly encouraged to present as much information as possible to allow an adequate understanding of the applications security posture and a determination of risk.  Although the minimum requirement is for the SAS70 Type II audit report or one of the vendor certifications; the GSA AO and the SAISO will take a holistic view of the application based on all of the documentation presented to determine the overall risk of the application as well as any residual risks that may need to be accepted when considering the application for use. If the documentation presented does not provide an adequate understanding of the systems security posture and/or is deemed insufficient to make a risk determination; additional information will be required. 
· The attachment below provides a high level overview of the Visa PCI DSS Data Security Compliance Program.  

[image: image1.emf]cisp_overview.pdf


· The following URL identifies Visa’s Global Registry of Service Providers - PCI DSS Validated Entities - http://usa.visa.com/download/merchants/cisp-list-of-pcidss-compliant-service-providers.pdf
1.2 Security Authorization Package Requirements

The security authorization package must be coordinated through the OSAISO and attain the Senior Agency Information Security Officers concurrence before it is submitted to the AO for authorization consideration.  The Authorization to Operate (ATO) shall only be valid for the period of time the application is licensed or three years, whichever is shorter.  The security authorization package must include: 

1) Documented results of required review activities, including:

· Assign a unique ID to each person.  Users must be individually identified (Reference NIST 800-53 R3 control IA2 - Identification and Authentication).
· Document and implement system and security parameters deferred to customers.  Do not use the vendor-supplied defaults for system passwords and other security parameters.

· All transmissions of authentication credentials must be encrypted (e.g., SSL/TLS over HTTPS).  It is strongly recommended that the entire session be encrypted.
· Verify that the vendor has an acceptable flaw remediation process.  Vendors must be able to identify and remediate information system flaws in a timely manner (i.e., how often scans are completed and how vulnerabilities are remediated).  Reference NIST 800-53 R3 control SI2 – Flaw Remediation.  
· The site must have an acceptable “terms of service” approved by the GSA legal office.
2) Web application scanning results (e.g., WebInspect, Acunetix, Burp Suite Pro, etc).  
3) Operating System vulnerability scanning results (e.g., Nessus, Qualys, nCirlce, McAfee Vulnerability Manager, etc).  Scans are not necessary for vendors that are VISA PCI DSS Compliant or that have a McAfee Secure Seal or TrustGuard Quarterly Scanned Seal.  Vendors that are VISA PCI DSS Compliant or have the McAfee Secure Seal or TrustGuard Quarterly Scanned Seal must provide the results of their latest scan.
4) SAS70 Type II results and/or have one of the following vendor certifications SysTrust , WebTrust (AICPA-sponsored), ISO/IEC 27001, VISA PCI DSS Compliance.

5) C&A Letters.
1.3 Ongoing Security Authorization Maintenance

The Authorization to Operate (ATO) will be contingent on ongoing validation of the requirements identified under Required Review Activities including submission of the annual SAS70 Type II audit report, vendor certification, or VISA PCI DSS compliance, and annual web application and operating system vulnerability scanning results (operating system vulnerability scans are not necessary for vendors that are VISA PCI DSS Compliant or that have a McAfee Secure Seal or TrustGuard Quarterly Scanned Seal).  If at any time, the vendor is either unwilling or unable meet any of the requirements, the authorization shall be terminated.  It is the responsibility of the assigned GSA Service/Staff Office (S/SO) Information System Security Officer (ISSO) to ensure the requirements continue to be met.  Significant changes shall be reported to the Information System Security Manager (ISSM).
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Visa PCI DSS Data Security Compliance Program

Overview

The Payment Card Industry Data Security
Standard (PCI DSS) is a comprehensive set

of international security requirements for
protecting cardholder data. The PCI DSS was
developed by Visa and the founding payment
brands of the PCI Security Standards Council to
help facilitate the broad adoption of consistent
data security measures on a global basis.
These 12 requirements are the foundation of Visa's data security compliance
program known as the Account Information Security (AIS) Program. This
program was formerly known as the Cardholder Information Security Program
(CISP) in the U.S.

Payment Card Industry Data Security Standard (PCI DSS)

Build and Maintain a Secure Network
1. Install and maintain a firewall configuration to protect data

2. Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data

3. Protect stored cardholder data

4. Encrypt transmission of cardholder data and sensitive information
across open public networks

Maintain a Vulnerability Management Program

5. Use and regularly update anti-virus software

6. Develop and maintain secure systems and applications

Implement Strong Access Control Measures

7. Restrict access to data by business need-to-know

8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data

Regularly Monitor and Test Networks

10. Track and monitor all access to network resources and cardholder data

1. Regularly test security systems and processes

Maintain an Information Security Policy

12. Maintain a policy that addresses information security

Every piece of cardholder account information that passes through the Visa payment
system is vital to our business. Without proper safeguards in place, this information can
be vulnerable to internal and external compromise, leading to fraud and loss of consumer
confidence. The goal of Visa's security programs is to ensure the highest standard of due
diligence to protect sensitive cardholder data from hackers and fraudsters.

About the Program

What is PCI DSS?
The PCI DSS protects Visa cardholder data wherever it resides.

Who Needs to Comply?

All Visa acquirers and issuers must comply, and must also ensure the compliance of their
merchants and service providers who store, process, or transmit Visa account numbers.
This program applies to all payment channels including card present, mail/telephone order,
and e-commerce.

How Does it Work?

To achieve PCI DSS compliance, all Visa acquirers, issuers, merchants and service providers
must adhere to the PCI DSS requirements set forth by the PCI Security Standards Council,
which offers a single approach to safeguarding sensitive data for all card brands. Businesses
may also be required to validate PCI DSS compliance in accordance with payment card
brand requirements.

Why is it Important?
By complying with the PCI DSS, entities can protect their business and their customers
while building a culture of security that benefits all parties in the payment system.

What To Do If Compromised

For More Information

In the event of a security incident, Visa acquirers, A detailed description of Visa's
issuers, merchants, and service providers must take payment system security
immediate action to investigate the incident, limit compliance programs including
. . PCI DSS compliance and validation

the exposure of cardholder data, notify Visa, and requirements, payment application
report investigation findings. Visa's What To Do If security mandates, and PIN security
Compromised guide, which can be found online at and key management requirements
www.visa.com/cisp, contains step-by-step guidelines can be found at www.visa.com/

e P p y p g, CISP. In addition, Visa publishes
to assist clients, merchants, and service providers data security alerts, bulletins and
through a security incident. webinar presentations; all are

available for download.





PCI DSS Compliance Validation

Separate from the mandate to comply with PCI DSS
is the validation of compliance. Validation identifies
vulnerabilities and ensures that appropriate levels of
cardholder information security are maintained. Visa
has prioritized and defined validation levels based on
the volume of transactions and the potential risk and
exposure introduced into the Visa system.

Some businesses validate compliance through an
Annual On-Site Security Assessment and Quarterly
Network Vulnerability Scan; others complete an Annual
Self-Assessment Questionnaire and Quarterly Network
Vulnerability Scan.

Acquirers and Issuers

All Visa acquirers and issuers must comply with the
PCI DSS and will be advised by Visa of applicable
validation requirements. At minimum, acquirers are
responsible for ensuring the compliance and validation
of their merchants. Issuers and acquirers must also
ensure that their Third Party Agents—and the Third
Party Agents used by their merchants—are registered
with Visa and are PCI DSS compliant.

Merchants

Merchants who store, process, or transmit Visa
cardholder data generally fall into one of four merchant
levels based on Visa transaction volume over a 12-month
period. Transaction volume is based on the aggregate
number of Visa transactions (inclusive of credit, debit
and prepaid) from a merchant Doing Business As (DBA).

MERCHANT DESCRIPTION
LEVEL

1 Merchants processing over 6 million Visa
transactions annually (all channels) or Global
merchants identified as Level 1 by any Visa region.

2 Merchants processing 1 million to 6 million Visa
transactions annually (all channels).

3 Merchants processing 20,000 to 1 million Visa
e-commerce transactions annually.

4 Merchants processing less than 20,000 Visa

e-commerce transactions annually and all
other merchants processing up to 1 million Visa
transactions annually.

VISA

Service Providers

Service providers that store, process or transmit Visa
cardholder data on behalf of Visa acquirers, issuers,
merchants or other service providers fall into one of two
service provider levels. Level 2 service providers are not
posted on Visa's list of compliant services providers
unless they opt to undergo a Level 1 onsite security
assessment.

SERVICE DESCRIPTION POSTED ON VISA'S
PROVIDER GLOBAL LIST OF
LEVEL VALIDATED SERVICE
PROVIDERS
1 VisaNet® processors or Yes
any service provider that
stores, processes and/or
transmits over 300,000 Visa
transactions annually.
2* Any service provider that No*

stores, processes and/or
transmits less than 300,000
Visa transactions annually.

* Level 2 service providers may choose to validate as a Level 1 service
provider in order to be listed on Visa's Global List of Validated Service
Providers.

Online (www.us.visaonline.com)

COMPLIANCE ACTIONS

Group Level Comply with PCI DSS
Merchant 1 Required
2&3 Required
4** Required
Service 1 Required
Providers )
2 Required

*Network scanning is applicable to any internet facing system.

On-Site Security
Assessment

Required Annually

Required Annually

Visa acquirers and issuers must also register all Third Party Agents with Visa. Registration of Third Party Agents can
be accomplished through the Visa Membership Management application (VMM), which is accessible through Visa

VALIDATION ACTIONS

SeIf-As§essment Network Scan*
Questionnaire
Required Quarterly
Required Annually Required Quarterly
Recommended Required Quarterly
Required Quarterly

Required Annually Required Quarterly

** Validation requirements are determined by the merchant's acquirer.

Payment Application Security

The PCI Payment Application Data Security Standard (PA-
DSS), developed to create security standards for payment
application vendors, mitigates the risk of compromises through
vulnerable payment applications, prevents storage of sensitive
authentication data (i.e., full magnetic-stripe data, CVV2 and
PIN data) and supports overall compliance with the PCI DSS.
Visa developed a series of payment application mandates that
require acquirers to ensure that their merchants and service
providers do not use vulnerable payment applications known
to retain sensitive authentication data and also ensure the

use of PCI PA-DSS compliant applications. Details on these
mandates are available at www.visa.com/CISP.
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