SDLC DOCUMENT 1 -- CONCEPT PROPOSAL
The concept proposal is developed prior to launching a formal system development project. Its purpose is to highlight where strategic goals are not being met or where mission performance needs to be improved. The concept proposal is presented in the Strategy and Action Plan format:  

Description Provide a brief description of the investment. Identify if the concept is a system development effort, a modernization of a current system, purchasing COTS software, an integration effort or other system enhancement effort. This should be a descriptive account of how and why the system concept is envisioned. As many system development efforts that can be identified should be addressed.

Mission/Goals Investment Supports Reference Strategic Action Plans. Explain how this investment will fit into those plans. Describe the magnitude and importance of the investment in relation to the agency goals. Discuss the timing of the investment. Indicate if other Governmental agencies or agency services or staff offices are impacted.

Existing Environment Describe the current architecture. Analyze reasons for any performance gaps. Relate to the enterprise architecture and GSA and IT Strategic Plans. 

Benefits Explain why expectations are not being met – state what problems are occurring or anticipated. Identify the internal or external stakeholders or customers and what needs to be done to satisfy them. Identify specific areas where performance does not meet expectations. Identify the investment’s high level performance goals.

Warranted Investment Describe how this investment supports GSA core or priority mission functions. Is there another private sector or governmental source that can better support the function? How does the investment support simplified or redesigned work processes that reduce costs, improve effectiveness, and make maximum use of commercial off the shelf technology?

Funding Provide a rough order of magnitude estimate for the total life cycle costs. Identify the anticipated source of the investment throughout its life cycle.

Major Information Technology Investment If the proposed concept meets the GSA threshold for a major IT investment, prepare and OMB Exhibit 300 to be submitted with the budget, 
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SDLC DOCUMENT 2 -- SYSTEM BOUNDARY DOCUMENT
The system boundary document provides guidance on how to establish the boundaries of an information technology project. It can be used to establish a formal agreement among GSA executives on the high level requirements, costs and schedule for an IT system development, or modernization project. It records management decisions regarding mitigating and accepting risk levels in the business, technological and project management environments. 

The system boundary document is the initial project specific system planning and decision making document used at the front end of an information technology project, at the beginning of the system development life cycle. It captures the business functions, performance goals and system objectives that the project will satisfy. It also captures critical success factors and lists both technology and business based assumptions and constraints. It identifies performance measures that provide the criteria to judge whether the system satisfied the business goals and objectives. 
Much of what is addressed in this document can be used in the Budget Exhibit 300 for major IT systems. Much of the information will be incorporated into the project management plan, the functional requirements document, the Performance Management Process Strategic and Action Plans, and the benefit cost analysis. 
Reuse information in all the documentation smartly and judicially. There is no point in rewriting the same thing over and over. 

Overview. The system boundary document records the essential properties of the envisioned system early in its development and provides guidance for its achievement. 

· Purpose. Identify the system development project to which this system boundary document applies and the strategic goals and missions it supports. 

· Background. The system boundary document is meant to help senior executives communicate and decide whether to pursue this effort and why. Provide information in this section on previous decisions or previous system development projects that are relevant to understanding the current project.

Business Mission. The strategic planning information should refer to enterprise level or Service or Staff Office strategic planning documents, such as the Performance Management Process documents, the GSA IT Strategic Plan, and the GSA enterprise architecture.

· System Mission. Describe why the proposed system is necessary for your organization. Discuss in terms of how it addresses the opportunities and deficiencies identified in the concept proposal.

· Objectives. State the long term business objectives expected to be achieved by using the system. 
· Performance Measures. Describe how progress on the business objectives achievement will be measured and reported. 

· Critical Success Factors. Identify the critical factors for the system to be considered a success in achieving the business goals provided above. They are defined as conditions which must exist or must be prevented. Describe how you will know if this project is a success?

Requirements Statement. This section introduces documentation of functional and informational requirements based on the opportunities and deficiencies identified in the Concept Proposal.

· Existing Methods and Procedures. Provide a brief description of the current methods and procedures being employed to satisfy existing information requirements – this is the “as is” architecture. Summarize conclusions of any analyses that were performed on the ability of the existing system to satisfy the mission, objectives, performance goals, and critical success factors described above. Describe the products and services currently delivered to current customers.

· Users' Functional Requirements. Describe user requirements in functional terms. Write the requirement descriptions in narrative form and from the users' perspective. Use graphical representations if it helps the user express the requirements and their interrelationships. When a requirement is the improvement of existing methods and procedures, state the extent of anticipated improvement and the relationship to previously stated opportunities and deficiencies. Make sure that all of the functions included in the system are identified and that the functions are described in sufficient detail that an accurate estimate can be made of the resources required. This will 

· Users' Information Needs. Describe user requirements in terms of the information needed to perform their functions. The description should be in narrative form and written from the users' perspective. A subject area diagram or high level entity relationship diagram may be used if this helps the user describe the kind of information required. 

· Data Sensitivity. Describe the requirements for protecting sensitive data. Sensitive information must be protected in accordance with the Computer Security Act of 1987 (Public Law 100-25).

· Network Requirements Describe all potential network support requirements to include number of users, projected volumes and types of data to be exchanged and the frequency of data exchange. These estimates should show the order of magnitude of support required at a level of accuracy and detail comparable to the functional requirements and information needs.

· Interface Requirements. Describe the proposed system's relationship with existing and other proposed systems. Include the purpose of the requirement for any interface.

· Technical Framework. Describe the potential impact to the GSA infrastructure and the potential architectural and security implications. Address:

· Describe life cycle stages

· Identify resources needed for technical operations.

· Identify resources needed for development.

· Describe network connectivity requirements.

· Describe hosting and processing requirements.

· Describe COTS packages that will be used.

· Describe workflow and email interface requirements.

· Describe network traffic impacts.

· Describe the client platforms planned.

· Identify the data sensitivity rating (cite the highest level applicable) 

Business Assumptions and Constraints. Discuss the impact of the proposed system on the business of the organization and identify issues decision makers must take into consideration.

· Organizational Impact. Identify the potential impacts on the existing organizational structure. Identify constraints on the scope of change to the current organization. Discuss users, developers, maintainers, and any other organizational units affected by the system. Define all constraints that the new organizational structure may impose on the design and fielding of the system. Identify assumptions about who the users will be and where they will be physically located. Indicate any human resources considerations such as for training or reassignment.
This is critically important. It must not be glossed over. Failure to fully understand organizational impact issues and failure to make decisions fully cognizant of their consequences is certain to prevent the system from being successful. 
· Impact of Automation. Identify how the proposed automated processes will impact activities that are currently being performed. Discuss decisions and assumptions that partition functions between people and automation. This establishes guidance on the functions that require manual intervention and how automation should support them. Reference the rationale for these decisions, such as cost benefit or other reasons such as union rules, re-training, or computing limitations.

· Legal. Discuss any legal considerations that may affect the system development or use.

· Security. Discuss security considerations that will impact the system development or use.

· Facility. Discuss facility considerations that may affect the system development or use. 

Technology Assumptions and Constraints. This amounts to a technology based risk assessment.

· Technology Impact Analysis. Summarize conclusions from analysis of expected technology changes and state the preferred technological approach for the system. Reference any studies or actions taken to assure that the approach is feasible and can support the objective.

· Acceptable Alternatives. State any explicit flexibility in the application of technological approaches that system designers should consider. Address adaptation and growth of the system.

· System Upgrade. For a project which includes upgrade or improvements of existing systems, describe the following from an information technology perspective as they relate to the requirements stated in the requirements statement: functional improvements or new capabilities; improvements of degree such as upgrading existing capabilities; increased timeliness such as decreased response or processing time; and the elimination or reduction of existing capabilities that are no longer needed.

Program Management Assumptions and Constraints.  This amounts to a business based risk assessment.
· Organizational Support. Identify assumptions and constraints about the level of support to be provided by the organizations within and external to the project team that will participate in the development effort. Reference the project charter, which in turn references any memorandums of understanding among participants.

· Budget. Identify assumptions and constraints affecting the funds or other resources available for the project. For example, identify the effect variances from projected fee collections could have on the project in future fiscal years, the effect of proposed changes to the Federal budget, or the assumption that the system can be developed within the approved budget. These are sensitivity analyses.

· Schedule. Identify externally imposed dates which affect the project. For example, the system must be built to comply with legislation by a certain date. Identify assumptions and constraints about tasks or events on the critical path of the project schedule.

· Facility. Identify assumptions and constraints about physical facilities the project will have available for project use. Refer to agreements about sharing access to the operational space such as third shift testing, office relocation, power, or heating and air conditioning issues.

· Acquisitions. Identify any considerations for procurement activities, including lead times and external and internal coordination requirements.

· Other Projects. Identify dependencies between this project and other development or modification projects which relate to this project. Refer to any existing agreements between the projects' managers.

Project Cost, Schedule, and Performance Goals. This section establishes commitment to the schedule, funding and cost, and performance metrics for the project. It defines the investment baseline).

· Schedule. Provide the major milestones and dates for the project. Specify the dates as a range if appropriate.

· Approved Budget. State the approved budget for the life of the project by fiscal year. Indicate the different accounts which are providing funds to the project.

Project Life Cycle Cost Estimate. State the estimated project life cycle cost estimate by fiscal year broken down into cost categories. The major cost categories are: personnel, software or system components; hardware and infrastructure components; facilities; and supplies and materials. Personnel costs should identify government and contractors separately. Costs should be presented in a work breakdown structure framework..

· Performance Goals. State the measurable performance improvements anticipated from this project. Performance measures should be cited for a stated period of time so that progress over time can be measured and demonstrated. 

· Project Risks. Discuss potential risks and the reasonableness and acceptability of the costs of these risks, their probability, their costs, and planned mitigation strategies. Indicate if the cost figures have been adjusted to accommodate the risk calculations. 

· Return on Investment. Discuss if the quantitative and non-quantitative measures used to indicate that the investment will provide a justifiable return relative to the investment level required. Identify the quantitative and non-quantitative valuation measures that have been used to determine the return-on-investment to the organization.

· Affordability. Explain how the component organization will support this investment in light of other priorities. 

Appendix A – References. List the information sources used to prepare the system boundary document. Include: documents, indicating the parts that are applicable; meeting minutes; interviews; management reports; analysis of existing or future situations; and any other source as necessary to assure that statements within this document can be validated. 

Appendix B – Analytical Matrices. Describe the relationships among goals, objectives, critical success factors, performance measures, functions, information needs and organizational units with graphics and supporting text as appropriate.

Appendix C – Entity Relationship Diagram. Describe with graphics and supporting text the high level data created, used, stored or displayed by the system.

Appendix D – Functional Hierarchy Diagram. Describe with graphics and supporting text the high level functions and processes supported by the system.
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SDLC DOCUMENT 3 – BENEFIT COST ANALYSIS

The benefit cost analysis analyzes and evaluates the feasible alternatives identified as able to meet the business requirement. It describes the feasible alternatives, identifies their tangible and intangible benefits and their total life cycle costs. 

The feasible alternatives may be documented in more detail in the feasibility study or, if no feasibility study is being done, are thoroughly documented here
An urgent business need or external stakeholder pressure may dictate the use of an alternative development work pattern. If no feasible alternatives are identified, the benefit cost analysis methodology must be tailored to evaluate the benefits and costs of the proposed IT investment, without extensive analysis of alternative solutions. 

If this is a major IT investment there must be three alternatives, plus the status quo, identified and assessed. The findings are included in the Budget Exhibit 300 submitted to OMB.
Overview. Describe the value of a cost benefit analysis.

· Purpose. Discuss the business need the project is addressing.

· Scope. State the scope of the benefit cost analysis.

· Methodology. Describe the benefit costs analysis methodology.

Assumptions, Constraints, and Conditions. Discuss assumptions, constraints, and conditions that impact the benefit cost analysis. A change in any one could cause a change in benefits and costs.

· Assumptions. The assumptions are explicit statements used to describe the present and future environment on which the analysis is based.

· Constraints. Constraints are factors, external to the program, which can limit the development of the system.

· Conditions. The conditions are unique factors in the operating environment that may influence system processes. 

Feasible Alternatives. Identify alternative solutions that can meet the business requirements. The results of the feasibility study are used as a starting point for the benefits cost analysis. Analyze each feasible alternative. Feasible alternatives are solutions that meet the high-level functional requirements. They may have already been identified in the feasibility study.

For each alternative, describe its technical architecture and its relation to the enterprise architecture. Address conformance with the Federal Enterprise Architecture Technical Reference Model.

This section may need to be updated during the life of the system development project to include any changes or additions to the architecture. 

· Alternative 1. Describes the alternative, its components, and how it will work. Describe how this alternative meets the high-level functional requirements. Explain how this alternative was chosen from a wide variety of alternatives, if a separate feasibility study is not developed.

· Alternative n. Repeat for as many alternatives as are identified in the feasibility study or as were identified for this system development. Every major system investment must have a minimum of three alternatives plus the status quo.

Cost Analysis. The cost analysis presents the costs for design, development, installation, operation, maintenance and disposal, and consumables for the system to be developed. This profile is used to analyze the costs of the system for each year in its life cycle, so those costs can be weighed against the benefits derived from using the system. 

· Cost Categories. Both recurring and non-recurring costs should be identified and included in the analysis.

· Recurring Costs: Recurring costs are incurred more than once throughout the life of the system and generally include operation and maintenance costs.

· Operations and Maintenance 

· Telecommunications 

· Supplies 

· Hardware and software upgrades, maintenance, and licenses 

· Personnel 

· Nonrecurring Costs: Nonrecurring costs are developmental and capital investment costs incurred only once during the analysis, design, development, and implementation of the system.
· System development 

· Prototypes 

· Hardware purchase 

· Module design, development, and integration 

· System installation

· Project Cost Analysis. Present the life cycle costs for each alternative and for each year of the life cycle (year 1, year n). Explain the basis of the cost calculations for each year. Discount future costs, using  OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost Analysis of Federal Programs, for  future year costs. 

The calculated discount factors are applied to the future years to provide an appropriate net present value for system costs. Because of inflation, a dollar today is worth less than in the future, thus the dollar values of both benefits and costs associated with a project decrease over time.

Provide a detailed explanation of how costs calculated. Apply and document discount rates where appropriate. 

Benefit Analysis. Analyze each alternative’s ability to meet the project goals.

· Tangible Benefits. Benefits are expressed in dollars or in units. Tangible benefits might be: increased revenue, streamlined production, or saved time and money. Tangible benefits are expressed in dollar values so that a valid comparison can be made with costs. The benefits for future years are discounted in accordance with OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost Analysis of Federal Programs.

Provide a detailed description of the tangible benefits. Identify the specific benefits for each alternative. Provide a detailed description of the data source(s) used to quantify each alternative’s benefits. Provide sufficient documentation of data sources and calculations so that readers can follow the logic of benefits quantification. Explain each calculation and cite data sources. Each benefit should be calculated for the life cycle for each alternative.

· Intangible Benefits. Intangible benefits are expressed in terms of improved mission performance, improved decision making, or more reliable or useful information. Intangible benefits may be quantifiable, but are not easily expressed in dollar values. Many public goods are difficult to reliably and validly quantify in dollar values, but they are vital to understanding the value a system is adding.

Although no specific dollar value is placed on intangible benefits, they may be weighted based on their relative value. Intangible benefits may become the deciding factors favoring one alternative above another. Include all intangible benefits. 

Comparison of Costs and Benefits. Compare the values of each alternative using discounted values for the costs and the benefits. Several tools commonly used to rank projects and compare alternatives are net present value, benefits cost ratio, return on investment, discounted payback period, and internal rate of return. 

Appendix A: REFERENCES AND DOCUMENTATION. List documents and sources used to obtain information for the benefit cost analysis, including alternative solutions, costs, benefits, uncertainties, and information regarding cost-benefit methodologies.

Appendix B: GLOSSARY AND ACRONYMS. Define definitions and acronyms used in the benefit cost analysis. 
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SDLC DOCUMENT 4 -- FEASIBILITY STUDY 

The feasibility study describes the information management or business requirements and opportunities in clear, technology-independent terms. An information management or business requirement or opportunity can be prompted by such factors as new legislation, changes to regulations, or the growth of a program beyond the support capability of existing systems.

The feasibility study provides an overview of the business requirement or opportunity and determines what feasible solutions should be considered. The feasibility study is a precursor to the benefit cost analysis, which further develops the information. The feasibility study provides ball park estimates of the costs and how technically feasible solutions might be. It enables initial decisions regarding resource budgeting. 

Assess alternative solutions by technical, economic, and operational feasibility. Include decision criteria, comparisons of feasible solution alternative approaches, and recommend the proposed solution. 

The study is conducted any time a broad analysis is desired before commitment of development resources. 

Address the following key issues before conducting the feasibility study:

What are the specific requirements or opportunities and who are the responsible organization(s)? Provide an initial recognition of the requirement or opportunity and establish the broad objectives of the system life cycle. This decision addresses characteristics of the requirement or opportunity, affected organizations, types of information needed, high-level information processing capabilities required, an initial perception of the ability of current systems and procedures to successfully address the requirement or opportunity, and the how much time is available in which the requirement or opportunity must be resolved. 

What new information needs are associated with the problem? Provide a context for future life-cycle decisions by determining if a new information need exists to support a solution. Describe the scope of the need in terms of missions and organizations affected.  

How broad a scope should the solution cover? Provide an overall context within which potential solutions to the requirement are defined, helping to ensure that solutions focus on the major priority areas. The scope is determined in terms of organization(s), such as agency offices, congressional organizations, or executive branch agencies; the pertinent portions of the missions or programmatic functions of each organization; and the potential relationship of the current requirement and efforts to formulate its solution to other previously identified requirements and ongoing related efforts.

A benefit cost analysis is prepared as a companion document with the feasibility study.
The benefit cost analysis is the document that provides managers with adequate cost and benefit information with which to analyze and evaluate alternative approaches. It provides the level of information necessary for management to make budget decisions to initiate a proposed system development initiative and to continue or discontinue the development, acquisition, or modification of an existing information system.

Introduction. Describe the circumstances requiring the feasibility study.
· Origin and Purpose of Request. Identify the originator and describes the circumstances that precipitated the project request. Provide the objectives of the feasibility study in clear, measurable terms.

· Explanation of Requirement. Describe the information management requirement in programmatic, technology-independent terms. State the cause of the new requirement or opportunity. Describe any new information needs associated with the requirement or opportunity. Validate the description of the requirement or opportunity with all affected organizations.

· Organization Information. Provide information about the affected organizations, describing the impact of the requirement or opportunity. Specify all the organizational units involved, identify external organizations that relate to the requirement or opportunity, and describe the pertinent mission areas and programmatic functions of each.

· Glossary. Provide a glossary of all terms and abbreviations used in the feasibility study. To the extent possible limit the use of information technology acronyms. If the glossary is long, include it as an appendix to the feasibility study.

Evaluation Criteria. Describe the criteria by which the alternatives will be evaluated. The criteria should make a distinction among characteristics that must be present in the system for it to be acceptable.

Alternatives  Descriptions.  Provide a description for each proposed alternative. Describe the resources required, associated risks, systems architectures, proposed technologies, and process flows for each alternative. State at least two alternatives – one may be the status quo, if appropriate. Predict the anticipated benefits of each alternative and the likely effects of not taking undertaking the alternative. State benefits in terms of technical, operational, and economic feasibility. For each alternative provide a description and a process diagram and a logical data model.

Note that the benefit cost analysis requires three alternatives in addition to the status quo. 

· Alternative Model.  Present a high-level process diagram and logical data model, if possible, from current processes and identify data for the proposed system alternative.

.

· Alternative Description. State the required and desirable features, and provides a concise narrative of the effects of implementing this alternative.

Alternative Evaluation.  Provide a systematic comparison of the alternatives and document potential problems resulting from the implementation of each.

Recommendation.  Provide a narrative that supports the recommended alternative approach. Select the most advantageous alternative to address the required functional capabilities. 

The preferred alternative should not be obtained at the price of inappropriate development risk or the loss of efficiency, capability, or capacity in the supported function.

FEASIBILITY STUDY OUTLINE
Cover Page
Table of Contents
1.0       Introduction
            1.1       Origin of Request
            1.2       Explanation of Requirement
            1.3       Organization Information
            1.4       Glossary

2.0       Evaluation Criteria
3.0       Alternative Descriptions
            3.1       Alternative Model
            3.2       Description

4.0       Alternative Evaluation
5.0       Recommendation
SDLC DOCUMENT 5 -- RISK MANAGEMENT PLAN

Introduction. Give a full explanation of what a risk management plan is, the scope of the project or system to which this plan applies, how risk management will be maintained throughout the project, and the approach taken in this project’s risk management.

Risk management is an ongoing activity in any project. The risk management plan articulates how risks will be identified, mitigated and managed 

Risk assessment must be continually performed, and the risk management plan updated accordingly.

High risk is inherent in large, highly visible projects, ones that are critical to the organization’s mission. High risk is not inherently negative. What is important is how the risks are managed. 
· Purpose. Present a clear, concise statement of the purpose of a risk management plan. Identity of the organization that is responsible for writing and maintaining the risk management plan.

· Background. Describe the history of the project and the environment in which the project will operate. This information may be included through reference to other project documents. Include the following information:

· Identification of other systems with which the subject system interfaces;

· Contractor support for development and maintenance;

· System technical architecture;

· Development methodology.

· Scope. Present a definitive statement of the scope of the risk management planning represented by this document, including the limits and constraints of the risk management plan.

· Policy.  Articulate policy decisions that affect how risk management will be conducted for this project. List documents and other reference materials used in the risk management process. 

· Approach. Describe project management’s approach to risk management. Include the elements of identification, analysis, planning, tracking, control, and communications. Discuss the project's risk mitigation strategies in general and detail specific strategies that have significant impact across the project (e.g., parallel development, prototyping).

Risk Identification List. Using a risk identification list to track risks throughout the project is a critical facet of successful system development management. The risk identification list is used from the beginning of the project. It is a management tool for the risk assessment activity. The following are examples of categories that may be a source of risk for a system development project:

· The complexity, difficulty, feasibility, novelty, verifiability, and volatility of the system requirements; 

· The correctness, integrity, maintainability, performance, reliability, security, testability, and usability of the system development life cycle documents; 

· The developmental model, formality, manageability, measurability, quality, and traceability of the processes used to satisfy the customer requirements; 

· The communication, cooperation, domain knowledge, experience, technical knowledge, and training of the personnel associated with technical and support work on the project; 

· The budget, external constraints, politics, resources, and schedule of the external system environment; 

· The capacity, documentation, familiarity, robustness, tool support, and usability of the methods, tools, and supporting equipment that will be used in the system development.

Once the risks have been identified, document them in the risk identification list. Follow these steps for developing the risk identification list:

· Number each risk using sequential numbers or other identifiers; 

· Identify the system development life cycle document in which the risk is applicable. For instance, if you are working on the configuration management plan and discover a configuration management risk, identify the configuration management plan as the related document. 

· Describe the risk in enough detail so that a third party who is unfamiliar with the project can understand the content and nature of the risk.

· Use the risk identification list throughout the life-cycle phases to ensure that risk activities are properly documented.

Risk Assessment. The project management plan and the risk identification list are used for conducting risk assessments. 

Categorize risks as internal or external risks. Internal risks are those that you can control. External risks are events over which you have no direct control. Examples of internal risks are project assumptions that may be invalid and organizational risks. Examples of external risks are Government regulations and supplier performance.

Evaluate the risks in terms of probability of occurrence and projected impact. For each risk item, determine the probability that it will occur and the resulting impact if it does occur.

Use an evaluation tool to score the risks. A simplistic model could be: Assign numerical scores to risk probability (1=low, 2=moderate, 3=high) and severity of impact (1=low, 2=moderate, 3=high). A risk score would be the product of the two scores. 

Risk Action Plan. Rank the risk items by score, review those with higher rankings first, then determine if the risks will be accepted, transferred, or mitigated. 

· Risk Mitigation. With the acceptance approach, no effort is made to avoid the risk item. This approach is usually employed because the risk items are the result of external factors over which you have no direct control. Two types of action are usually taken under the acceptance approach: contingency planning and no action. You can plan contingencies in case the risk does occur. Thus, the project team has a backup plan to minimize the affects of the risk event. Or you can take no action and accept responsibility if the risk event does indeed occur. 

· Risk Transfer. With the transfer approach, the objective is to reduce risk by transferring it to another entity that can better bear it. Two methods of transferring risk are the use of insurance and the alignment of responsibility and authority. 

· Risk Mitigation. With the mitigation approach, emphasis is on actually avoiding, preventing, or reducing the risk. Some risks can be avoided by reducing the number of requirements or defining them more completely. For example, careful definition of the scope of a project in a statement of work can avoid the possible consequence of "scope creep," or indecisive, protracted, and uncertain scope objectives. 

Identify and describe in detail the actions that will be taken to transfer or mitigate high priority risks. These actions should result in the reduction of project risk and should directly affect the project management plan and its metrics. 

Activities for reducing the effects of risk will require effort, resources, and time just like other project activities. The risk management actions need to be incorporated into the budget, schedule, and other project plan components. 

Identify contingency plans that have been developed with the risk acceptance approach. Risk action plans will be used to direct all risk mitigation activities. The risk management plan will need to be monitored and updated throughout the life-cycle phases. 
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1.0       INTRODUCTION
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4.0       RISK ACTION PLAN
SDLC DOCUMENT 6 -- ACQUISITION STRATEGY AND ACQUISITION PLAN(S)

The acquisition strategy is a document that shows how the government human resources, hardware, software, and telecommunications capabilities contractor support services are acquired during the life of the project. 

The acquisition strategy explains the rationale for acquiring both internal and external resources, what kinds of acquisition methods will be used, taking into consideration all the procurement considerations about risk distribution, cost controls, quality controls, and schedule controls. Acquisition plans are developed for specific procurements and are actualizations of the acquisition strategy.

The acquisition plan helps ensure that needed resources are obtained and available at the time they are needed. The plan includes a milestone schedule that lists activities for completion and deliverables to be produced with appropriate estimated completion dates. Follow the applicable elements of the outline to complete the acquisition plan. 

The acquisition plan is developed using the GSA Acquisition Wizard. The information in this guidance will be needed to develop an Acquisition Plan using the Acquisition Wizard tool -- http://apw.gsa.gov/Welcome.doc
The acquisition plan information that:

· Provides management with adequate information for making decisions concerning  procurement of government human resources and services, contractor services       procurement, including ensuring the availability of funding;

· Provides technical evaluation personnel with adequate information for analyzing and evaluating vendor proposals; 

· Ensures that vendors will have adequate information for preparing bids; 

· Provides the source selection official with adequate information on which to base a election

When preparing the acquisition plan, consider:

· Resources are consistent with applicable laws, regulations, policy/procedural guidance from central management agencies, Congress, and senior management; 

· Acquisitions are consistent with agency objectives and initiatives as defined in its strategic, annual and information technology plans; 

· Resources are obtained in direct support of the GSA missions and programs of the acquiring office or organization; 

· Acquisitions are not redundant or duplicative efforts resulting in wasted money, time, and resources;

· Resources represent the most efficient and cost-effective means of providing automated support.

The Acquisition Plan typically has its own mini-life cycle of pre-solicitation, solicitation, award, and post award. The life-cycle model may vary according to the system development effort. 

The model acquisition plan includes a milestone schedule, with estimated completion dates, for the following activities:

· Requirements Analysis
· Analysis of Alternatives

· Statement of Work 

· Procurement of government human resources and services

· Procurement plan

· Acquisition of contractor services

· Legal opinion on statement of work

· Solicitation of services

· Technical evaluation report

· Source selection recommendation

· Contract award

· Adjustment of funds

· Contract performance

For completion of these activities, refer to guidelines for acquiring Federal information processing resources and GSA acquisition procurement regulations.  The acquisition plan is finalized normally after the functional requirements document has been approved.  Several acquisitions may be needed to procure an entire system and are a continuous part of the cycle. The acquisition plan is continuously updated and involves the contract officer, the contracting officer representative, and the project management. The procurement personnel become increasingly important as the project progresses.  

The Project Manager works directly with the procurement personnel to ensure the timely award of the needed resources. 

The acquisition plan is developed in accordance with the Federal Acquisition Regulation 7.103.

The following outlines the kind of information used by the GSA Acquisition Wizard to prepare acquisition plans. DO NOT develop a document following this outline. Use it to gather and organize information you will need for using the Acquisition Wizard to develop acquisition plans.

Background and Objectives Review the need for the acquisition plan, and related topics.
· Statement of Need. Introduces the plan with a brief statement of need. Discuss feasible acquisition alternatives and any related in-house efforts.
· Applicable Conditions. State the significant conditions affecting the acquisition, including requirements for compatibility with existing or future systems or programs and any known cost, schedule, and capability or performance constraints. 

· Cost. Cite the established cost goals for the acquisition and the rationale supporting them, and discuss related cost concepts to be employed. In each subsection, discuss the type of funding that will be required.

· Life-Cycle Cost. Discuss how the life-cycle costs are derived. If life-cycle cost is not used, explain why. Discuss, if appropriate, the cost model used to develop the life-cycle cost estimates. Life-cycle cost is the total cost of acquiring, operating, supporting, and disposing of the items being acquired.
· Design-to-Cost. Discuss the design-to-cost objectives and the underlying assumptions, including the rationale for quantity, learning curve, and economic adjustment factors. Describe how objectives are to be applied, tracked, and enforced, and indicates the specific related solicitation and contractual requirements to be imposed. Design-to-cost is a concept that establishes cost elements as management goals to achieve the best balance between life-cycle cost, acceptable performance, and schedule. Under this concept, cost is a design constraint during the design and development phases, and a management discipline throughout the acquisition and operation of the system or equipment.
· Application of Should-Cost. Discuss the application of should-cost analysis to the acquisition, as per FAR 15.810.

· Capability or Performance. Specify the required capabilities or performance characteristics of the products being acquired, and state how they are related to the need.
· Delivery or Performance-Period Requirements. Describe the basis for establishing delivery or performance-period requirements, and explain and provide reasons for any urgency resulting in concurrency of development or justifying other than full and open competition.
· Trade-Offs. Discusses the expected consequences of trade-offs among the various cost, capability, performance, and schedule goals.
· Risks. Discusses the technical, cost, and schedule risks and describes what efforts are planned or underway to reduce the risk and the consequences of failure to achieve goals. The effects on cost and schedule risks imposed by concurrency of development and production should also be discussed, if applicable.
· Acquisition Streamlining. Include this information if the acquisition has been designated as part of a program subject to acquisition streamlining. Discuss plans and procedures to encourage industry participation using draft solicitations, pre-solicitation conferences, and other means of stimulating industry involvement during design and development. Discuss plans and procedures for selecting and tailoring only the necessary and cost-effective requirements. States the time frame for identifying which specifications and standards, that had originally been provided for guidance only, are scheduled to become mandatory.

Plan of Action Describe how all of the factors in the acquisition will be carried out.
· Sources. Indicate sources of products than can meet the need. Address the required sources, including consideration of small businesses, small disadvantages businesses, and women-owned small business concerns. Address the results of market research and analysis and indicate their effect on the various elements of the plan.
· Competition. Describes how competition will be sought, promoted, and sustained throughout the course of the acquisition. If the acquisition will be other than a full and open competition, this section cites the authority for the deviation, discusses the basis for the application of the authority, identifies the sources, and discusses why full and open competition cannot be obtained. Identify the major components of the subsystems, and describe how competition will be sought, promoted, and sustained for these components. Discuss how competition will be sought, promoted, and sustained for spares and repair parts. This includes an identification of the key logistic milestones, such as technical data delivery schedules and acquisition method coding conferences, which affect competition. Finally, if subcontract competition is feasible and desirable, describes how such subcontract competition will e sought, promoted, and sustained throughout the course of the acquisition, and how any known barriers to subcontract competition will be overcome.
· Source Selection Procedures. Discuss the source selection procedures for the acquisition, including the timing for submission and evaluation of proposals, and the relationship of evaluation factors to the attainment of the acquisition objectives.
· Contracting Considerations. Discuss, for each contract contemplated, the contract type selection; the use of multi-year contracting; options; or other special contracting methods; any special clauses, special solicitation provisions, FAR deviations required; if sealed bidding or negotiation will be used, and why; if equipment will be acquired by lease or purchase, and why; and any other contracting considerations.
· Budgeting and Funding. Describe how budget estimates were derived, and discuss the schedule for obtaining adequate funds at the time they are required.
· Product Descriptions. Explain, in accordance with FAR Part 11, the choice of product description types to be used in the acquisition.
· Priorities, Allocations, and Allotments. Specify the method for obtaining and using priorities, allocations, and allotments, and the reasons for them, in cases where the urgency of the requirement dictates a short delivery or performance schedule.
· Contractor versus Government Performance. Address the consideration given to OMB Circular A-76. Circular A-76 indicates that it is the policy of the Government to rely generally on private commercial sources for supplies and services, when certain criteria are met, while recognizing that some functions are inherently governmental and must be performed by Government personnel. It also gives consideration to relative cost when deciding between Government performance and performance under contract.
· Inherently Governmental Functions. Address the considerations given to Office of Federal Procurement Policy Letter 92-1. Inherently governmental functions are those functions that, as a matter of policy, are so intimately related to the public interest as to mandate performance by Government employees.
· Management Information Requirements. Discuss the management systems that will be used by the Government to monitor the contractor's effort.
· Make or Buy. Discuss considerations given to make-or-buy programs, as per FAR 15.7.
· Test and Evaluation. Describe the test program of the contractor and the Government. Describe the test program for each major phase of a major system acquisition. If concurrent development and deployment is planned, discuss the extent of testing to be accomplished before production release.
· Logistics Considerations. Describe the assumptions determining contractor or agency support, initially and over the life of the acquisition, including contractor or agency maintenance and servicing and distribution of commercial items. Describe the reliability, maintainability, and quality assurance requirements, including any planned use of warranties. Describe the requirements for contractor data and data rights, their estimated cost, and the use to be made of the data. Describe standardization, including the necessity to designate technical equipment as "standard" so that future purchases of the equipment can be made from the same manufacturing source.
· Government-Furnished Property. Identify the property to be furnished to contractors, including material and facilities, and discuss associated considerations, such as availability, or the schedule for its acquisition.
· Government-Furnished Information. Discuss any Government information, such as manuals, drawings, and test data, to be provided to prospective offerors and contractors.

· Environmental and Energy Conservation Objectives. Discuss all applicable environmental and energy conservation issues associated with the acquisition, the applicability of an environmental assessment or environmental impact statement, the proposed resolution of environmental issues, any environmentally related requirements to be included in solicitations and contracts.
· Security Considerations. Discuss, for acquisitions dealing with security-related matters, how adequate security will be established, maintained, and monitored.
· Other Considerations. Discuss, as applicable, other considerations, such as standardization concepts, the industrial readiness program, the Defense Production Act, the Occupational Safety and Health Act, foreign sales implications, and any other matters germane to the plan and not covered elsewhere.
· Milestones for the Acquisition Cycle. Address the following steps, and any others as appropriate: acquisition plan approval; statements of work; specifications; data requirements; completion of acquisition package preparation; purchase requests; justification and approval for other than full and open competition; issuance of synopsis; issuance of solicitation; evaluation of proposals, audits, and field reports; beginning and completion of negotiations; contract preparation, review, and clearance; and contract award.
Acquisition Plan Contacts. List the key individuals who participated in preparing the acquisition plan and provide contact information for each.
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Introduction. Provide a brief statement that introduces the configuration management plan and describes, in general terms, its use in managing the configuration of the specific project, or system. Configuration management is a uniform practice for managing system software, hardware and documentation changes throughout the development project.

· Purpose. Describe why this configuration management plan was created, what it accomplishes, and how it is used.

· Scope. Define the scope of configuration management planning. Identify items that will be placed under configuration control.

· System Description. Briefly describe the system, its history, and the environment in which the project operates such as mainframe, client/server, or stand alone. Describe the system architecture, operating system, and application languages. Identify other legacy or new systems with which this system interfaces. List the number of sites that are using the system.

· Definitions. Define the terms that appear in the configuration management plan.

· Reference Documents. List the documents that are referenced to support the configuration management process including any project or standards documents referenced in the body of the configuration management plan.

Organization. Identify the organization in which configuration management resides and all organization units that participate in the project. Define the functional roles of these organizational units within the project structure. Describe any internal review boards and configuration control boards that will be established for the project. For each board, identify the members who will participate, and their functional representatives, the chair, the secretariat, and the responsibilities of the board and of each member to the board.

· Configuration Management Activities. Identify the configuration management functions required to manage the configuration of the system.

· Configuration Management Responsibilities. List configuration management  responsibilities in supporting this project.

Configuration Identification. Explain that configuration identification is the basis on which the configuration items are defined and verified; configuration items and documents are labeled; changes are managed; and accountability is maintained. Define the automated tools that will be used to track and control the configuration baselines. Describe the methods for controlling, tracking, implementing and reporting changes.

· Configuration Item Identification. Identify the configuration items to be controlled and specify a means of identifying changes to the configuration items and related baselines. At a minimum, the system itself, commercial software and system hardware, and any support software developed in-house or by contractor should each be a configuration item.

· Identification Conventions. Describe the identification (numbering) criteria for the software and hardware structure, and for each document or document set.

· Naming Conventions. Provide details of the file naming convention to be used on the project and how file configuration integrity will be maintained.

· Labels. Describe the requirements for labeling media and application software.

· Configuration Baseline Management. Describe what baselines are to be established. Explain when and how they will be defined and controlled. A configuration baseline document includes both the system development life cycle documents and any other user support documents, all subject to change and update as plans change. The standard baselines include:

· Functional baseline, which describes the system functional characteristics;

· Allocated baseline, which describes the design of the functional and interface characteristics; and 

· Product baseline, which consists of completed and accepted system components and documentation that identifies these products.

Configuration Control. Explain that configuration change management is a process for managing configuration changes and variances in configurations. Configuration control is the systematic proposal, justification, evaluation, coordination, approval and implementation of changes after formal establishment of a configuration baseline.

· Change Management. Define the process for controlling changes to the system baselines and for tracking the implementation of those changes. Usually a system change request is used to provide information concerning the need to change a baseline system or system component such as hardware, software, or documentation.

· Interface Management. Identify the interfaces to be managed and describe the procedures for identification of interface requirements, establishment of interface agreements, and participation in any Interface Control Working Groups.

Configuration Status Accounting. Explain that configuration status accounting is the process to record, store, maintain, coordinate and report the status of configuration items throughout the system life. All software and related documentation should be carefully tracked from initial development to request for change, through the approval or disapproval of changes, to the implementation of changes.

Configuration Audits. Describe how peer review audits and formal audits will be accomplished for the purpose of assessing compliance with the configuration management plan. Audit types include baseline audits, functional configuration audits, physical configuration audits software and hardware physical configuration audits, and subcontractor configuration audits. 

Reviews. Describe how the technical reviews relate to the establishment of baselines. Explain the configuration management role in these reviews.

Configuration Management Plan Maintenance. Describe the activities, roles and responsibilities necessary to ensure continued configuration management planning during the life cycle of the project. State who is responsible for monitoring the configuration management plan. Describe how frequently and under what conditions updates are to be performed; how changes to the configuration management plan are to be evaluated and approved; and how changes to the configuration management plan are to be made and communicated.

Data Management. 

· Libraries. Identify the libraries and the media under control, the requirements for the control of documentation, and how access control is to be managed.

· Automated Tools. Describe any automated tools used.

· Version Control. Describe the processes in place to control the amount and number of versions documented by the configuration management plan.

· Work Space Management. Describe the processes used for automated software source case control tools.

· Build Management. Describe the controls in place to manage the building of executable code.

· Documentation Management. Describe the processes in place for documentation management and who is responsible for them.

Subcontractor Control. Subcontractors will be required to meet the configuration management requirements that have been levied by the plan on the contractor. The requirements for the subcontractor may be modified to fit the scope and magnitude of the subcontract task. A complete configuration management plan should be required of the subcontractor if an extensive contract is envisioned. If the contract is minor in content a plan should not be requested. However, provisions must be made for continuous communication and monitoring of configuration management activities, review and disposition of subcontractor supplied documents and subsequent changes, and the final audits. Subcontractors provide status accounting reports reflecting the development of software, hardware, and commercial software configuration item data.
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The purpose of the quality assurance plan is to ensure that delivered products satisfy contractual agreements, meet or exceed quality standards, and comply with approved system development life cycle processes.

The quality assurance plan includes a program level plan and project plans. The program level plan describes potential quality assurance tasks that could apply to the life cycle activities. The project level quality assurance plans describe the quality assurance activities to be integrated into the project plan and schedule. The level of detail contained in the project level quality assurance plan should be consistent with the complexity, size, intended use, mission criticality, and cost of failure of the system development effort. 

The suggested quality assurance plan outline is applicable to both program level and project level plans. 

Overview. Explain the reason for quality assurance planning.

· Purpose. Establish the quality assurance requirements applicable to all portions of the system's development effort. Quality assurance activities require effort, resources, and time just like other project activities.

· References. List documents used in quality assurance reviews. References should include standards that apply to the quality assurance function. 

· Objective. Discuss the project quality assurance objectives. Describe the benefits that can be realized by conforming to quality requirements and the contributions that quality assurance makes to the success of the program.

· Glossary. Provide definitions for terms and acronyms used within the quality assurance plan.

Organization. Provide an operational organizational chart developed for the program from a quality assurance perspective. Describe the tasks in terms of quality assurance activities associated with the project. Identify responsibilities for project quality assurance tasks. Describe the procedures that link the quality assurance process with the systems development, configuration management, and test and evaluation functions.

· Customer. Describe quality assurance partnership activities performed in support of contract performance.

· System Development\. Describe the objectives for monitoring system development to ensure that quality assurance concepts and standards are implemented at both the project and program levels. 

· Test and Evaluation. Describe the quality assurance role in ensuring that project requirements are satisfied and that formal testing is completed in accordance with plans, standards, and procedures. Discuss reviews of test plans, test specifications, test procedures, and test reports.

· Configuration Management. Describe the quality assurance role in ensuring that configuration management activities are performed in accordance with the configuration management plans, standards, and procedures. Discuss reviews to verify that baseline control, configuration identification, configuration control, configuration status accounting, and configuration authentication have been accomplished.

· Quality Assurance Roles and Responsibilities. Describe the organizational and functional alignment of the quality assurance staff. Describe the roles and responsibilities at the management, team leader, and specialist levels.

Processes. Provide an overview of the quality assurance processes used to ensure that project processes and products associated with hardware, software development, and documentation are monitored, sampled, and audited to ensure compliance with quality assurance methodology, policy, and standards.

· General. Describe the quality assurance role in performing reviews and audits associated with system development life cycle documents.

· Peer Review. Commit to quality assurance participation in the peer review process to identify, document, measure, and eliminate defects in a work product.

· Process Review. Describe audit and assessment reviews that ensure that activities specified by the system development life cycle guidance and plans are properly carried out. Describe methods by which the quality assurance staff monitors processes by comparing the actual steps carried out with those in the documented procedures. Discuss quality assurance’s responsibility to provide quality assurance review data to management.

Problem Reporting and Corrective Action. Describe the quality assurance role in identifying problems and recommending corrective actions. Discuss the procedures and formats for the preparation, tracking, and management involvement in the use of quality action reports.

· Quality Action Reports. Describe the purpose of quality action reports to document anomalies, violations of program standards, or potential problems  identified in the system development life cycle process.

· Quality Assurance Escalation Procedure. Describe the escalation procedures to be used when high-risk or long-standing, unresolved noncompliance tracking issues must be brought to senior management's attention.

· Quality Assurance Report Formats. Describe the quality assurance report formats that formally document and transmit information about quality assurance audits and assessment reviews. 

Tools, Techniques, and Methodologies. Identify the tools, techniques, and methodologies used to support the quality assurance function. Discuss the how these items support the quality assurance function.

· System Development Life Cycle. Describe quality assurance's use of the system development life cycle, supporting policies, and accepted standards in management of internal activities. Describe the quality assurance role to ensure that contractors conform to the requirements of the methodology, policies, and standards.

· Policies. Describe quality assurance’s role in developing policy statements that expand, enhance, or clarify system development life cycle requirements or that introduce new or enhanced standards.

· Standards. Describe the quality assurance requirement to ensure that standards that establish the prescribed methods for work product development are used. Discuss quality assurance’s role in assessing standards for adequacy and applicability.

· Tools. Describe the tool sets that quality assurance employs in the conduct of administrative and technical functions.

QUALITY ASSURANCE PLAN OUTLINE
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Introduction. The concept of operations document, sometimes called the CONOPS, is a high-level requirements document that provides a mechanism for users to describe their expectations of the system. The concept of operations is used as input to the development of a formal testable system and for requirements specifications.

The objective of the concept of operations is to capture the results of the conceptual analysis process. During the conceptual analysis process, the system is characterized from the user's perspective and the envisioned operational environment is described. Both, the system's functionality and the operational environment are equally important.

The concept of operations has the following characteristics:

· Describes the envisioned system

· Identifies the various classes of users

· Identifies the different modes of operation

· Clarifies vague and conflicting needs among users

· Prioritizes the desired and optional needs of the users

· Supports the decision-making process that determines whether a system should be developed

· Serves as the basis for the functional requirements document.

· Project Description. Provide a brief overview of the project. Summarize the conditions that created the need for the new system or capability. 

Identify assumptions, which are future situations beyond the control of the project, whose outcomes influence the success of a project. The following are examples of assumptions:

· Availability of a hardware/software platform

· Pending legislation

· Court decisions that have not been rendered

· Developments in technology

Describe constraints, which are conditions outside the control of the project that limit the design alternatives. The following are examples of constraints:

· Government regulations

· Standards imposed on the solution

· Strategic decisions

Be careful to distinguish constraints from preferences. Constraints exist because of real business conditions. Preferences are arbitrary. For example, a delivery date is a constraint only if there are real business consequences that can happen as a result of not meeting the date. If failing to have the subject application operational by the specified date places the agency in legal default, the date is a constraint. A date chosen arbitrarily is a preference. Preferences, if included in the concept of operations, should be noted as such.

· Overview of the Envisioned System.   Provide a brief description of the envisioned system. Estimate of the size and complexity of the system.

· Document References. List the source documents used in preparing the concept of operations.\ Include meeting summaries, white paper analyses, and system development life cycle documents.

· Glossary. Provide a glossary of terms used in the document. This may be provided as an appendix.

Goals, Objectives, and Rationale for the New System. 

· Goals and Objectives of the New System or Capability. Define the system goals and objectives. State the business problems that will be solved.

· Rationale for the New System (or Capability. State the justification for the new system or capability. If the need is for a new capability for an existing system, clearly identify the existing systems that must be changed. 

Work Processes to be Automated or Supported. Describe each major work process that will be impacted. State the processes and functions in a manner that enables the reader to see broad concepts decomposed into layers of increasing detail. Then show, in a diagram, the sequence of the process steps described above high-level functional requirements.

High-Level Functional Requirements. 

· High-Level Features. In this section:

· Describe the features, capabilities, and functions of the system.

· Describe major system components and interactions.

· Describe requirements for interfaces with external systems. 

· Describe, at a high-level, data that the system must send to or receive from other systems.

· Additional Features. Describe any additional features that would explain the utility or usability of the system.

High-Level Operational Requirements.

· Non-functional Requirements. Address the following subject at a high-level. Add subsections accordingly.

· Performance

· Accessibility

· Portability

· Security

· System survivability

· Other

· Deployment and Support Requirements. Describe deployment considerations such as acquisition of business data to support the system such as data cleansing and loading. Describe requirements for support of the system such as maintenance organization and help desk.

· Configuration and Implementation. Describe the operational policies and constraints that affect the proposed new system or capability.

· System Environment. Describe the environment in which the system will operate.

User Classes and Modes of Operation. 

· Classes/Categories of Users. Identify and describe the major classes/categories of users that will interact with the new system or capability.

· User Classes Mapped to Functional Features. Provide an explanation of how the system will look to each user organization. Define variations, if any, in user work processes. 

· Sample Operational Scenarios. Develop sample usage scenarios, making it as realistic as possible, for each major user class showing what inputs will initiate the system's functions, how the user will interact with the system, and what outputs are expected to be generated by the system.

Impact Considerations.

· Operational and Organizational Considerations. Describe the impacts to existing operations and organizations.

· Potential Risks and Issues. Describe any potential risks and issues associated with the development of the envisioned system. Describe any other consideration, such as project schedule or staffing support and recommended implementation approach. 
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SDLC DOCUMENT 10 -- SYSTEM SECURITY PLAN

GSA relies on its information technology systems to accomplish its mission of providing cost effective services to DOJ organizations. The System Security Plan is initiated early in the system development life cycle and is updated throughout the system life cycle. OMB Circular A-123 and NIST Special Publications provide System Security Plan guidance and requirements.

A system security plan presents current in place and planned security controls for the system being developed. 

Follow the most recent GSA guidance for the System Security Plan. The guidance below covers most if not all of the information you will need to meet the GSA security guidance. 

System Identification and Description.

· System Name. Provide the system name and any system acronyms.

· Responsible Organization. Name the organization that is responsible for the system security. Include any information about other offices or organizations that have management or security control over the system. Identify the system owner including where located and how to contact.

· Information Contacts. Identify by name, including location and contact information, the key parties with system management responsibilities. Describe their roles and responsibilities. 
· Assignment of Security Responsibility. . Identify by name, including location and contact information, the key parties with system management responsibilities. Describe their roles and responsibilities. 
· Category. State what the system’s operational status is; this must be updated when the status changes. The three status options are: Under Development; Under Major Modernization or Enhancement; Operational. If more than one status is applicable, include which part of the system is covered under each status. 

· Describe System Functions and Processes. Describe the function or purpose of the system and the information it processes. Identify the user organizations and whether they are internal or external to the system. Describe the where data is gathered, where it is entered into the system and where the output goes after processing. If the system provides data to another system, identify that. 

· System Environment and Special Considerations. Describe the system environment and any special considerations needed for the system. Provide detailed information regarding such topics as:

· The primary computing platforms used such as mainframe, mini computer, microcomputer;

· Local area network, wide area network, virtual public network;

· The principle components, including hardware, software, and communications resources;
· The type of communications such as dedicated circuits, dial circuits, public data/voice networks; 
· Include any security software protecting the system and information it processes;
· Include any environmental factors that raise special security concerns, such as connection to the Internet; location in a harsh or overseas environment; configuration management issues; the software resides on an open network used by the general public; the application is processed at a facility outside of the agency's control.

· System Interconnection/Information Sharing. Describe any system interconnection or direct connections to the system. Provide a list of the connected systems or major application systems and their identifiers. Describe interconnections with external systems not covered by the System Security Plan and any security concerns. Describe any written authorizations, such as memoranda of understanding, that are in place. Describe the rules of behavior that have been established with the interconnected site.

· Reference Applicable Laws, Directives, and Regulations. List Federal laws, directives, regulations, and GSA policy and guidance pertaining to the security of GSA automated information systems:

· Public Law 93-579, 

· The Privacy Act of 1974. Public Law 100-235, 

· Computer Security Act of 1987.Public Law 99-474, 

· Computer Fraud Act of 1986. 
· OMB Circular A-123, Management Accountability and Control, June 21, 1995. 
· OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources, February 6, 1996.

· NIST Special Publication 800-18, Guide for Developing Security Plans for Information Technology Systems, August 14, 1998.

Sensitivity of Information Processed.

· Description of Data Processed. State if the system processes and transmits unclassified sensitive data which requires protection for confidentiality, availability, and integrity. If sensitive data is processed by the system describe the type of sensitive data.

· Information Sensitivity. Provide protection ratings using these three categories: 

· Confidentiality: The system contains information that requires protection from unauthorized disclosure. 
· Integrity: The system contains information which must be protected from unauthorized, unanticipated, or unintentional modification, including the detection of such activities.
· Availability: The system contains information or provides services which must be available on a timely basis to meet mission requirements or to avoid substantial losses.

Rate the sensitivity level as:
· High - a critical concern of the system;
· Medium - an important concern but not necessarily paramount in the organization's priorities; or
· Low - some minimal level of security is required but not to the same degree as the previous two categories.

Use the following table.
	
	High
(Critical Concern) 
	Medium
(Important Concern) 
	Low
(Minimal Concern) 

	Confidentiality
	 
	 
	 

	Integrity
	 
	 
	 

	Availability
	  
	 
	 


Management Controls.
· Risk Assessment and Management. State if threats to the confidentiality, integrity, or availability of the system were assessed during the development life cycle. State whether security controls were considered and included in the system design. State if a risk assessment was performed and, if so, by whom and when. Describe the risk assessment methodology used to identify the threats and vulnerabilities. If no system risk assessment has been done, project the date (month and year) when the assessment will be completed.
· Review of Security Controls. State if an independent management review or audit of the security controls was performed on the system. 

An independent security review must be performed at least every three years. The security review or audit should be performed by an independent party. If the system is considered to be high risk, reviews may need to be conducted more frequently.  
Include information about the last independent audit or review of the system, the type of review, and who conducted the review. Discuss any findings or recommendations from the review and the status of deficiency corrections and completion of recommendations. 

· Rules of Behavior. State if rules of behavior have been established in writing for individual users of the system concerning use of, security in, and the acceptable level of risk for the system. 
Rules of behavior requirements: 

· Delineate responsibilities and expected behavior of all individuals with access to the application. Responsibilities and expected behavior should be based on the needs of the various users of the system and be only as stringent as necessary to provide adequate security for the information in the system;
· Reflect the technical controls in the application. Rules regarding password use should be consistent with technical password features;
· Cover work at home, dial-in access, connection to the Internet, use of copyrighted works, unofficial use of government equipment, the assignment and limitation of system privileges, and individual accountability;
· State the consequences of behavior not consistent with the rules. The rules may be enforced through administrative sanctions specifically related to the system or through more general sanctions as are imposed for violating other rules of conduct;
· Form the basis for security awareness and training; 
· Comply with system-specific policy as described in NIST security guidance;
· Define appropriate limits on interconnections to other systems;

· Define service provision and restoration priorities;
· Be in writing;
· Be made available to every user prior to receiving authorization for access to the system;
· Include limitations on changing information, searching databases, or divulging information; and
· Specifically address restoration of service as a concern to all users of the system.

If the set of rules of behavior for the system is contained in a separate document, attach the document as an appendix to the plan and reference the appendix in this section.

· Planning for Security in the Life Cycle. State which phases of the life cycle that the system, or part of the system, is in. Describe how security has been implemented during the life cycle and how it will be implemented during future life cycle phases.  

The following is a life cycle related security activities check list: 

· Was security requirements identified and documented during the system design?
· Were security controls and evaluation and test procedures developed before an RFP was issued?
· Did the solicitation documents include security requirements and evaluation and test procedures that vendors must comply with when providing the software/hardware?
· Were design reviews and system tests run prior to placing the system into production?
· Were the tests documented? Has the system been certified?
· Have additional security controls been added since the system was developed? 
· Has the system undergone a technical evaluation to ensure that it meets applicable GSA standards and guidance, Federal laws, regulations, policies, guidelines, and standards?
· Include the certification and accreditation date. If the system has not been authorized yet, include a date when accreditation request will be made.
· Document the security activities performed during the operations and maintenance phase in the security plan. 
· Describe how the data contained within the system was moved to another system, archived, discarded, or destroyed during the disposal phase.
· Controls used to ensure confidentiality of the data during the disposal phase. Is the sensitive data encrypted? How is the information cleared and purged from the system? Is information or media purged, overwritten, degaussed, or destroyed in some manner?
· Authorize Processing: Provide the date of authorization, name, and title of management official authorizing processing of the system.
· Security Control Measures. State if and how security control measures implemented or planned to meet the system’s security requirements are addressed in the following control categories. State when the controls were put in place for each type of control and if not in place yet, state when they are planned to be in place.

· Operational Controls - Controls that include physical and environmental protection, emergency planning, audit and variance detection, maintenance of application software, documentation, and periodic checks for viruses.
· Technical Controls - Controls to protect against unauthorized access or misuse and to facilitate detection of security violations.

Operational Controls. Operational controls are the day-to-day procedures and mechanisms used to protect production systems. 

· Personnel Security. Appropriate reference and background checks are required for those with access to sensitive data. GSA employees and contractors are subject to background investigations prior to employment. Individuals occupying positions with a higher level of sensitivity designation are subject to more in-depth background investigations. Describe the controls in place. 

· Physical and Environment Protection. The physical and environmental protection of the equipment and peripherals supporting the system’s operations, including all physical protection devices such as fire extinguishers, locks, or video cameras, must be ensured. Describe the physical and environmental protection mechanisms in place. Discuss the physical protection in the area where application processing takes place such as the locks on terminals, physical barriers around the building or processing area. Examples of physical or environmental controls include:

· Card keys;

· Cipher locks;

· Humidifiers;

· Fire extinguishers;

· Surge suppressors;

· Uninterruptible power supply;

· Controlled access by security guards; and,

· Intrusion, smoke, water, and heat detectors

· Production Input and Output Controls. Formal procedures for handling input data by properly screened persons and for maintaining an audit trail should be prepared. Printouts and storage media should be identified as to content and sensitivity and sensitive/critical data media should be securely stored. Data media and storage containing sensitive data should be overwritten before it is released outside the original owner's control. 
· Describe In Place Controls. Explain how users handling input data are properly screened. State whether the audit trail capability provided by the computer and network operations system for the system being developed have been implemented to ensure individual accountability. 
· Describe Planned Controls. Describe procedures for identifying printouts and storage media as to the contents and their sensitivity as well as a policy regarding audit data retention is planned.
· Describe the security controls used for marking, handling, processing, storage, and disposal of input and output information. Also describe the labeling and distribution procedures for information media. The following topics should be discussed in this section: 

· User support/help desk capabilities; 
· Procedures to ensure authorized users only have access to data they need and unauthorized users are denied access;
· Procedures for ensuring that only authorized users pick-up, receive, or deliver input and output information and media to the major application system; 
· Audit trails for receipt of sensitive data for both input and output data;
· External and internal labeling for sensitivity (i.e., Privacy Act, or proprietary labeling are examples); 
· Media storage and environmental protection and controls of the off-site storage site, if applicable; 
· Procedures for sanitization of electronic media; 
· Shredding or other destructive measures for hardcopy media when no longer needed or which needs protection because of the sensitivity of the data contained in the printed material; and 
· Destruction of softcopy media that is no longer in use or is not usable.

· Contingency Planning. Contingency plans and disaster recovery procedures should be developed to provide reasonable assurance that critical data processing support can be continued or resumed quickly if normal system operations are interrupted.

State if the contingency plan exists and the date it was most recently updated.
If the contingency plan does not exist, state if the contingency plan is in the process of being completed and when it is expected to be completed. 

The completed contingency plan will contain all the following elements:

· Any agreements for backup processing;
· Documented backup procedures including frequency and scope;
· Coverage of backup procedures;
· Location of stored backups;
· Generations of backups kept;
· Contingency plan testing – state how the testing done and how often;
· Personnel trained on implementation of the plan.

· Application Software and Maintenance Controls. Controls are needed to monitor the installation of, and updates to, system software to ensure that the software functions as expected and that a historical record is maintained of application changes. 

State if software and maintenance controls exist for the system. Describe the software configuration policy and products and procedures used in auditing for, or preventing, illegal use of shareware or copyrighted software. 
Address the following: 

· Was the application software developed in house or under contract?
· Does the Government own the software?
· Was the application software received from another Federal agency with the understanding that it is Federal Government property?
· Is the application software a copyrighted commercial off-the-shelf product or shareware? 
· Describe the change control process.
· Are all changes to the application software documented?
· Are test data "live" or made-up data?
· Are test results documented?
· How are emergency fixes handled?
· Is there an organizational policy in place against illegal use of copyrighted software or shareware?
· Are software warranties managed to minimize the cost of upgrades and cost reimbursement or replacement for deficiencies?
· Documentation. Descriptions of the information technology policies and procedures related to the security of the application, descriptions of software, hardware, and configuration or cable charts should be available for those who need them.

State what documentation on the system usage and related processing policies and procedures has been developed and how it is periodically updated.
State what documentation development on managing and administering the security of the system is planned.

Major application system documentation should include the following: 

· Vendor supplied documentation;
· Application requirements;
· Application security plan;
· General support system security plan;
· Application program documentation and specifications;
· Testing procedures and results; Standard operating procedures;
· Emergency procedures;
· Memoranda of understanding with interfacing systems;
· User rules/procedures;
· User manuals;
· Risk Assessment;
· Backup procedures;
· Certification documents and statements;
· Accreditation statements; and
· Contingency plans.
· Security Awareness and Training. A security awareness and training program should be established to ensure that employees, contractors, and volunteer personnel are aware of their security responsibility and how to fulfill them. The program should include new employee security briefings, annual refresher training, and training for information technology and security personnel.

State if a security awareness and training program has been implemented. State how often and when each kind of security awareness and training occurs. The end-user awareness training should be conducted on an on-going basis. Information technology and security personnel should attend conferences and specialized training to obtain additional security training.
Describe the type of awareness program that is in place, or planned, for the system such as the use of posters, booklets, or formal training. 

Describe the type and frequency of system-specific training is provided to or planned for employees and contractor personnel. This can include seminars, workshops, formal classroom, focus groups, role-based training, on-the-job training, and one-on-one training. Describe the procedures in place or planned to ensure that employees and contractors have been provided adequate system training.
Technical Controls. Controls within the application that enable access control and audit of user activities, and controls provided by the general support system which augment application security.

· User Identification and Authentication. Controls must be in place to verify the identity of a station, originator, or individual before allowing access to the application.

If controls are in place, assert that security controls have been configured to require all users to enter a valid personal identification and password combination for identification and authentication prior to allowing access. 

Describe the system's access controls. Describe the method of user authentication, such as password, token, or biometric, that is used. If a password system is used, provide the following specific information:

· Allowable character set; 
· Password length (i.e., minimum and maximum); Password aging time frames and enforcement approach; 
· Number of generations of expired passwords disallowed for use; 
· Procedures for password changes; 
· Procedures for handling lost passwords; 
· Procedures for handling password compromise.

Indicate the frequency of password changes, describe how password changes are enforced, and identify who changes the passwords. State the number of invalid access attempts that may occur for a given user identifier or access location and describe the actions taken when that limit is exceeded. Describe any policies that provide for bypassing user authentication requirements, single sign-on technologies and any compensating controls.

· Logical Access Control. Standards and procedures relating to user identification, password, and access privileges are required to maintain and enforce security. 

If controls are in place, assert that accounts management procedures applicable to the new system are in place. 
· Public Access Controls. Additional security controls are needed to protect the integrity of the system if the public is allowed access. Describe in-place controls. If the system will not allow access by the general public state that. If this is a public access system, list and discuss the controls that will provide protection to the system. Public access controls may include: 

· Some form of identification and authentication;
· Access control to limit what the user can read, write, modify, or delete;
· Controls to prevent public users from modifying information on the system;
· Prohibit public access to "live" databases;
· Verify that programs and information distributed to the public are virus-free;
· Audit trails. 

· Audit Trail. An automated mechanism should be operational that creates, maintains, and protects the audit trail of the client and administrators actions so that all security relevant events can be traced for accountability. The audit trail mechanism should record failed logon attempts. State if the system has an automated audit trail mechanism that records security relevant events. State if the audit data includes failed and successful user logons, failed and successful access and operations on data (by session), changes to a user's security privileges, changes to the security configuration, and creation and deletion of objects.

Describe the measures used to protect system usage and audit trail logs. Discuss the following: 

· System usage and audit trail logs produced by the general support system on which the system resides.

· Linkages between logs maintained by the system and the supported application system.
· How the actions of individual users of the system may be monitored through the system logs.
· Procedures used for reviewing logs and audit trail reports, and how long such logs are stored.

Complementary Controls Provided by Support Systems. Describe any complementary controls that are in place for the network or general support system or where the system is operated outside of your management control. State if the system is protected from potential abuse or misuse from outside entities by the GSA general support systems, such as the internal network. Discuss the following: 

· Any controls in place on the general support system that add protection for the application. 
· If the application is processed on another system(s), include the name of the organization, system name, and, if one exists, its unique system identification. I
· Indicate how the application owner has acknowledged understanding of the risk to application information that is inherent in processing on the general support system or in transmitting information over networks.
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SDLC DOCUMENT 11 -- PROJECT MANAGEMENT PLAN

The Project Management Plan is prepared for all projects. It is one of several key project-planning documents that use a building-block approach to planning. It is a vehicle for documenting project scope, tasks, schedule, allocated resources, and interrelationships with other projects. It also provides details about the involved functional units, required job tasks, cost and schedule performance measurement, and milestone and review scheduling.

The project management plan is the parent document, to which all of the other system development life cycle documents attach. 

Revisions to the Project Management Plan occur at the end of each phase
and as information becomes available. 
Software tools designed for work breakdown structures, Gantt charts, network diagrams, and activity detail reports are available and should be used to complete the project management plan. 

The size of the project management plan should be commensurate with the size and complexity of the systems development effort and should generally follow the outline attached.

Use information from documents prepared early in the system development life cycle, such as the system boundary document.

Introduction.  Describe the project management plan purpose and scope.

· Project Description. Describe the project in as much detail as is required to understand its nature. Identify the project by name and summarize the project's objectives.

· Project Background. Describe why the project is important to the organization, its mission, and the capabilities the project will provide to the organization. Include any background or history that is important to understanding the project.

· Project Development Strategy. Provides an overview of the development strategy selected for the project. The strategy might include prototyping the system, using commercial software, or converting an existing system from one hardware and software architecture to another.
· Organization of the Project Plan. Describes the organization of the project management plan.

· Points of Contact. Identify the project management key points of contacts, specifically including the program manager, the project manager, the integrated project team, and any additional points of contact. This is elaborated more fully in the next section, Organization and Responsibilities.

· Project References. List the key project references and project management documents produced to date.  The references might include cost-benefit analyses, existing documentation describing internal processes, or existing documentation of the system if the project is a system modernization or enhancement effort.

· Glossary. Provide a glossary of the terms and abbreviations used in the project management plan. If the glossary is lengthy, attach it as an appendix.

Organization and Responsibilities. Identify the organizations and personnel with significant project roles, and responsibilities. Describe team structures, reporting responsibilities and relationships, and guidelines for status reporting. Provide a roles and responsibilities matrix. Identify the organizational sponsor for the project; the manager responsible for the day-to-day project administration; and the quality assurance organization; the configuration management organization

· Project Description, Schedule, and Resources. List the tasks and activities to be completed within each phase of the project. Use work breakdown structures and other diagrams and tables to list tasks and show interrelationships. Provide a description of each task and its schedule, budget, and management.

· Project Work Breakdown Structure. Include work breakdown structures for the project. The work breakdown structure is a plan that identifies tasks, subtasks, activities, to organize what and how the work is to be done to accomplish the end result. It lists products produced and tasks performed at the various phases of the project life cycle. The work breakdown structure defines the products to be developed or produced and relates the elements of work (tasks) to be accomplished, to each other and to the end products. 

· Summary Work Breakdown Structure. Summarize the work breakdown structure – provide the first three levels of the project work breakdown. The summary work breakdown structure is used for management presentations but is not used for detailed day-to-day project management. 

· Project Work Breakdown Structure. Describe the detailed work breakdown structure that is used for the day-to-day management of the project. The project work breakdown structure includes all project products and work elements, or tasks. It includes work performed by government staff and contractor staff. The project work breakdown structure may be modified, as necessary, during the system development life cycle. For a software system development project, the structure of the project work breakdown structure should reflect the project lifecycle phases. 

The structure of the project work breakdown structure should be customized to best manage project and its planned life cycle. 

· Contract Work Breakdown Structure. Describes the contract work breakdown structure that covers the products and work elements, or tasks, from the project work breakdown structure that will be performed by a contractor. In addition to items derived from the project work breakdown structure, the contract work breakdown structure includes contractor-specific items that may not be reflected in the project work breakdown structure. There may be multiple contractor work breakdown structures.

The contractor may be responsible for a given part of the project development activities such as quality assurance, for a specific part of the development life cycle such as the requirements definition phase, or for the entire development process. A preliminary contractor work breakdown structure may be included in the acquisition plan. The contract line items, configuration items, contract work statement tasks, contract specification, and contractor responses will typically be expressed in terms of the preliminary contractor work breakdown structure.

· Work Breakdown Structure Dictionary. A work breakdown structure dictionary provides detailed descriptions of each work breakdown structure element. Each work breakdown structure dictionary entry should contain a title that is the same as the work breakdown structure element it amplifies; a narrative describing the work represented by the element; the effort required in person hours; the most likely duration in calendar days; and references to any special skills or resources required to accomplish the work. Work breakdown structure dictionary entries should be completed only for the lowest-level work breakdown structure elements. 

· Resource Estimates. Estimate, for each work breakdown structure element, the amount of effort required, by resource category. Use available tools to estimate, store, and output resource requirements per work breakdown structure element. This is all used in the next part of the project plan.

· Schedule. Present the project schedule. Document assumptions made about task duration, resource availability, milestones, constraints, and optimization criteria. Provide the schedule in the forms of Gantt charts, milestone tables, and deliverables and dates lists.

· Acquisition Plan.  Attach or reference the acquisition plan prepared with the Acquisition Wizard. 
· Communication Plan. Discuss frequencies, target audiences, media, sources, formats, locations, forms, and types of information delivered in each kind of communication. Periodic status reports, newsletters, bulletins, problem reports, issues lists, status and review meetings, team meetings, and other forms of communication should all be carefully considered and documented when creating the communication plan. The communication plan should be in the form of a communication item audience matrix.

· Project Standards and Procedures. Include technical standards, business-related standards, and quality assurance standards.  Use agency adopted standards, found in the enterprise architecture. Technical standards and procedures include such things as naming conventions, walk-through requirements, configuration management rules, security standards, documentation requirements, tools, modeling techniques, and technical contractual obligations. Business-related standards and procedures include such things as procedures for scope changes, requirements changes, costing, earned value implementation, and sign-off standards. Quality assurance standards and procedures include such things as review processes, testing procedures, and defect tracking requirements. Quality assurance may also provide standards on the use of metrics. 

· Risk Management. Attach or reference the risk management plan prepared during the system development concept phase of the life cycle. Modify the risk management plan as necessary to address categories of risk or different risk-inducing factors.

Security and Privacy. Review security and privacy requirements for the project. Attach or reference the system security plan.

· Privacy Issues. Identify privacy issues and how they will be addressed. Perform a preliminary analysis of the potential privacy impacts. 

· Computer Security Activities. Reviews and assess security risk assessment and computer security planning requirements to assure that all system vulnerabilities, threats, risks, and privacy issues will be identified and that an accurate determination will be made of the sensitivity of the system and its information. 

KEEP THE PROJECT MANAGEMNET PLAN UP TO DATE. APPEND THE OTHER SYSTEMS DEVELOPMENT LIFE CYCLE DOCUMENTS TO THE PROJECT MANAGEMENT PLAN.
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SDLC DOCUMENT 12 --VERIFICATION AND VALIDATION PLAN

Introduction Establish the context for the verification and validation document. 

Verification and validation is simply the testing strategy for the system development project.  

Verification and Validation Requirements and Measurement Criteria Presents the verification and validation requirements in one of several formats: 

· The total V&V requirements, with all worksheets and phase information;
· A summary of requirements information; and 

· A statement of project level information, with phase data presented later.
· Verification and Validation Requirements and their Importance Describe the functional, performance, reliability or other requirements and why they are important to this system or subsystem.

· Measurement Criteria for each Requirement Describe general, product specific or phase specific measurement criteria for the each requirement.

· References/related documents List documents used to develop the verification and validation plan. The system boundary document, the benefit cost study, the feasibility study would likely be cited.

Phase by Phase Verification and Validation Plans Describe the verification and validation approach by phases, products, major reviews and checkpoints, and practices common to all phases. Then present the specific activities to be carried out phase by phase.

· Project Background and Summary Information List the project phases, their products, and both management and technical reviews.

· Planning Phase Verification and Validation Activities For each phase, list the following information.

· V&V activities

· V&V techniques and tools selected, including reviews and analysis methods

· Required support tools, automated and other

· Roles and responsibilities

· Schedules

· Budgets

· Personnel

· Requirements Analysis Phase
· Design Phase
\
· Development Phase
· Integration and Test Phase
· Implementation Phase
· Operations and Maintenance Phase
Appendix A Project and Environmental Considerations
            A. Technical Issues
            B. Project Constraints
            C. Computing Resources

Appendix B Technique and Tool Selection Information
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If both a government and a contractor systems engineering management plan are needed, the contents should be coordinated and integrated such that the technical management plans for the project are unambiguous to all concerned.

Introduction Identify the project and the applicable organizations, (contractor, government, or both.

· Executive Summary. Summarize the technical plan. List major subordinate plans. Describe the project with emphasis on complexities and challenges that are addressed by the technical development effort.

· Scope. Describe the applicability of the systems engineering management plan and assign general responsibilities for the required activities.

· Applicable Documents. List by title, version number, and issue date documents applicable to the systems engineering management plan.

System Engineering Process. Describe the system engineering process to be applied to the project and assign specific organizational responsibilities for the technical effort, to include contracted and subcontracted technical tasks. Detail or reference technical processes and procedures. Where these processes or procedures are developed as part of the project, show the dates and development schedule. 

· Systems engineering process planning. Address planning for the key system outputs, to include products, processes, and training people. The following may be included in this section:

· Major products. Include specification and product baseline development and control;
· System engineering process inputs. Include requirements documents and resolution instructions for conflicting requirements;
· Technical objectives. Include cost, schedule, and key performance objectives;
· Technical work breakdown structure. Describe how and when the technical work breakdown structure will be developed, to include development and tracking tool sets usage;
· Contracted and subcontracted technical efforts. Describe the integration of contracted and subcontracted technical efforts;

· Processes. Describe the use of established technical processes and standards;
· Process development. Describe processes to be developed as part of the project, together with the schedule for their development;

· Constraints. List any significant constraint to the technical effort.
· Requirements Analysis Describe the methods, procedures, and tools used to analyze project requirements. Specify tools used to capture and trace project requirements.

· Functional analysis/allocation Address the methods and tools used analyze the project requirements and allocate them down into project component functional requirements.

· Synthesis. Address the methods and tools used to analyze the functional requirements and allocate those requirements to a physical project component.

· System Analysis. Describe the processes and procedures to be used for formal and informal trade studies, to include system and cost-benefit effectiveness analyses. Include the risk management approaches to be used on the project.

· System Control. Describe the control strategies for the following:

· Configuration management 

· Data management 

· Technical performance measurement

· Quality control Interface management 

· Schedule tracking and control 

· Formal technical reviews 

· Informal technical reviews/interchanges 

· Contractor, subcontractor and supplier control 

· Requirements control

· Technology Refreshment. Describe the plans to establish and maintain a viable technological baseline during project development. Describe the strategy to be used during development to ensure refreshment remains a viable option during future project operations.

Implementation Planning Outline the planned activities leading to project implementation. Included in this area may be plans for:

· Test and evaluation

· Transition of technical baselines to operations and maintenance

· Supportability planning

· Facilities planning

· Operations and user training development

· Project integration into an existing system-of-systems architecture

Specialty Engineering Planning. Outline any special subject applicable to the project not covered in a previous section.
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Introduction A requirement is a condition that the application must meet for the customer to find the application satisfactory. A requirement has the following characteristics: 

· It provides a benefit to the organization; 
· That benefit is directly traceable to the business objectives and business processes in the Five Year IT or Strategic Plan;
· It describes the capabilities the application must provide in business terms;
· It does not describe how the application provides that capability;
· It does not describe such design considerations as computer hardware, operating system, and database design;
· It is stated in unambiguous words;
· Its meaning is clear and understandable;
· It is verifiable. 

The functional requirements document is a formal statement of an application's functional requirements. The functional requirements document has the following characteristics:

· It demonstrates that the application provides value to the DOJ in terms of the business objectives and business processes in the 5-year plan; 
· It contains a complete set of requirements for the application. 
· It leaves no room for anyone to assume anything not stated in the FRD; 
· It is solution independent. The FRD is a statement of what the application is to do -- not of how it works. The FRD does not commit the developers to a design. For that reason, any reference to the use of a specific technology is entirely inappropriate in an FRD. 

· Project Description Provide an overview of the project. Summarize the conditions that created the need for the system. Describe the business objectives and business processes from the concept of operations document and the benefit cost analysis that the system supports. 

List the assumptions and constraints. Assumptions are future situations, beyond the control of the project, whose outcomes influence the success of a project. 

The following are examples of assumptions:

· Availability of hardware and software platforms; 
· Pending legislation; 

· Developments in technology

Constraints are conditions outside the control of the project that limit the design alternatives. The following are examples of constraints: 

· Government regulations; 

· Standards imposed on the solution; 

· Strategic decisions

Be careful to distinguish constraints from preferences. Constraints exist because of real business conditions. Preferences are arbitrary. For example, delivery date is a constraint only if there are real business consequences that can happen as a result of not meeting the date. An arbitrarily chosen date is a preference. Preferences, if included in the functional requirements document, should be noted as such. 
Name the applications with which the subject application must interface

· Points of Contact. List the names, titles, and roles of the major participants in the project.

· Document References Name the documents that were sources for the functional requirements document. Include meeting summaries, white paper analyses, the concept of operations, the benefit cost analysis, and other system development life cycle documents. 

Functional Requirements The functional requirements describe the core functionality of the system. Include both the data and functional process requirements. 

· Data Requirements Describe the data requirements by producing a logical data model, which consists of entity relationship diagrams, entity definitions, and attribute definitions. This is called the application data model. The data requirements describe the business data needed by the application system. Data requirements do not describe the physical database. 

· Functional Process Requirements Process requirements describe what the application must do. Process requirements relate the entities and attributes from the data requirements to the users' needs.

State the functional process requirements in a manner that enables the reader to see broad concepts decomposed into layers of increasing detail. 

Process requirements may be expressed using data flow diagrams, text, or any technique that provides the following information about the processes performed by the application:

· Context;

· Detailed view of the processes;

· Data (attributes) input to and output from processes;

· Logic used inside the processes to manipulate data;

· Accesses to stored data;

· Processes decomposed into finer levels of detail.

Operational Requirements Operational requirements describe the non-business characteristics of a system. State the requirements in this section.

Do not state how these requirements will be satisfied. For example, in the reliability section, answer the question, "How reliable must the system be?" Do not state what steps will be taken to provide reliability.
Distinguish preferences from requirements. Requirements are based on business needs. Preferences are not. If, for example, the user expresses a desire for sub-second response but does not have a business-related reason for needing it, that desire is a preference, not a requirement. 

· Security The system security plan describes the need to control access to the data. Discuss here controlling who may view and alter system data. State the consequences of the following breaches of security in the subject application:
· Erasure of contamination of application data

· Disclosure of Government secrets

· Disclosure of privileged information about individuals

State the type(s) of security required. Include the need for the following as appropriate: 

· State if there is a need to control access to the facility housing the application. 
· State the need to control access by class of users. For example, "No user may access any part of this application who does not have at least a (specified) clearance."
· State the need to control access by data attribute. State, for example, if one group of users may view an attribute but may not update it while another type of user may update or view it.
· State the need to control access based on system function. State for example, if there is a need to grant one type of user access to certain system functions but not to others. For example, "This function is available only to the system administrator."
· State if there is a need for accreditation of the security measures adopted for this application. For example, “C2 protection must be certified by an independent authorized.”
· Audit Trail List the activities that will be recorded in the application's audit trail. For each activity, list the data to be recorded. 

· Data Currency Data currency is a measure of how recent data are. This section answers the question, "When the application responds to a request for data how current must those data be?" Answer that question for each type of data request. 

· Reliability Reliability is the probability that the system will be able to process work correctly and completely without being aborted. State the following in this section:

· What damage can result from this system's failure? Consider factors such as:
· Loss of human life; 

· Complete or partial loss of the ability to perform a mission-critical function; 

· Loss of revenue;

· Loss of employee productivity

· What is the minimum acceptable level of reliability? State required reliability in any of the following ways:

· Mean Time between Failure is the number of time units the system is operable before the first failure occurs. 

· Mean Time to Failure is computed as the number of time units before the system is operable divided by the number of failures during the time period. 

· Mean Time to Repair is computed as the number of time units required to perform system repair divided by the number of repairs during the time period. 

· Recoverability Recoverability is the ability to restore function and data in the event of a failure. Answer the following questions in this section:

· In the event the application is unavailable to users (down) because of a system failure, how soon after the failure is detected must function be restored?
· In the event the database is corrupted, to what level of currency must it be restored? For example "The database must be capable of being restored to its condition on no more than one hour before the corruption occurred."
· If the process site (hardware, data, and onsite backup) is destroyed how soon must the application be able to be restored?

· System Availability System availability is the time when the application must be available for use. Required system availability is used in determining when maintenance may be performed. State the hours (including time zone) during which the application is to be available to users. For example, "The application must be available to users Monday through Friday between the hours of 6:30 a.m. and 5:30 p.m. EST." If the application must be available to users in more than one time zone state the earliest start time and the latest stop time. Include the times when usage is expected to be at its peak. These are the times when system unavailability is least acceptable. 

· Fault Tolerance Fault tolerance is the ability to remain partially operational during a failure. Describe the following:

· Which functions need not be available at all times?
· If a component fails what (if any) functions must the application continue to provide?
· What level of performance degradation is acceptable?

For most applications, there are no fault tolerance requirements. When a portion of the application is unavailable there is no need to be able to use the remainder for the application. 

· Performance Describe the requirements for the following:

· Response time for queries and updates;
· Throughput;
· Expected volume of data;
· Expected volume of user activity -- for example, number of transactions per hour, day, or month.

· Capacity List the required capacities and expected volumes of data in business terms. For example, state the number of cases about which the application will have to store data – state "The project volume is 600 applications for naturalization per month."  State capacities in terms of the business. Do not state capacities in terms of system memory requirements or disk space. 

· Data Retention Describe the length of time the data must be retained. For example, "information about an application for naturalization must be retained in immediately accessible from for three years after receipt of the application." 

Requirements Traceability Matrix The requirements traceability matrix provides a method for tracking the functional requirements and their implementation through the development process. Each requirement is included in the matrix along with its associated section number. As the system development progresses, the requirements traceability matrix is updated to reflect each requirement's status. When the product is ready for system testing, the matrix lists each requirement, what product component addresses it, and what test verifies that it is correctly implemented. Include columns for each of the following in the requirements traceability matrix:

· Requirement description;
· Requirement reference in the functional requirements document;
· Verification method;

· Requirement reference in the test plan.

Appendix A-Glossary Include business terms peculiar to the application. Do not use technology-related terms. 
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SDLC DOCUMENT 15 -- TEST AND EVALUATION MASTER PLAN

The test and evaluation master plan identifies the tasks and activities needed to be performed so that all aspects of the system are adequately tested and that the system can be successfully implemented. The test and evaluation master plan documents the scope, content, methodology, sequence, management of, and responsibilities for test activities. It describes the test activities of the subsystem integration test, the system test, the user acceptance test, and the security test in progressively higher levels of detail as the system is developed. 

The test and evaluation master plan provides guidance for the management of test activities, including organization, relationships, and responsibilities. The test case procedures may be included in the test and evaluation plan or in a separate document, depending on system size. 

The users assist in developing the test and evaluation master plan. This provides a basis for verification of test results and validation of the system. A test analysis report is developed at each level of testing to record the results of the testing and to certify readiness for system implementation. 

Problems, deficiencies, modifications, and refinements identified during testing or implementation should be tracked under configuration control and tested using the same test procedures as those described in the test and evaluation master plan. Specific tests may need to be added to the plan at that time, and other documentation may need updating upon implementation. 

Notification of implemented changes to the initiator of the change request or problem report and to the users of the system is handled as part of the configuration control process. 

Purpose Present a clear, concise statement of the purpose for the project test and evaluation master plan and identify the system being tested. Include a summary of the functions of the system and the tests to be performed. 

Background Provide a project history summary. Identify the user organization and the location where the testing will be performed. Describe any prior testing and note results that may affect this testing.

Scope Describe the projected boundaries of the planned tests. Include a summary of any constraints imposed on the testing, whether they are because of a lack of specialized test equipment, or constraints on time or resources. Describe constraints in greater detail in the limitations and traceability section. 

Glossary Provide a list of all terms and abbreviations used in this document. If the list is several pages in length, it may be placed as an appendix. 

Limitations and Traceability Elaborate on the constraints and limitations summarize in the scope section and cross-references functional requirements and detailed specifications to the tests that demonstrate or partially demonstrate that capability.

· Limitations Describe limitations imposed on the testing, whether they are because of a lack of specialized test equipment, constraints on time, or limited resources. State what steps, if any, are being taken to reduce program risk because of the test limitations. 

· Traceability -- Functional Requirements Traceability Matrix Expand the traceability matrix created in the functional requirements document by identifying test activities that address user requirements. The matrix begins with the user requirements and assists in tracing how the requirements are addressed in subsequent phases and documents, including the system design document and the test and evaluation master plan. The matrix may be broken up into segments, if appropriate. For example, a separate matrix of test plan sections that reference particular sections in the system design document in the Design phase may be provided. The intent is to show that the test plan covers all functionality, performance, and other requirements associated with each design element (unit, module, subsystem, and system) in the system design document. 

When a test supports a particular requirement, the relationship should be noted at their intersection in the matrix. 

The requirements may be explicitly stated or may be derived or implicit. All explicit requirements must be included. The granularity of the list should be detailed enough that each requirement is simple and testable.

· Test Plans Describe the levels of tests that take place during development -- integration, system security, and user acceptance tests -- and the planning that is needed. The test environment is described in terms of milestones, schedules, and resources needed to support testing. Include who is responsible for setting up the test environment, developing test data to be used during the test (if necessary), developing the tests, and performing the tests.

· Test Levels This section should include a list of the types of software testing to be performed. List all applicable levels and enter "Not applicable" if a particular level of testing does not apply to the project. 

· Subsystem Integration Test Discuss the tests that examine the subsystems made up of integrated groupings of software units and modules. This is the first level of testing where problem reports are generated; these reports are classified by severity, and their resolution is monitored and reported. Subsystem integration test results -- including the test data sets and outputs produced from the tests -- may be delivered as part of the final test plan with the integration test analysis report or as an appendix.

· System Test Describe the type of testing that determines system compliance with standards and satisfaction of functional and technical requirements when executed on target hardware using simulated operational data files and prepared test data. System documents and training manuals are examined for accuracy, validity, completeness, and usability. During this testing period, software performance, response time, and ability to operate under stressed conditions are tested. External system interfaces are also tested. Findings are recorded in a system test analysis report. 

·  User Acceptance Test Describes the tests performed in a non-production environment that mirrors the environment in which the system will be fielded. Every system feature should be tested for correctness and satisfaction of functional requirements. Evaluate system interoperability, all documentation, system reliability, and the level to which the system meets user requirements. Performance tests may be executed to ensure that screen response time, program run time, operator intervention requirements, and reconciliation issues are addressed.

· Security Test Describe the tests performed to determine if the system meets all of the security requirements listed in the functional requirements document. Include internal controls and system security features identified in the context of security testing. Security testing is performed in the operational or production environment under the guidance of the security staff. 

· Test Environment and Schedules Provide a brief description of the inputs, outputs, and functions of the software being tested. 
· Software Description List the software being tested. Provide a description of the purpose of the software that is being tested and list any interfaces to subsystems or other components of the system. 

· Milestones Lists the milestone events and dates for the testing. 

· Organizations and Locations Provide information on the participating organizations and the location where the software will be tested. 

· Schedule Present the detailed schedule of dates and events for the tests, by location. Events should include familiarization, training, test data set generation, and collections, as well as the volume and frequency of the input for testing. 

· Resource Requirements Define the resource requirements for the testing. 

· Equipment. State the expected period of use, types, and quantities of equipment needed.

· Software. List other software needed to support testing that is not part of the software being tested. This should include debugging software and programming  aids as well as many current programs to be run in parallel with the new software to ensure accuracy; any drivers or system software to be used in conjunction with the new software to ensure compatibility and  integration; and any software required to operate the equipment and record test results. 

· Personnel. This section lists the number of, skill types of, and schedules for personnel - from the user, database, quality assurance, security, and development groups - who will be involved in the test. Include any special requirements, such as multiple-shift operation or key personnel. 
· Testing Material Describe the documents needed to perform the tests.

· Test Training Describe or reference the plan for providing user training for the software being tested. Specify the types of training, personnel to be trained, and the training staff. 

· Test Methods and Evaluation Document the test methodologies, conditions, test progression or sequencing, data recording, constraints, criteria, and data reduction. 

· Methodology. Describe the general methodology or testing strategy for each type of testing described in this test plan. 

· Conditions. Specify the type of input to be used, such as real-time entered test data or canned data for batch runs. Describe the volume and frequency of the input, such as the number of transactions per second tested.  Sufficient volumes of test transactions should be used to simulate live stress testing and to incorporate a wide range of valid and invalid conditions. Data values used should simulate live data and also test limited conditions. 

· Test Progression. Describe the manner in which progression is made from one test to another, so the entire cycle is completed. 

· Data Recording. Describe the method used for recording test results and other information about the testing. 

· Constraints. Explain anticipated limitations on the test because of test conditions, such as interfaces, equipment, personnel, and databases.

· Criteria Describe the rules to be used to evaluate test results, such as range of data values used, combinations of input types used, or maximum number or allowable interrupts or halts. 

· Data Reduction. Describe the techniques that will be used for manipulating the test data into a form suitable for evaluation - such as manual or automated methods - to allow comparison of the results that should be produced to those that are produced. 

Test Description Describe each test to be performed. Tests at each level should include verification of access control and system standards, data security, functionality, and error processing. As various levels for testing (subsystem integration, system, user acceptance testing, and security) are completed and the test results are documented, revisions or increments for the test and evaluation master plan can be delivered. The subsections of this section should be repeated for each test within the project. If there are many tests, place them in an appendix. 

· Test Name Identify the test to be performed for the named module, subsystem, or system and addresses the criteria discussed in the subsequent sections for each test. Do this for each test.

· Test Description Describe the test to be performed. Tests at each level of testing should include those designed to verify data security, access control, and system standards; system/subsystem/unit functionality; and error processing as required. 

· Control Describe the test control-such as manual, semiautomatic, or automatic insertion of inputs; sequencing of operations; and recording of results. 

· Inputs Describe the data input commands used during the test. Provide examples of input data. Input data listings may also be requested in computer readable form for future use in regression testing. 

· Outputs Describe the output data expected as a result of the test and any intermediate messages or display screens that may be produced.

· Procedures Specify the step-by-step procedures to accomplish the test. Include test setup, initialization steps, and termination. Include effectiveness criteria or pass criteria for each test procedure. 
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This interface control document is for specification of interfaces that move information between two systems. 

Scope Describe how the interface control document defines systems interfaces. 

State that this interface control document specifies the interfaces between the system under development and other systems, each of which should be named. Once the responsible party for each participating system approves the interface controls for that systems interface, the interface controls for that system are to be incorporated into the requirements baseline for each system.

· System Identification Fully identify the systems with which the system under development will interface. Include information about the system developers and the interfacing organizations. A separate paragraph should be included for each system that comprises an interface. 

· System 1 The information provided in this paragraph should identify the systems participating in the interface, the parties developing and maintaining the systems, and the system owner. 
· System n The information provided in this paragraph should identify the systems participating in the interface, the parties developing and maintaining the systems, and the system owner.

· Reference Documents List the number, title, revision, and date of documents referenced or used in the preparation of this document. 

Description Provide a description of the interface between the system under development and the system to be interfaced. 

· System Overview Describe the interface and the data exchanged between the interfaces. Further information on the functionality and architecture of the participating systems is given the subsequent sections. In particular, each system should be briefly summarized with special emphasis on the functionality related to the interface. The hardware and software components of each system are also identified. 

Describe the functionality and architecture of the interfacing system as it relates to the proposed interface. Summarize the system with emphasis on functionality, including identification of the hardware and software components that relate to the interface. If more than one external system is to be part of the interface being defined, include additional sections at this level for each additional external system. 

· Functional Allocation Briefly describe what operations are performed on each system involved in the interface and how the end users will interact with the interface being defined. If the end user does not interact directly with the interface being defined, describe the events that trigger the movement of information using the interface being defined.
· Data Transfer Describe how data will be moved between the component systems of the interface being defined. Include descriptions and diagrams of how connectivity among the systems will be implemented and of the type of messaging or packaging of data that will be used to transfer data among the systems. If more than one interface between these two systems is defined each should be identified in this section. A separate subsection may be included for each interface.

· Transactions Briefly describe the types of transactions that will be utilized to move data between the component systems of the interface being defined. If multiple types of transactions will be utilized for different portions of the interface, a separate section may be included for each interface. Where an interface contains physical requirements that are imposed upon one or both of the interfacing systems, describe them here. If an interface has no physical requirements, then so state.

· Security and Integrity If the interface has security and integrity requirements, describe how access security and data transmission security will be implemented. Include a description of the transmission medium to be used and whether it is a public or a secure line. Describe of how data will be protected during transmission and how data integrity will be guaranteed. Describe how the two systems can be certain that they are communicating with each other and not with another system masquerading as one of them. Describe how an individual on one system can be audited and held accountable for resulting actions on the other component of the interface. An interface that is completely self-contained, such as movement of data between systems resident in the same computer room may not have any security requirements in which case it should be so stated, with an explanation of why the interface has no security and integrity requirements. 

Detailed Interface Requirements Specify the requirements for one or more interfaces between two systems. Include explicit definitions of the content and format of every message or file that may pass between the two systems and the conditions under which each message or file is to be sent. If an interface between the two systems is to be implemented incrementally, identify the implementation phase in which each message will be available 

The template contained in Section 3.1, including subsections, provides a generic approach to interface requirements definition. The specific interface definition should include only subsections relevant to the interface being defined and considerable liberty may be taken in the organization of Section 3.1 subsections. Where types of information not specified in Section 3.1 are required to clearly define the interface, additional subsections should be added. Other readily available documents, such as data dictionaries, standards for communication protocols, and standards for user interfaces, may be referenced in place of stating the information here. It may useful to include copies of such documents as attachments to the interface control document. Where possible, use tables and figures to enhance the understandability of the interface definition. In defining interface requirements, clearly state which of the interfacing systems the requirement is being imposed upon 

For ease of updates and understanding systems with multiple interfaces, this section may be included as an Appendix to the interface control document. .

· Interface 1 Requirements Summarize the interface. Describe what data protocol, communication methods, and processing priority are used by the interface. Data protocols used may include messages and custom ASCII files. Communication methods may include electronic networks or magnetic media. Indicate processing priority if information is required to be formatted and communicated as the data is created, as a batch of data is created by operator action, or in accordance with some periodic schedule. Requirements for specific messages or files to be delivered within a set interval of time should be included. 

· Interface Processing Time Requirements If information is required to be formatted and communicated as the data is created, such as if a batch of data is created by operator action or in accordance with some periodic schedule, define the processing priority. Requirements for specific messages or files to be delivered to the communication medium within a set interval of time should be included. State the priority that the interfacing entities must assign to the interface. Priority may be stated as performance or response time requirements defining how quickly incoming traffic or data requests must be processed by the interfacing system to meet the requirements of the interface. Considerable latitude should be given in defining performance requirements to account for differences in hardware and transaction volumes at different installation sites of the interfacing systems. Response time requirements, which are impacted by resources and are beyond the control of the interfacing systems, such as communication networks, are beyond the scope of an interface control document.

· Message or File Requirements Specify the requirements for one or more interfaces between two systems. This includes explicit definitions of and the conditions under which each message is to be sent. Describe the characteristics and attributes of the command. 

· Data Assembly Characteristics. Use the following  paragraphs to define the content and format of every message, file, or other data element assembly, such as records, arrays, displays, or reports. In defining interfaces where data is moved among systems, define the packaging of data to be utilized. The origin, structure, and processing of such packets will be dependent on the techniques used to implement the interface. Define required characteristics of data element assemblies that the interfacing entities must provide, store, send, access or receive. 

When relevant to the packaging technique used, the following information should be provided:

· Names/identifiers

· Project-unique identifier

· Non-technical (natural language) name

· Technical name (e.g., record or data structure name in code or database) 

· Abbreviations or synonymous names

· Structure of data element assembly

· Visual and auditory characteristics of displays and other outputs (such as colors, layouts, fonts, icons and other display elements, beeps, lights) where relevant

· Relationships among different types of data element assemblies used for the interface

· Priority, timing, frequency, volume, sequencing, and other constraints, such as whether the assembly may be updated and whether business rules apply

· Sources (setting/sending entities) and recipients (using/receiving entities) 

· Field/Element Definition. Define the characteristics of individual data elements that comprise the data packets defined above. These subsections may be combined into one section in which the data packets and their component data elements are defined in a single table. Data element definitions should include only features relevant to the interface being defined and may include such features as: 

· Names/identifiers

· Project-unique identifier

· Priority, timing, frequency, volume, sequencing, and other constraints, such as whether the data element may be updated and whether business rules apply

· GSA standard data element name

· Non-technical (natural-language) name

· Technical name (e.g. variable or field name in code or database)

· Abbreviation or synonymous names

· Data type (alphanumeric, integer, etc.)

· Size and format (such as length and punctuation of a character string)

· Units of measurement (such as meters, dollars, nanoseconds)

· Range or enumeration of possible values (such as 0-99)

· Accuracy (how correct) and precision (number of significant digits)

· Security and privacy constraints

· Sources (setting/sending entitles) and recipients (using or receiving entities) 

· Communication Methods Communication requirements include all aspects of the presentation, session, network and data layers of the communication stack to which both systems participating in the interface must conform. The following subsections should be included in this discussion as appropriate to the interface being defined and may be supplemented by additional information.

· Interface Initiation. Define the sequence of events by which the connections between the participating systems will be initiated. Include the minimum and maximum number of conceptions that may be supported by the interface. Also include availability requirements for the interface (e.g., 24 hours a day, 7 days a week) that are dependent on the interfacing systems. Availability requirements beyond the control of the interfacing systems, such as network availability, are beyond the scope of an interface control document.
· Flow Control. Specify the sequence numbering, legality checks, error control and recovery procedures that will be used to manage the interface. Include any acknowledgment (ACK/NAK) messages related to these procedures. 

· Security Requirements Specify the security features that are required to be implemented within the message or file structure or in the communications processes. Security of the communication methods used; include safety, security and privacy considerations, such as encryption, user authentication, compartmentalization, and auditing. For interactive interfaces, security features may include identification, authentication, encryption and auditing. Simple message broadcast or ASCII file transfer interfaces are likely to rely on features provided by communication services. Do not specify the requirements for features that are not provided by the systems to which the interface control document applies. If the interface relies solely on physical security or on the security of the networks and firewalls through which the systems are connected, so state. 
· Interface n Requirements When more than one interface between two systems is being defined in a single interface control document, each should be defined separately, including all of the characteristics described above. There is no limit on the number of unique interfaces that can be defined in a single interface control document. In general, all interfaces defined should involve the same two systems. 

Qualification Methods Define a set of qualification methods to be used to verify that the requirements for the interfaces defined have been met. Qualification methods include:

· Demonstration - The operation of interfacing entities that relies on observable functional operation not requiring the use of instrumentation, special test equipment, or subsequent analysis. 

· Test - The operation of interfacing entities using instrumentation or special test equipment to collect data for later analysis. 

· Analysis - The processing of accumulated data obtained from other qualification methods. Examples are reduction, interpretation, or extrapolation of test results. 

· Inspection - The visual examination of interfacing entities, documentation, and other related items.

· Special qualification methods - Any special qualification methods for the interfacing entities, such as special tools, techniques, procedures, facilities, and acceptance limits. 

Notes Provide any additional information that will aid in understanding the interface control document.
Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance such as lists of acronyms or abbreviations. 

Approvals Included a page for signatures of those individuals who have agreed to the interface defined in the interface control document. 

This record is maintained throughout the life of the document and summarizes the changes between approved versions of this document. Each new version of the document submitted for approval receives a sequential venison number.
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Background Provide a brief history about why the system is under development.

Purpose The purpose of the risk assessment is to assess the system's use of resources and controls, both implemented and planned, and to eliminate or manage vulnerabilities. The following possible vulnerabilities are assessed:

· Risks associated with the system operational configuration; 
· System's safeguards, threats and vulnerabilities; 
· New threats and risks that might exist and, therefore, will need to be addressed after the current system is replaced; 

The risk assessment is a determination of vulnerabilities that, if exploited, could result in the following:

· Unauthorized disclosure of sensitive information, including information falling within the purview of the Privacy Act of 1974; 
· Unauthorized modification of the system or its data; 
· Denial of system service or access to data to authorized users.

Scope The scope of this risk assessment is limited to the system with its present configuration. The scope includes physical, environmental, personnel, telecommunications, and administrative security services. Included within the scope are:

· Hardware
· Software

· Firmware

· Data

· Operating procedures

Assumptions  State that the system design and operating procedures will conform to the GSA information system security requirements. Describe how the system at the (identify the sites) will be configured according to a common hardware and software design, which is controlled under centralized configuration management procedures.

System Description Provide a description of the system to include hardware, software, firmware and any telecommunications involved in the operations of this system.

· System Attributes Provide a description of the system security attributes to include hardware, software, firmware and any telecommunications involved in the operations of the system.

· System Sensitivity Describe why the system handles information that is considered sensitive but unclassified, but which must be protected.

Systems Security System security includes technical security, personnel security, physical security, environmental security, administrative security, and information or data security.

· Administrative Security Describe the administrative policies and procedures provide employees with information about their responsibilities as users. Identify the written guidelines that employees must follow as they use the system in the performance of their duties.  Identify any training provided on how to use the system responsibly.

· Physical Security Explain how physical security at the facility will not be directly impacted by the systems. Describe how hardware, software and data are contained within the controlled areas of each facility. Explain how the system is in compliance with the current policies and procedures covering physical access to buildings, computer rooms/areas and human resources in the facilities.

· Technical Security Explain how equipment will be located within a locked, limited access room.

· Software Security Describe how systemic computer security for the system is provided the software security within the application. Address:

· Controls
- Single User Log-on Control
- Access Control

· Permissions 
- Resource Permissions
- User and File Permissions
- System Permissions

· Protection
- Data File Protection
- System Boot and Format Protection

- Object Reuse Protection

· Miscellaneous Features

- User changeable passwords
- Data encryption
- Audit trails 

· Telecommunications Security State if telecommunications security requirements applies for the system or, if it does not, state why the system does not currently apply.

· Personnel Security State that personnel developing the system have undergone the appropriate GSA background investigations. Affirm that only persons having duty assignments will be granted access to the computer programs, audit trail files, or any media associated with the system.

System Vulnerability Assessment Vulnerability assessment is a key component of a risk assessment, intended to identify system vulnerabilities and determine the likelihood of exploitation of those vulnerabilities. Identify vulnerabilities and take a systematic approach is taken to reduce risks to an acceptable level. Countermeasures or modification of the system design should be appraised and planned for as part of the acceptance of identified risks.

· Technical Vulnerability Provide a brief description of any technical vulnerabilities. Describe the countermeasures for the identified vulnerabilities..

· Personnel Vulnerability Provide a brief description of any personnel vulnerabilities. Describe the countermeasures for the identified vulnerabilities. 

· Telecommunication Vulnerability Provide a brief description of any telecommunication vulnerabilities. Describe the countermeasures for the identified vulnerabilities.

· Software Vulnerability Provide a brief description of any software vulnerabilities. Describe the countermeasures for the identified vulnerabilities.

· Environmental Vulnerability Provide a brief description of any environmental vulnerabilities. Describe the countermeasures for the identified vulnerabilities.

· Physical Vulnerability Provide a brief description of any physical vulnerabilities. Describe the countermeasures for the identified vulnerabilities..
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The Conversion Plan describes the strategies involved in converting data from an existing system to another environment. 

It is appropriate to reexamine the original system's functional requirements for the condition of the system before conversion to determine if the original requirements are still valid. 

Introduction Briefly describe the conversion plan purpose and reference points.

· Purpose and Scope Describe the purpose and scope of the conversion plan. Provide the information system name and identifying information about the system undergoing conversion. 

· Points of Contact Identify the program manager and system owner, if different. Provide the name of the responsible organization and key staff, including alternates, who serve as points of contact for the system conversion. 

· Project References Provide a bibliography of key project references and deliverables that have been produced before this point in the project development. These documents may have been produced in a previous development life cycle that resulted in the initial version of the system undergoing conversion or may have been produced in the current conversion effort as appropriate.

· Glossary Provide a glossary of all terms and abbreviations used in the plan. If it is several pages in length, it may be placed in an appendix.

Conversion Overview Provide an overview of the conversion effort, which are discussed in the subsequent sections.

· System Overview Provide an overview of the system undergoing conversion. Describe the general nature of the system including a summary description of the processes the system is intended to support. Discuss the type of data maintained, the operational sources, and the uses of the data.

· System Conversion Overview Provide an overview of the conversion effort.

· Conversion Description Describe the system structure and its major components. If only selected parts of the system will undergo conversion, identify which components will and will not be converted. If the conversion process will be organized into discrete phases, identify which components will undergo conversion in each phase. Include hardware, software, and data as appropriate. Charts, diagrams, and graphics may be included as necessary. Develop and continuously update a milestone chart for the conversion process. 

· Type of Conversion Describe the type of conversion effort. The software part of the conversion effort is usually one of the following types although other types of conversions may be defined:

· Intra-language conversion is a conversion between different versions of the same computer language or different versions of a software system, such as a database management system (DBMS), operating system, or local area network (LAN) management system.

· Inter-language conversion is the conversion from one computer language to another or from one software system to another.

· Same compiler conversions use the same language and compiler versions. Typically, these conversions are performed to make programs conform to standards, improve program performance, or convert to a new system concept. Same compiler conversions may require some program redesign and generally require some reprogramming.
· Conversion Strategy Describe the strategies for conversion of system hardware, software, and data.

· Hardware Conversion Strategy. Describe the system hardware conversion strategy, if any. Describe the new hardware environment, if appropriate.

· Software Conversion Strategy. Describe the conversion strategy to be used for software.

· Data Conversion Strategy. Describe the data conversion strategy, data quality assurance, and the data conversion controls.

· Data Conversion Approach. Describe the specific data preparation requirements and the data that must be available for the system conversion. If data will be transported from the original system, describe, in detail, 

the data handling, conversion, and loading  procedures. If the data will be transported using machine-readable media, describe the media characteristics.

· Interfaces. In the case of a hardware platform conversion, such as mainframe to client/server, describe any interfaces to other systems that may need reengineering. Describe the affected interfaces and the revisions required in each.

· Data Quality Assurance and Control. Describe the strategy to be used to ensure data quality before and after all data conversions. Describe the approach to data scrubbing and quality of data before they are moved to the new or system. The strategy and approach may be described in a formal transition plan or a document if appropriate.

· Conversion Risk Factors Describe the major risk factors in the conversion effort and strategies for their control or reduction. Include descriptions of the risk factors that could affect conversion feasibility, the technical performance of the converted system, the conversion schedule, and costs. Review 

· Conversion Risk Factors Review current backup and recovery procedures to assure they are adequate as well as operational.

· Conversion Tasks This section describes the major tasks associated with the conversion, including planning and pre-conversion tasks. 

· Conversion Planning. Describe the conversion effort planning. If planning and related issues have been addressed in other life-cycle documents, reference those documents in this section. The following list provides some examples of conversion planning issues that could be addressed:

· Analysis of the workload projected for the target conversion environment to ensure that the projected environment can adequately handle that workload and meet performance and capacity requirements;

· Projection of the growth rate of the data processing needs in the target environment to ensure that the system can handle the projected near-term growth, and that it has the expansion capacity for future needs;

· Analysis to identify missing features in the new (target) hardware and software environment that were supported in the original hardware and software and used in the original system;

· Development of a strategy for recoding, reprogramming, or redesigning the components of the system that used hardware and software features not supported in the target hardware and software environment but used in the original system.

· Pre-conversion Tasks Describe tasks that are logically separate from the conversion effort itself but that must be completed before the initiation, development, or completion of the conversion effort. Examples of such pre-conversion tasks include:

· Finalize decisions regarding the type of conversion to be pursued;

· Install changes to the system hardware, such as a new computer or communications hardware;

· Implement changes to the computer operating system or operating system components, such as the installation of a new local operating network operating system or a new windowing system;

· Acquire and install other software for the new environment, such a new database management system or document imaging system.

· Major Tasks and Procedures Define the major tasks associated with the conversion and the procedures associated with those tasks.

· Major Task Name. Provide a name for each major task. Provide a brief description of each major task required for the conversion of the system, including the tasks required to perform the conversion, preparation of data, and testing of the system. If some of these tasks are described in other life-cycle documents, reference those documents in this section. 

· Procedures This section should describe the procedural approach for each major task. Provide as much detail as necessary to describe these procedures. 

· Conversion Schedule Provide a schedule of activities to be accomplished during the conversion. Describe the pre-conversion tasks and major tasks for hardware, software, and data conversions described above should be included. Show the beginning and end dates of each task. Use charts as appropriate. 
· Security Provide an overview of the system security features and the security during conversion. 

· System Security Features Describe the system security features. Reference other life-cycle documents as appropriate. Describe the changes in the security features or performance of the system that would result from the conversion.

· Security During Conversion Addresses security issues specifically related to the conversion effort.

Conversion Support Describe the support necessary to implement the system. If there are additional support requirements not covered by the categories shown here, add others as needed.

· Hardware List support hardware to be used for the conversion.

· Software List the software and databases required to support the conversion. Describe the software tools needed to support the conversion effort, including the following types of software tools: 

· Automated conversion tools, such as software translation tools for translating among different computer languages or translating within software families (such as, between release versions of compilers and database management systems);

· Automated data conversion tools for translating among data storage formats associated with the different implementations (such as different database management systems or operating systems);

· Quality assurance and validation software for the data conversion that are automated testing tools;

· Computer-aided software engineering tools for reverse engineering of the existing application; 

· Computer-aided software engineering tools for capturing system design information and presenting it graphically;

· Documentation tools such as cross-reference lists and data attribute generators;

· Commercial off-the-shelf software and software written specifically for the conversion effort.

· Facilities Identify the physical facilities and accommodations required during the conversion period.

· Materials List support materials.

· Personnel Describe personnel requirements and any known or proposed staffing. Describe the training to be provided for the conversion staff. 

· Personnel Requirements and Staffing Describe the number of personnel, length of time needed, types of skills, and skill levels for the staff required during the conversion period.

· Training of Conversion Staff Address the training necessary to prepare the staff for converting the system. Provide a training curriculum, which lists the courses to be provided, a course sequence, and a proposed schedule. If appropriate, identify by job description which courses should be attended by particular types of staff. 

Training for users in the operation of the system is not presented in this section, but is normally included in the training plan.
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Introduction

· Purpose and Scope Describe the systems design document's purpose and scope.

· Project Executive Summary Describe the project from a management perspective and provide overview of the framework within which the conceptual system design was prepared. 

· System Overview Describe the system in narrative form using non-technical terms. The description should provide a high-level system architecture diagram showing a subsystem breakout of the system. The high-level system architecture or subsystem diagrams should show interfaces to external systems. Supply a high-level context diagram for the system and subsystems. Refer to the requirements traceability matrix in the functional requirements document to identify the allocation of the functional requirements into this design document.

· Design Constraints  Describe any constraints in the system design (reference any trade-off analyses conducted such, as resource use versus productivity, or conflicts with other systems) and include any assumptions made by the project team in developing the system design.

· Future Contingencies Describe any contingencies that might arise in the design of the system that may change the development direction. Possibilities include lack of interface agreements with outside agencies or unstable architectures at the time this document is produced. Address any possible workarounds or alternative plans.

· Document Organization Describe the systems design document organization.

· Points of Contact Provide the organization code and titles of the key points of contact (and alternates, if appropriate) for the information system development effort. The points of contact should include the project manager, program manager or system owner if different, user organization(s), quality assurance manager, security manager, and configuration manager. Add others as appropriate.

· Project References Provide a bibliography of key project references and deliverables that have been produced before this point. For example, the references might include the project management plan, the feasibility study, the benefit cost analysis, the acquisition strategy and plan (s), the quality assurance plan, the configuration management plan, the functional requirements document, and the interface control document. 

· Glossary Supply a glossary of the terms and abbreviations used in this document. If the glossary is several pages in length, it may be included as an appendix. 

System Architecture Describe the system and/or subsystem(s) architecture. Minimize references to external entities as they will be described in detail below in the external interfaces section.

· System Hardware Architecture Describe the system hardware and organization. Include a list of hardware components with a brief description of each item and provide diagrams showing the connectivity among the components. If appropriate, use subsections to address each subsystem.

· System Software Architecture Describe the system software and organization. Include a list of software modules -- this could include functions, subroutines, or classes, computer languages, and programming computer-aided software engineering tools, with a brief description of the function of each item. Use structured organization diagrams or object-oriented diagrams that show the segmentation levels down to the lowest level. All features on the diagrams should have reference numbers and names. Include a narrative that expands on and enhances the understanding of the functional breakdown. If appropriate, use subsections to address each module.

The diagrams should map to the FRD data flow diagrams, providing the physical process and data flow related to the FRD logical process and data flow.

· Internal Communications Architecture Describe the system’s internal communications. Provide a diagram depicting the communications path(s) between the system and subsystem modules. If appropriate, use subsections to address each architecture being employed. 

The diagrams should map to the functional requirements document context diagrams.
File  and Database Design The database administrator should help prepare this section. Reveal the final design of database management system files and the non-database management system files associated with the system. Add information as required. Provide a comprehensive data dictionary showing data element name, type, length, source, validation rules, maintenance (create, read, update, delete capability), data stores, outputs, aliases, and description. This can be included as an appendix.

· Database Management System Files Present the final design of the database management system files and include the following information, as appropriate (refer to the data dictionary):

· Refined logical model; provide normalized table layouts, entity relationship diagrams, and other logical design information; 

· A physical description of the database management system schemas, sub-schemas, records, sets, tables,  storage page sizes; Access methods (such as indexed, via set, sequential, random access, sorted pointer, array); 

· Estimate of the DBMS file size or volume of data within the file, and data pages, including overhead resulting from access methods and free space;

· Definition of the update frequency of the database tables, views, files, areas, records, sets, and data pages; estimate the number of transactions if the database is an online transaction-based system

· Non-Database Management System Files Provide a detailed description of the non-database management system files and include a narrative description of the usage of each file stating: if the file is used for input, output, or both; if the file is a temporary file; which modules read and write the file; and the file structures (refer to the data dictionary).The file structure information should:

· Identify record structures, record keys or indexes, and reference data elements within the records; 

· Define record length (fixed or maximum variable length) and blocking factors; 

· Define file access method--for example, index sequential, virtual sequential, random access; 

· Estimate the file size or volume of data within the file, including overhead resulting from file access methods; 

· Define the update frequency of the file; if the file is part of an online transaction-based system, provide the estimated number of transactions per unit time, and the statistical mean, mode, and distribution of those transactions.

Human-Machine Interface Provide the detailed system design with subsystems and inputs and outputs relative to the user or operator. Add additional information using to whatever structure best presents operator input and output designs. It may be appropriate to repeat these sections at both the subsystem and design module levels. Additional information may be added to the subsections if the suggested lists are inadequate to describe the project inputs and outputs.

· Inputs Describe the input media used by the operator for providing information to the system. Show a mapping to the high-level data flows. If appropriate, the input record types, file structures, and database structures provided in Section 3, File and Database Design, may be referenced. Include data element definitions, or refer to the data dictionary. Provide the layout of all input data screens or graphical user interfaces, such as windows. Provide a graphic representation of each interface. Define all data elements associated with each screen or graphical user interface, or reference the data dictionary. 

This section should contain edit criteria for the data elements, including specific values, range of values, mandatory/optional, alphanumeric values, and length. Also address data entry controls to prevent edit bypassing. 

Discuss the miscellaneous messages associated with operator inputs, including the following:

· Copies of form(s) if the input data are keyed or scanned for data entry from printed forms;

· Description of any access restrictions or security considerations Each transaction name, code, and definition, if the system is a transaction-based processing system; 

· Incorporation of the Privacy Act statement into the screen flow, if the system is covered by the Privacy Act 

· Outputs Describe the system output design relative to the user or operator; show a mapping to the high-level data flows described in Section 1.2.1. System outputs include reports, data display screens and GUIs, or query results. The output files are described in Section 3 and may be referenced in this section. The following should be provided, if appropriate: 

· Identification of codes and names for reports and data display screens; 

· Description of report and screen contents (provide a graphic representation of each layout and define all data elements associated with the layout or reference the data dictionary; 

· Description of the purpose of the output, including identification of the primary users; 

· Report distribution requirements, if any (include frequency for periodic reports); 

· Description of any access restrictions or security considerations.

Detailed Design Provide the information needed for a system development team to actually build and integrate the hardware components, code and integrate the software modules, and interconnect the hardware and software segments into a functional product. Address the detailed procedures for combining separate commercial packages into a single system. Every detailed requirement should map back to the functional requirements document and the mapping should be presented in an update to the requirements traceability. Include the requirements traceability matrix as an appendix to this design document. 

· Hardware Detailed Design A hardware component is the lowest level of design granularity in the system. Depending on the design requirements, there may be one or more components per system. This section should provide enough detailed information about individual component requirements to correctly build and/or procure all the hardware for the system (or integrate commercial software items.

If there are many components or if the component documentation is extensive, place it in an appendix or reference a separate document. Add additional diagrams and information, if necessary, to describe each component and its functions, adequately. Industry-standard component specification practices should be followed. For commercial software procurements, if a specific vendor has been identified, include appropriate item names. Include the following information in the detailed component designs:

· Power input requirements for each component; 

· Signal impedances and logic states; Connector specifications (serial/parallel, 11-pin, male/female, etc.); 

· Memory and/or storage space requirements; 

· Processor requirements (speed and functionality); 

· Graphical representation depicting the number of hardware items (for example, monitors, printers, servers, input output devices), and the relative positioning of the components to each other; 

· Cable type(s) and length(s); 

· User interfaces (buttons, toggle switches, etc.); 

· Hard drive/floppy drive and CD-ROM requirements; 

· Monitor resolution.

· Software Detailed Design A software module is the lowest level of design granularity in the system. Depending on the software development approach, there may be one or more modules per system. This section should provide enough detailed information about logic and data necessary to completely write source code for all modules in the system (and/or integrate commercial software programs).

If there are many modules or if the module documentation is extensive, place it in an appendix or reference a separate document. Add additional diagrams and information, if necessary, to describe each module, its functionality, and its hierarchy. Industry-standard module specification practices should be followed. Include the following information in the detailed module designs:

· A narrative description of each module, its function(s), the conditions under which it is used (called or scheduled for execution), its overall processing, logic, interfaces to other modules, interfaces to external systems, security requirements, etc.; explain any algorithms used by the module in detail; 

· For commercial software packages, specify any call routines or bridging programs to integrate the package with the system and/or other commercial software packages (for example, dynamic link libraries); 

· Data elements, record structures, and file structures associated with module input and output; 

· Graphical representation of the module processing, logic, flow of control, and algorithms, using an accepted diagramming approach (for example, structure charts, action diagrams, flowcharts, etc.);

· Data entry and data output graphics; define or reference associated data elements; if the project is large and complex or if the detailed module designs will be incorporated into a separate document, then it may be appropriate to repeat the screen information in this section; 

· Report layout 

· Internal Communications Detailed Design If the system includes more than one component there may be a requirement for internal communications to exchange information, provide commands, or support input/output functions. This section should provide enough detailed information about the communication requirements to correctly build and/or procure the communications components for the system. Include the following information in the detailed designs (as appropriate):

· The number of servers and clients to be included on each area network;

· Specifications for bus timing requirements and bus control;

· Format(s) for data being exchanged between components;

· Graphical representation of the connectivity between components, showing the direction of data flow (if applicable), and approximate distances between components; information should provide enough detail to support the procurement of hardware to complete the installation at a given location; 

· LAN topology. 

External Interfaces External systems are any systems that are not within the scope of the system under development. Describe the electronic interface(s) between this system and each of the other systems and/or subsystem(s), emphasizing the point of view of the system being developed. 

· Interface Architecture Describe the interface(s) between the system being developed and other systems. Include the interface architecture(s) being implemented, such as wide area networks, or gateways. Provide a diagram depicting the communications path(s) between this system and each of the other systems, which should map to the context diagrams in Section 1.2.1. If appropriate, use subsections to address each interface being implemented.

· Interface Detailed Design For each system that provides information exchange with the system under development, there is a requirement for rules governing the interface. This section should provide enough detailed information about the interface requirements to correctly format, transmit, and/or receive data across the interface. Include the following information in the detailed design for each interface (as appropriate): 

· The data format requirements; if there is a need to reformat data before they are transmitted or after incoming data is received, tools and/or methods for the reformat process should be defined; 

· Specifications for hand-shaking protocols between the two systems; include the content and format of the information to be included in the hand-shake messages, the timing for exchanging these messages, and the steps to be taken when errors are identified;

· Format(s) for error reports exchanged between the systems; should address the disposition of error reports; for example, retained in a file, sent to a printer, flag/alarm sent to the operator;

· Graphical representation of the connectivity between systems, showing the direction of data flow; 

· Query and response descriptions.

If a formal interface control document exists for a given interface, the information can be copied, or the interface control document can be referenced in this section. 

System Integrity Controls Sensitive systems are those that use information for which the loss, misuse, modification of, or unauthorized access to that information could affect the national interest, the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, U.S. Code, but that has not been specifically authorized under criteria established by an Executive Order or an act of Congress to be kept classified in the interest of national defense or foreign policy. 

Developers of sensitive systems are required to develop specifications for the following minimum levels of control:

· Internal security to restrict access of critical data items to only those access types required by users;

· Audit procedures to meet control, reporting, and retention period requirements for operational and management reports;

· Application audit trails to dynamically audit retrieval access to designated critical data; 

· Standard Tables to be used or requested for validating data fields 

· Verification processes for additions, deletions, or updates of critical data 

· Ability to identify all audit information by user identification, network terminal identification, date, time, and data accessed or changed.
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The Implementation Plan describes how the information system will be deployed, installed and transitioned into an operational system. The plan contains an overview of the system, a brief description of the major tasks involved in the implementation, the overall resources needed to support the implementation effort (such as hardware, software, facilities, materials, and personnel), and any site-specific implementation requirements. The plan is developed during the Design Phase and is updated during the Development Phase; the final version is provided in the Integration and Test Phase and is used for guidance during the Implementation Phase. The outline shows the structure of the Implementation Plan.

Introduction Provide a system overview and include any additional information that may be appropriate.

· Purpose Describe the purpose of the implementation plan. 

· System Overview Provides a brief overview of the system to be implemented, including a description of the system and its organization.

· System Description Provide an overview of the processes the system is intended to support. If the system is a database or an information system, provide a general discussion of the description of the type of data maintained and the operational sources and uses of those data. 
· System Organization Provide a brief description of system structure and the major system components essential to the implementation of the system. It should describe both hardware and software, as appropriate. Charts, diagrams, and graphics may be included as necessary.

· Project References Provide a bibliography of key project references and deliverables that have been produced before this point in the project development. For example, these references might include the project management plan, the acquisition plan, the functional requirements document, test plans, conversion plans, and the system design document.

· Glossary Provide a glossary of all terms and abbreviations used in the manual. If it is several pages in length, it may be placed in an appendix.

Management Overview Describe the implementation and it major tasks.

· Implementation Description Describe the system and the planned deployment, installation, and implementation approach.

· Points of Contact Identify the program manager or system owner, the responsible organization(s), and the staff who serve as points of contact for the system implementation. The points of contact could include the project manager, security manager, database administrator, configuration management manager, or other managers with responsibilities relating to the system implementation. The site implementation representative for each field installation or implementation site should also be included. List all managers and staff with whom the implementation must be coordinated.

· Major Tasks Describe each major task required for the implementation of the system. Add as many subsections as necessary to this section to describe all the major tasks adequately. The tasks described in this section are not site-specific, but generic or overall project tasks that are required to install hardware and software, prepare data, and verify the system. Include the following information for the description of each major task, if appropriate:

· What the task will accomplish; Resources required to accomplish the task; Key person(s) responsible for the task;

· Criteia for successful completion of the task;

· Example of major tasks are the following:

· Providing overall planning and coordination for the implementation; 

· Providing appropriate training for personnel; 

· Ensuring that all manuals applicable to the implementation effort are available when needed; 

· Providing all needed technical assistance; 

· Scheduling any special computer processing required for the implementation; 

· Performing site surveys before implementation; 
· Ensuring that all prerequisites have been fulfilled before the implementation date; 

· Providing personnel for the implementation team; 

· Acquiring special hardware or software;

· Performing data conversion before loading data into the system; 

· Preparing site facilities for implementation

· Implementation Schedule Provide a schedule of activities to be accomplished during implementation. Show the required tasks (described in Section 2.3, Major Tasks) in chronological order, with the beginning and end dates of each task.

· Security If appropriate for the system to be implemented, include an overview of the system security features and requirements during the implementation. If the system is covered by the Privacy Act, provide Privacy Act concerns.

· System Security Features Discuss the security features that will be associated with the system when it is implemented. Discuss security and protection of sensitive bureau data and information. Reference the sections of previous deliverables that address system security issues, as appropriate.

· Security During Implementation Address security issues specifically related to the implementation effort, if any. For example, if LAN servers or workstations will be installed at a site with sensitive data preloaded on non-removable hard disk drives, address how security would be provided for the data on these devices during shipping, transport, and installation because theft of the devices could compromise the sensitive data.

Implementation Support Describes the support software, materials, equipment, and facilities required for the implementation, as well as the personnel requirements and training necessary for the implementation. The information provided in this section is not site-specific. If there are additional support requirements not covered by the subsequent sections, others may be added as needed.

· Hardware, Software, Facilities, and Materials List support software, materials, equipment, and facilities required for the implementation.

· Hardware List support equipment. Include hardware used for testing the implementation. For example, if a client/server database is implemented on a local area network, a network monitor or "sniffer" might be used, along with test programs, to determine the performance of the database and the local area network at high-utilization rates. If the equipment is site-specific, list it in Section 4, Implementation Requirements by Site. 

· Software List software and databases required to support the implementation. Identify the software by name, code, or acronym. Identify which software is commercial off-the-shelf and which is GSA-specific. Identify any software used to facilitate the implementation process. If the software is site-specific, list it in Section 4. 

· Facilities Identify the physical facilities and accommodations required during implementation. Examples include physical workspace for assembling and testing hardware components, desk space for software installers, and classroom space for training the implementation staff. Specify the hours per day needed, number of days, and anticipated dates. If the facilities needed are site-specific, provide this information in Section 4, Implementation Requirements by Site. 

· Material List required support materials, such as magnetic tapes and disk packs.

· Personnel Describe personnel requirements and any known or proposed staffing requirements. Describe any training to be provided for the implementation staff.

· Personnel Requirements and Staffing Describe the number of personnel, length of time needed, types of skills, and skill levels for the staff required during the implementation period. If particular staff members have been selected or proposed for the implementation, identify them and their roles in the implementation.

· Training of Implementation Staff Address the training necessary to prepare staff for implementing and maintaining the system. Do not address user training here, it is the subject of the training plan. Describe the type and amount of training required for each of the following areas for the system:

•      System hardware/software installation


•      System support


•      System maintenance and modification

Present a training curriculum listing the courses that will be provided, a course sequence, and a proposed schedule. Identify which courses particular types of staff should attend by job position description.

If training will be provided by one or more commercial vendors, identify them, the course name(s), and a brief description of the course content.

If the training will be provided by GSA staff, provide the course name(s) and an outline of the content of each course. Identify the resources, support materials, and proposed instructors required to teach the course(s).

· Performance Monitoring Describe the performance monitoring tool and techniques and how they will be used to help decide if the implementation is successful. 

· CM Interface Describe the interactions required with the CM representative on CM-related issues, such as when software listings will be distributed, and how to confirm that libraries have been moved from the development to the production environment.

Implementation Requirements by Site  Describe specific implementation requirements and procedures. If these requirements and procedures differ by site, repeat the subsections for each site; if they are the same for each site, or if there is only one implementation site, use the subsections only once.

The "X" in the subsection number should be replaced with a sequenced number beginning with 1. Each subsection with the same value of "X" is associated with the same implementation site. If a complete set of subsections will be associated with each implementation site, then "X" is assigned a new value for each site.

· Site Name or Identification for Site X Provide the name of the specific site or sites to be discussed in the subsequent sections.

· Site Requirements Define the requirements that must be met for the orderly implementation of the system and describes the hardware, software, and site-specific facilities requirements for this area.

Any site requirements that do not fall into the following three categories and were not described in Section 3, Implementation Support, may be described in this section, or other subsections may be added following Facilities Requirements below:

•      Hardware Requirements -- Describe the site-specific hardware requirements necessary to support the implementation (such as, local area network hardware for a client/server database designed to run on a local area network).

•      Software Requirements -- Describe any software required to implement the system (such as, software specifically designed for automating the installation process).

•      Data Requirements -- Describe specific data preparation requirements and data that must be available for the system implementation. An example would be the assignment of individual identifications associated with data preparation. 

•      Facilities Requirements -- Describe the site-specific physical facilities and accommodations required during the system implementation period. Some examples of this type of  information are provided in Section 3.

· Site Implementation Details Address the specifics of the implementation for this site. Include a description of the implementation team, schedule, procedures, and database and data updates. Provide information on the following:

· Team -- If an implementation team is required, describe its composition and the tasks to be performed at this site by each team member.

· Schedule -- Provide a schedule of activities, including planning and preparation, to be accomplished during implementation at this site. Describe the required tasks in chronological order with the beginning and end dates of each task, Charts and graphics may be used to present the schedule.

· Procedures -- Provide a sequence of detailed procedures required to accomplish the specific hardware and software implementation at this site. If necessary, other documents may be referenced. If appropriate, include a step-by-step sequence of the detailed procedures. A checklist of the installation events may be provided to record the results of the process. If the site operations startup is an important factor in the implementation, then address startup procedures in some detail. If the system will replace an already
operating system, then address the startup and cutover processes in detail. If there is a period of parallel operations with an existing system, address the startup procedures that include technical and operations support during the parallel cycle and the consistency of data within the databases of the two systems. 

· Database--Describe the database environment where the software system and the database(s) will be installed. Include a description of the different types of database and library environments (such as, production, test, and training databases. 

· Include the host computer database operating procedures, database file and library naming conventions, database system generation parameters, and any other information needed to effectively establish the system database environment.

· Include database administration procedures for testing changes, if any, to the database management system before the system implementation.

•      Data Update -- If data update procedures are described in another document, such as the operations manual or conversion plan, that document may be referenced here. The following are examples of information to be included:

· Control inputs
· Operating instructions
· Database data sources and inputs
· Output reports
· Restart and recovery procedures 

· Back-Off Plan Specify when to make the go/no go decision and the factors to be included in making the decision. The plan then goes on to provide a detailed list of steps and actions required to restore the site to the original, pre-conversion condition.

· Post-implementation Verification Describe the process for reviewing the implementation and deciding if it was successful. Describe how an action item list will be created to rectify any noted discrepancies. Reference the back-off plan for instructions on how to back-out the installation, if, as a result of the post-implementation verification, a no-go decision is made.
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The maintenance manual provides maintenance personnel the information necessary to maintain the system effectively. The manual provides the definition of the software support environment, the roles and responsibilities of maintenance personnel, and the regular activities essential to the support and maintenance of program modules, job streams, and database structures. Additional information may be provided to facilitate the maintenance and modification of the system. Add appendices to document various maintenance procedures, standards, or other essential information. 

Introduction Provide general reference information regarding system maintenance.

· Purpose Describe the purpose of the manual. Present the system name and identifying information about the system and its programs.

· Points of Contact Identify the organization(s) responsible for system development, maintenance, and use. Identifies points of contact and alternate as appropriate for the system within each organization.

· Project Reference Provide a bibliography of key project references and deliverables produced during the information system development life cycle. As appropriate, refer to the functional requirements document, the systems design document, test pans, test analysis reports, the operations manual, user manual, load module description, source code description, and job control language description.

· Glossary Provide a glossary with definitions of the terms, abbreviations, and acronyms used in the maintenance manual. If the glossary is several pages in length, place it as an appendix.

System Description Provide an overview of the system to be maintained.

· System Application Describe the purpose of the system, the functions it performs, and the business processes that the system is intended to support. Describe the type of data maintained,, the operational sources and uses of the data.

· System Organization Describe the system structure, major system components, and major system component functions. Include charts, diagrams, and graphics.

· Security and the Privacy Act Provide an overview of the system's security controls and the need for security and protection of sensitive data. For example, include information regarding procedures to log on/off of the system, provisions for the use of special passwords, access verification, and access statuses as appropriate. If the system handles sensitive or Privacy Act information, include information regarding labeling system outputs as sensitive, or Privacy Act-related. In addition, if the system is covered by the Privacy Act, include a warning of the Privacy Act's civil and criminal penalties concerning the unauthorized use and disclosure of system data.

· System Requirements Cross-Reference Provide an exhibit that cross-references the detailed system requirements with the system design document and test plan. The maintenance manual assists maintenance personnel by tracing how the user requirements developed in the functional requirements document are met in other products of the life cycle. Because this information is provided in the system design document, it may be appropriate to repeat or enhance that information in this section.

Support Environment Describe the operating and support environment for the system and programs. Discuss the equipment, support software, database characteristics, and personnel requirements for supporting maintenance of the system and its programs.

· Equipment Environment Describe the equipment support environment, including the development, maintenance, and target host computer environments. Describe telecommunications and facility requirements, if any.

· Computer Hardware Discuss the computer configuration on which the software is hosted and its general characteristics. Identify the specific computer equipment required to support software maintenance if that equipment differs from the host computer. For example, if software development and maintenance are performed on a platform that differs from the target host environment, describe both environments. Describe any miscellaneous computer equipment required in this section, such as hardware probe boards that perform hardware-based monitoring and debugging of software. Include any telecommunications equipment.

· Facilities Describe any special facility requirements for system and program maintenance. Include any telecommunications facilities required to test the software.

· Support Software List the support software--such as operating systems, transaction processing systems, and database management systems as well as software used for the maintenance and system testing. Include the appropriate version or release numbers, along with their documentation references, with the support software lists.

· Database Characteristics Provide an overview of the nature and content of each database used by the system. Reference other documents for a detailed description, including the system design document.

· Personnel  Describe any special skills required for the maintenance personnel. These skills may include knowledge of specific versions of operating systems, transaction processing systems, high-level languages, screen and display generators, database management systems, testing tools, and computer-aided system engineering tools.

System Maintenance Procedures Describe the procedures to be used to maintain the software. If the conventions follow standard programming practices and a standards document, that document may be referenced.

· Conventions Describe the rules, schemes, and conventions used within the system. Examples of this type of information include the following:

· System-wide labeling, tagging, and naming conventions for programs, units, modules, procedures, routines, records, files, and data element fields

· Procedures and standards for charts and listings

· Standards for including comments in programs to annotate maintenance modifications and changes

· Abbreviations and symbols used in charts, listings, and comments sections of programs

· Verification Procedures Describe requirements and procedures necessary to check the system performance following modification or maintenance of the system's software. Address the verification of the system-wide correctness and performance. Present, in detail, system-wide testing procedures. Reference the original development test plan if the testing replicates development testing. Describe the types and sources of test data in detail.

· Error Conditions Describe system-wide error conditions that may be encountered. Explain the sources of and recommended methods to correct each error.

· Maintenance Software Reference any special maintenance software and its supporting documentation.

· Maintenance Procedure Describe step-by-step, system-wide maintenance procedures, such as procedures for setting up and sequencing inputs for testing. Present standards for documenting modifications to the system.

· Software Unit Maintenance Procedures For each software unit within the system, provide the maintenance procedures information. If the information is the same for each of the software units, it is not necessary to repeat it for each software unit. If the information in any of the areas discussed below is identical to information provided in Section 4, System Maintenance Procedures, for the system maintenance procedures, then reference that area. This section should contain the following:

· Unit Name And Identification -- Provide the name or identification of each software unit that is a component of the system. Repeat the following information for each unit name.

· Description -- Provide a brief narrative description of the software unit. Reference other sections within the life cycle that contains more detailed descriptive material.

· Requirements Cross-Reference -- Include the detailed user requirements satisfied by this particular software unit. It may be a matrix that traces the system requirements from the functional requirements document through the system design document and test plan for the specific software units. Other life cycle documentation may be referenced as appropriate.

· Conventions -- Describe all rules, schemes, and conventions used within the program. If this information is program-specific, provide that information here. If the conventions are all system-wide, discuss them Section 4. If the conventions follow standard programming practices and a standards document, that document may be referenced here.

· Verification Procedures -- Include the requirements and procedures necessary to check the performance of the program following modification or maintenance and addresses the verification of program correctness, performance, and detailed testing procedures. If the testing replicates development testing, it may be appropriate to reference the original
development test plan.

· Error Conditions -- Describe all program-specific error conditions that may be encountered provide an explanation of the source(s) of each error, and recommend methods to correct each error. If these error conditions are the same as the system-wide error conditions described in Section 4.3, Error Conditions, that section may be referenced here.

· Listings -- Provide a reference to the location of the program listings.
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The Operations Manual provides computer control and computer operators personnel with a detailed operational description of the information system and its associated environments, such as machine room operations and procedures. 

General
· Introduction and Purpose Describe the introduction and purpose of the Operations Manual, the name of the system to which it applies, and the type of computer operation.

· Project References List, at a minimum, the user manual and the maintenance manual, and list other pertinent documentation.

· Glossary List any definitions or terms unique to this document or computer operation and subject to interpretation by the user of this document.

System Overview
· System Application Provide a brief description of the system, including its purpose and uses.

· System Organization Describe the operation of the system by the use of a chart depicting operations and interrelationships.

· Software Inventory List the software units, to include name, identification, and security considerations. Identify software necessary to resume operation of the system in case of emergency.

· Information Inventory Provide information about data files and databases that are produced or referenced by the system. 

· Resource Inventory List all permanent files and databases that are referenced, created, or updated by the system. 
· Report Inventory List all reports produced by the system. Include report name and the software that generates it.

· Processing Overview Provide information that is applicable to the processing of the system. Include system restrictions, waivers of operational standards, and interfaces with other systems.

· Communications Overview Describe the communications functions and process of the system.

· Security Describe the security considerations associated with the system.

· Privacy Act Warning Include a Privacy Act warning if the system is covered by the Privacy Act.

Description of Runs
· Run Inventory List the runs showing the software components, the job control batch file names, run jobs, and purpose of each run if any portion of the system is run in batch mode. For online transaction-based processing, provide an inventory of all software components that must be loaded for the software system to be operational.

· Run Sequence Provide a schedule of acceptable phasing of the software system into a logical series of operations. If the system is a batch system, provide the execution schedule, which shows, at a minimum, the following:

· Job dependencies

· Day of week/month/date for execution

· Time of day or night if significant

· Expected run time in computer units

· Diagnostic Procedures Describe the diagnostic or error-detection features of the system, the purpose of the diagnostic features and the setup and execution procedures for any software diagnostic procedures.

· Error Messages List all error codes and messages with operator responses, as appropriate.

· Run Descriptions Provide detailed information needed to execute system runs. For each run include the information discussed in the subsequent sections.

· Control Inputs Describe all operator job control inputs--for example, starting the run, selecting run execution options, activating an online or transaction-based system, and running the system through remote devices, if appropriate.

· Primary User Contact Identify the user contact and alternate, if appropriate, for the system, including the person's name, organization, address, and telephone number.

· Data Inputs Describe the following if data input is required at production time:

· Who is responsible for the source data 

· Format of the data 

· Data validation requirements 

· Disposition of input source and created data

· Output Reports Identify the report names, distribution requirements, and any identifying numbers expected to be output from the run. Describe reports to be produced from the system that are run by other than standard means.

· Restart and Recovery Procedures Provide instructions by which the operator can initiate restart or recovery procedures for the run.

· Backup Procedures Provide instructions by which the operator can initiate backup procedures. Cross-reference applicable instructions with procedures in the contingency plan.

Problem Reporting and Escalation Procedure Provide instructions for reporting problems to a point of contact.
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A systems administration manual is used for a mainframe system. It serves the same purpose an operations manual serves for a distributed (client/server) system. 

General
· Introduction and Purpose Describe the purpose of the systems administration manual. Identify the system to which it applies and the type of computer operation the system performs.

· Project References List the user manual, maintenance manual, and other pertinent systems documentation.

· Glossary List definitions or terms unique to this document and subject to interpretation by the user of this document.

System Overview
· System Application Describe the system, including its purpose and uses.

· System Organization Describe the organization of the system. Use a chart depicting the system components and their interrelationships.

· Information Inventory Describe data files and the databases that are produced or referenced by the system.

· Resource Inventory List the permanent files and databases that are referenced, created, or updated by the system.

· Report Inventory List the reports produced by the system, including each report’s name and the software that generates it.

· Processing Overview Describe the system processing. Include system restrictions, waivers of operational standards, and interfaces with other systems.

· Communications Overview Describe the communications functions and system processes.
· Security Describe the system security considerations. Refer to other documents as appropriate.

· Privacy Act Warning If this system is covered by the Privacy Act, then describe how the appropriate Privacy Act notice and warning is provided

Site Profiles Describe sites where the system is run.

· Site Locations Provide the official sites’ addresses.

· Primary Site Describe the key personnel names and contact information for the primary site.

Systems Administration Introduce the responsibilities of the system administrator and describe the system administration duties.

· User and Group Accounts Describe system users' management.
· Adding and Deleting Users Describe procedures to create and delete user logins and password accounts.

· Setting User Permissions Describe procedures to give and restrict users' access to certain files.
· Adding and Deleting User Groups Describe procedures to create and delete user groups.

· Setting User Roles and Responsibilities Describe the roles that are granted to each group or individual user.

· Server Administration Describe the procedures to setup servers, including naming conventions and standards.

· Creating Directories Describe the procedures to create server directories and provide a complete description of existing directories.

· Building Drive Mappings Describe procedures to create server drive mappings and provide a complete description of the existing drive mappings.

· System Backup Procedures Describe procedures for regularly scheduled backups of the entire network, including program and data storage, and the creation and storage of backup logs.

· Regular Maintenance Schedule Describe the daily and weekly backup schedules and procedures. The procedures should include tape labeling, tracking, and rotation instructions.

· Off-Site Storage Procedures Describe the location, schedule, and procedures for off-site storage.

· Maintaining Backup Log  Describe procedures for creating and maintaining backup logs.

· Printer Support Describe procedures for installing, operating, and maintaining printers.

· Printer Maintenance Describe maintenance contracts. Describe procedures for installation and configuration of printer drivers. Provide additional printer equipment information.

· Print Jobs. Describe procedures to monitor, delete, and prioritize print jobs. 

· System Maintenance Describe procedures for maintaining the file system.

· Monitoring Performance and System Activity Describe procedures to monitor system usage, performance, and activity. This may include descriptions of system monitoring tools, the hours of peak demand, a list of system maintenance schedules, etc.

· Installing Programs and Operating System Updates Describe procedures on how to install and test operating system updates. Provide instructions on how to move or install the operating system  and updates to the operational environment. 

· Maintaining Audit Records of System Operation Describe procedures for the operating system setup and monitoring and keeping audit trails.

· Maintenance Reports Describe procedures to create and update maintenance reports.

· Security Procedures Describes the process for obtaining identifications and passwords. Include information concerning network access and confidentiality requirements.

· Issuing IDs and Passwords Describe procedures for issuing identifications and passwords for operating systems and applications.

· License Agreements Describe licensing agreements and procedures for ensuring that all licenses are current.

· Network Maintenance Describes procedures to maintain and monitor the data communications network.

· Local Area network Design Provide a layout of the network.

· Communications Equipment Provide a layout of the telecommunications equipment.

· Inventory Management Provide a complete hardware and software inventory to include make, model, version numbers, and serial numbers.

· Maintaining Hardware and Software Configurations Describe procedures for maintaining the configuration information for the installed hardware and software.

· Maintaining Floor Plans Describes procedures for maintaining floor plans showing the location of the installed equipment and for how to add, delete, and modify the floor plans.

· Installing Software/Hardware Describe procedures for installing new or upgrading existing hardware and software.

· Maintaining Lists of Serial Numbers Describe procedures for maintaining lists of the serial for hardware and software.

· Maintaining Property Inventory Describes procedures for maintaining a property inventory at the site.

· Training Backup Administrator Describe how to train a backup administrator.

· End-User Support Provides necessary end-user contract information and the procedures for providing end-user support.

· Escalation Procedures Describes the formal escalation procedures to response to priority user problem resolution requests.

· Documentation Describes the documentation required for system administration.

· Troubleshooting Issues Describes how to conduct and document troubleshooting activities. 

· Database Maintenance Define database and software application maintenance responsibilities.

· Database User/Group Access Describe who provides database access and the procedures for granting access.

· Adding/Deleting Users to Database Identify the party who is responsible for adding users to and deleting users from the database. Describe the adding and deleting users' procedures.
· Setting User Permissions for Database Identify the responsible party  who sets the user permissions on the database.

· Adding and Deleting Groups for Database Describe the procedures and identify the responsible party for adding groups to and deleting groups from the database.

· Re-indexing Database Describe the procedures and identify the responsible party for re-indexing the database after changes have been made.

· Packing and Compressing Database Describe the procedures and identify the responsible party for packing and compressing the database.

· Data Entry/Modification/Deletion Identify the responsible parties who can make changes to the database. Describe procedures for data entry, modifying, and deleting information from the database.

· Database Reporting Identify the responsible parties for database reporting. Include what reports are generated, time frames, due dates and reports storage.

· Database Backup and Restore Identify the parties responsible for performing database backup. This information should also be included in the contingency plan. Include database restoration procedures.

· Application Maintenance
· Application User/Group Access Describe who provides application access and the procedures for granting access.

· Adding/Deleting Application Users Identify the responsible party who adds and deletes users to the application. Include the procedures for adding and deleting users.

· Setting User Application Permissions Identify the responsible person who sets the permissions for users of the application.

· Adding/Deleting Application Groups Describe the procedures and identify the responsible party for adding and deleting application groups.

· Procedures to Start and Stop the Application Identify the party who has responsibility to start and stop the application. Describe the conditions under which the application would be stopped. Describe the steps to take to restart the application after problems are corrected.

· Application Flow Chart Provide a flow chart depicting how the information moves from the application to the database.

· Description of Major Program or Sub-program Modules Describe the system and sub-system operational processes. If more than one module is operating for this system, describe each module.
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The Training Plan outlines the objectives, needs, strategy, and curriculum to be addressed when training users on the new or enhanced information system. The plan presents the activities needed to support the development of training materials, coordination of training schedules, reservation of personnel and facilities, planning for training needs, and other training-related tasks.

Training activities are developed to teach user personnel the use of the system as specified in the training criteria. To develop a Training Plan, refer to the outline.

Include the target audiences and topics on which training must be conducted on the list of training needs. Include in the training strategy how the topics will be addressed. This information includes the format of the training program, the list of topics to be covered, materials, time, space requirements, and proposed schedules. Discuss QA in terms of testing, course evaluation, feedback, and course modification/enhancement.

Introduction Provide a management summary of the training plan. 

· Background and Scope Provide a brief description of the project from a management perspective. Identify the system, its purpose, and its intended users. This section also provides a high-level summary of the training plan and its scope.

· Points of Contact Provide the organization name and title of key points of contact for the system’s development. Includes such points of contact as the project manager, program manager, quality assurance manager, security manager, training coordinator, and training representative, as appropriate.

· Document Organization Describe the organization of the training plan.

· Project References Provide a bibliography of key project references and documents that have been produced before this point. For example, these references might include the project management plan, the functional requirements document, test plans, the implementation plan, the conversion plan, and system design documents.

· Security and the Privacy Act Provide a brief discussion of the system's security controls and the need for security and protection of sensitive data. If the system handles sensitive or Privacy Act information, describe how system outputs will be labeled as sensitive or Privacy Act-related. If the system is protected by the Privacy Act, describe the requirement for a notification of the Privacy Act's civil and criminal penalties for unauthorized use and disclosure of system data.

· Glossary Present a glossary of terms and abbreviations used in the training plan. If it is several pages in length, it may be placed as an appendix.

Requirements Traceability  Present the requirements traceability matrix that lists user requirements as documented in the functional requirements document and traces how they are addressed in such documents as the systems design document, test plans, and the training plan. Cross-reference the user requirements and training needs in the appropriate sections of the training plan. The requirements matrix may be broken into segments. For example, provide a separate matrix of the training plan sections that trace to particular sections in the systems design document, the functional requirements document, or the procurement documents.

Instructional Analysis
· Development Approach Discuss the approach used to develop the course curriculum and ensure quality training products. Describe the methodology used to analyze training requirements in terms of performance objectives and to develop course objectives that ensure appropriate instruction for each target group Identify the topics or subjects on which the training must be conducted.

· Issues and Recommendations Identify any current and foreseeable issues surrounding training. List recommendations for resolving each issue, constraint or limitation.

· Needs and Skills Analysis Describe the target audiences for course development. Target audiences include technical professionals, user professionals, data entry clerks, clerical staff members, technical and non-technical managers, and executives. Describe the tasks that must be taught to meet objectives successfully and the skills that must be learned to accomplish those tasks. Use a matrix to provide this information. Discuss the training needs for each target audience. If appropriate, discuss needs and courses in terms of staff location groupings, such headquarters and field offices.

Instructional Methods
· Training Methodology  Describe the training methods to be used in the proposed courses; these methods should relate to the needs and skills identified in the Needs and Skills Analysis and should take into account such factors as course objectives, the target audience for a particular course, media characteristics, training setting criteria, and costs. List or reference the materials for the chosen training approach, such as course outlines, audiovisual aids, instructor and student guides, student workbooks, examinations, and reference manuals. Sample formats of materials can be included in an appendix.

· Training Database If applicable, identify and discuss the training database and how it will be used during computer systems training.  Discuss the simulated production data related to various training scenarios and cases developed for instructional purposes. Explain how the training database will be developed.

· Testing and Evaluation Describe methods used to establish and maintain quality assurance over the curriculum development process. Describe methods used to test and evaluate training effectiveness, evaluate student progress and performance, and to apply feedback to modify or enhance the course materials and structure. 

One source of feedback could be a course- or module-specific course or instructor evaluation form. This form should gather trainee reactions on the following topics: scope and relevance of course or module, appropriateness of objectives, usefulness of assignments and materials, effectiveness of course training materials, stronger and weaker features of the course, adequacy of the facilities, timing or length of the course or module, effectiveness of the instructors, and participant suggestions and comments.

Training Resources
· Course Administration Describe the methods used to administer the training program, including procedures for class enrollment, student release, reporting of academic progress, course completion and certification, monitoring of the training program, training records management, and security.

· Resources and Facilities Describe the resources required by both instructors and students for the training, including classroom, training, and laboratory facilities; equipment such as an overhead projector, projection screen, flipchart or visual aids panel with markers, and computer and printer workstations; and materials such as memo pads and pencils, diskettes, viewgraphs, and slides. Information contained in this section can be generic in nature and can apply to all courses. Specific course information and special needs may be itemized here as well or, if many different courses are involved, in Section 6, Training Curriculum.

· Schedules Present a schedule for implementing the training strategy and indicating responsible parties. Include key tasks such as when to set up training facilities and schedule participants; other activities essential to training; and dates on which those tasks and activities must be finished. Provide an overview of tasks; deliverables, such as approach and evaluation forms; scheduled versus actual milestones; and estimated efforts, such as the work plan. Put actual course schedules by location in the final version of the training plan.

· Future Training Discuss scheduled training modifications and improvements. Include periodic updating of course contents, planned modifications to training environments, retraining of employees, and other predicted changes. Describe procedures for requesting and developing additional training.

Training Curriculum Describe the components that make up each course. If a large number of courses or modules is described, place these descriptions in an appendix. Subsections of this section should be created for each course.

Each course may comprise one or more modules. A course description should be developed for each module. At a minimum, each course description should include the course or module name; the length of time the course or module will take; the expected class size (minimum, maximum, optimal); the target audience; course objectives; module content or syllabus; specific training resources required, such as devices, aids, equipment, materials, and media to be used; and any special student prerequisites. Include information on instructor-to-student ratio, total number of students to be trained, estimated number of classes, location of classes, and testing methods.
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Introduction The user manual contains essential information for the user to make full use of the information system. The user manual includes a description of the system functions and capabilities, contingencies and alternate modes of operation, and step-by-step procedures for system access and use. Use graphics where possible in this manual. 

The manual format may be altered if another format is more suitable for the particular project. 

· Purpose and Scope Describe the purpose and scope of the user manual.

· Organization Describe the organization of the user manual.

· Points of Contact Identify the organization codes and staff, and alternates, who may assist the system user. If a help desk facility or telephone assistance organization exists, describe it in this section.

· Project References Provide a bibliography of key project references and documents that have been produced in the system development process. References might include the quality assurance plan, the configuration management plan, the functional requirements document, or the systems design document.

· Primary Business Functions Discuss, from a business perspective, the user's primary responsibilities and tasks as they are supported by the system. Introduce the business functions so that the focus rests on the systematic steps to support the business functions as described in later sections of the user manual.

· Glossary Provide a glossary of terms and abbreviations used in the user manual. If the glossary is several pages or more in length, it may be placed as an appendix.

System Capabilities Provide a brief overview of the system and its capabilities.

· Purpose Describe the purpose of the system.

· General Description Provides an overview of the system's capabilities, functions, and operation, including the system’s specific high-level functions. Use graphics and tables, as appropriate.

· Privacy Act Considerations If the system is protected by the Privacy Act, include this notification of the Privacy Act's "Civil and Criminal Penalties" found in U.S. Code Section 552a, Records Maintained on Individuals, concerning the unauthorized use and disclosure of system data:

“Criminal Penalties - (1) Any officer or employee of an agency, who by virtue of employment or official position, has possession of, or access to, agency records which contain individually identifiable information, the disclosure of which is prohibited by U.S. Code Section 552a or by rules or regulations established thereunder, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000. (2) Any officer or employee of any agency who willfully maintains a system of records without meeting the requirement to publish a notice in the Federal Register regarding the existence and character of the system of records, shall be guilty of a misdemeanor and fined not more than $5,000. (3) Any person who knowingly and willfully requests or obtains any record concerning an individual from an agency under false pretenses shall be guilty of a misdemeanor and fined not more than $5,000.”

Description of System Functions Describe each specific function of the system. Describe any conventions used in subsections. Repeat each subsection as often as necessary to describe each system function within the system. Replace the term "Function X" in the subsection title with the name of the function.

· Function X Title State the title of the specific system function.

· Detailed Description of Function  Describe the function. Include the following, as appropriate:

· Purpose and uses of the function 
· Initialization of the function, if applicable 

· Execution options associated with this function 
· Description of function inputs

· Description of expected outputs and results 

· Relationship to other functions 
· Summary of function operation

· Preparation of Function Inputs Define required inputs. The inputs should include the basic data required to operate the system. The definition of the inputs includes the following:

· Title of each input

· Description of the inputs, including graphic depictions of display screens

· Purpose and use of the inputs

· Input medium

· Limitations and restrictions

· Format and content on inputs, and a descriptive table of all allowable values for the inputs

· Sequencing of inputs

· Special instructions

· Relationship of inputs to outputs

· Examples

· Results Describe the function’s expected results. Include the following in the description, as applicable:

· Description of results, using graphics, text, and tables

· Form in which the results will appear

· Output form and content

· Report generation

· Instructions on the use of outputs

· Restrictions on the use of outputs, such as those mandated by Privacy Act and Computer Security Act restrictions

· Relationship of outputs to inputs

· Function-specific error messages

· Function-specific or context-sensitive help messages associated with this function

· Examples

Operating Instructions Provide detailed, step-by-step system operating instructions.

· Initiate Operation Describe procedures for system logon and system initialization to a known point, such as a system main menu screen. This initialization procedure should describe how to establish the required mode of operation and set any initial parameters required for operation. 

· Maintain Operation Define procedures to maintain the operation of the software where user intervention is required.

· Terminate and Restart Operations Define procedures for normal and unscheduled termination of the system operations. Define how to restart the system.

Error Handling Address error message and help facilities. Provide additional information and subsections as necessary. Include a list of possible error messages, including the following:

· Any numeric error codes associated with the error message

· A description of the meaning of the error message

· A discussion of how to resolve the error

Help Facilities Describe any resident help software or any service or contractor help desk facility that the user can contact for error resolution. Provide the help desk telephone numbers.
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OMB A-130, "Management of Federal Information Resources," Appendix III, "Security of Federal Automated Resources," requires the preparation of plans for general support systems and major applications to ensure continuity of operations. 

The purpose of preparing for contingencies and disasters is to provide for the continuation of critical missions and business functions in the event of disruptions. The preparation for handling contingencies and disasters is generally called contingency planning, although it also has many names (e.g., disaster recover, business continuity, continuity of operations, or business resumption planning). 

A contingency plan, which consists of an emergency response plan, a backup operations plan, and a post-disaster recovery plan, must be prepared for all general support systems. 

A contingency plan consisting of a backup operations plan and a post-disaster recovery plan, must be prepared for all major applications. 

Typically, the major application contingency plan identifies the critical business functions needed to ensure the availability of essential services and programs, while the general support system contingency plan ensures the continuity of operations. 

Organizations whose major applications process at a general support facility should work with the facility management to develop a plan for post-disaster recover (i.e., defining which applications or systems should be restored first.

A contingency plan for general support systems describes the appropriate response to any situation that jeopardizes the continuity of information processing and/or telecommunications services. 

The contingency plan is a series of written action items that document the process to be followed to support critical applications in the event that they are interrupted or destroyed. It provides an alternative means of automated processing or manual support during a disruption. Post-disaster recovery plans are detailed plans that provide for the orderly restoration of the general support system and telecommunications processing that are the primary means of performing business functions.

One of the most important aspects of successful contingency planning is the continual testing and evaluation of the plan itself. Developing test plans which adequately and reliably exercise the contingency plan itself require considerable skill and great care to meet the objective of providing tests which are entirely realistic while still economically feasible. Care must be taken to see that the tests involve the most important systems to be supported in the contingency environment.

Preliminary Planning  State the purpose, scope, assumptions, responsibilities, and contingency planning strategy.

Misconceptions concerning these concepts are quite common and must be clearly addressed to ensure they are communicated to those who must effectively respond to a contingency by implementing the plan. 

Conclude with a section which provides for recording changes to the plan. 

Purpose Describe the reason for a contingency plan.

· Scope Describe in concise terms the extent of the contingency plan coverage.

· Assumptions A contingency plan is based on several categories of assumptions. Most can be established only after the completion of a risk assessment. See Security Risk Assessment guidance in SDLC Document 16. The list of assumptions for inclusion in the contingency plan cannot be completed until well along in the planning cycle. Include in the set of assumptions the nature of the problem, priorities, and commitments to or assumptions about support

· Responsibilities Document the specific responsibilities as assigned by management to all activities and personnel associated with the plan.

· Strategy The selection of contingency planning strategies should follow the risk assessment. Until the risk assessment is completed, it is difficult to know the critical systems which must be maintained and the demands for resources which will be made to support those critical systems. Information for use in developing strategy is categorized as follows:

· Emergency Response The selected strategies must provide a sufficient base upon which procedures can be devised which afford personnel the immediate capability to effectively respond to emergency situations where life and property have been, or may be, threatened or harmed.

· Backup Operations Most backup sites will not have sufficient equipment, personnel, or supplies to sustain the complete operational requirements of another facility. Develop a detailed backup strategy to provide the needed backup operational support.

· Post-Disaster Recovery Actions The strategy for recovery must be linked closely with that of backup operations as initiation of recovery actions may overlap. The post-disaster recovery plan is the next step after backup operations in restoring processing capability.

· Record of Changes A contingency plan, must have a method of preparing, posting, and recording changes to the document. Describe how to manage factors such as change number; date; pages changed, deleted, inserted; name of person posting change; when posted; plan destruction; and other information as local conditions warrant.

· Security of the Plan  The contingency plan provides a significant amount of information about the organization which, if misused, could result in considerable damage or embarrassment. The plan should be made available to those with a clear need to know.

Preparatory Actions. Preparatory Actions are critical to the emergency response, backup, and recovery form all but the most routine problems. 

· People   Provide names, addresses, and telephone numbers of all the people who may be required in any backup or recovery scenario. Identify alternates for persons with peculiar skills or with skills in very short supply.

· Data Care must be taken to make sure that multiple generations of backup files are taken so that the period spanned is short enough to satisfy the needs of currency and long enough to span the period needed for recovery. All data on which backup and recovery are dependent must be adequately recorded, maintained in a current condition, and backup copies adequately secured.

· Software Describe the relationships of programs to jobs, to data, to functional areas of supported organizations, and to people and other factors, as needed.

· Hardware Contingency plans should minimize, to the greatest feasible extent, the dependence on rapid replacement of hardware. List the hardware and where replacements are available.

· Communications A plan, with a schedule, should be in place and agreed upon by all parties who will have a role in establishing communications at an alternate site, to ensure recovery of communications at the alternate site within a reasonable period.

· Supplies Describe any special supplies that are needed to recover critical operations

· Transportation Describe the location of the backup capability. Consider accessibility and vulnerability.

· Space Describe the physical location where the recovery operations will take plane. When selecting the space, consider space which can be used temporarily and space into which the operation can relocate with relative permanence.

· Power and Environmental Controls Describe the power and environment controls that are required for the recovery of IT processing.

· Documentation Describe the backup documentation which is kept in the off-site facility.

Action Plan This part of the contingency plan consists of the "what to" actions to be accomplished by those personnel or activities identified in Section 1.4, Responsibilities. Include those things which are to be done in response to a set of problem scenarios. Problem scenarios should be developed based on the outcome of the risk assessment. This part should only consist of concise, short instructions of the specific actions to take in response to each of the previously developed problem scenarios for each of the categories listed below.

· Emergency Response Include the immediate actions to be taken to protect life and property and to minimize the impact of the emergency.

· Backup Operations Describe what must be done to initiate and effect backup operations. Any "how to" instructions for each area should be included in Section 2.0 under preparatory actions.

· Recovery Actions Limit these instructions to describing what to do in effecting recovery from disasters.

See Federal Information Processing Standards (FIPS) Publication 87, "Guidelines for ADP Contingency Planning." for more detailed guidance.
CONTINGENCY PLAN OUTLINE
1.0 PRELIMINARY PLANNING
            1.1       Purpose
            1.2       Scope
            1.3       Assumptions
            1.4       Responsibilities
            1.5       Strategy
                        1.5.1       Emergency Response
                        1.5.2       Backup Operations
                        1.5.3       Post-Disaster Recovery Actions
            1.6       Record of Changes
            1.7       Security of the Plan

2.0       PREPARATORY ACTIONS 
            2.1       People
            2.2       Data
            2.3       Software
            2.4       Hardware
            2.5       Communications
            2.6       Supplies
            2.7       Transportation
            2.8       Space
            2.9       Power and Environmental Controls
            2.10     Documentation

3.0       ACTION PLAN 
            3.1       Emergency Response
            3.2       Backup Operations
            3.3       Recovery Actions

SDLC DOCUMENT 27 -- SOFTWARE DEVELOPMENT DOCUMENT

Introduction The software development document contains preparations material for the development of each unit or module, including the software, test cases, test results, approvals, and any other items that will help to explain the functionality of the software. 

The document is dynamic and is maintained by the system development team. It should be constantly updated as the system's development progresses. The software development folder should include the following information for each unit:

· Description of the unit's functionality, in narrative format;

· Description of development methodologies used;

· Requirements in the functional requirements document allocated to this unit or module;

· Completed traceability matrix displaying the unit's test cases satisfying the functional requirements in the test plan;

· Source code listing;

· Controlled libraries, directories, and tables;

· All data necessary to conduct unit testing;

· Unit test results and analysis;

· System technical lead sign off for design walk-through, approval of code, and
completion of each unit;

· Completed software development document check-off sheet.

Roles and Responsibilities The team members have the following roles and responsibilities.

· The application developer assigned the primary responsibility for the module or unit creates a file folder for the unit, labels it according to the name of the unit, and places it in the appropriate place in the project team file space.

· The application developers add copies of documentation to the folder as the documentation is created.

· The project quality assurance representative reviews the contents of the folder for completeness and points out any found discrepancies to the developer assigned primary responsibility for the module or unit.

· The developer assigned primary responsibility for the module or unit completes the software development document check-off sheet and arranges for the system technical lead review and approval when ready.

· The folder is available to all project team members for review but, if removed from the file space, it must be replaced with a check-out card indicating who checked it out, when, and where it will be located.

Process Fill out the following sections of the check-off sheet:

· Requirements Place a checkmark to the left of each question when it is determined that the answer is "Yes." This indicates that there is a match between the requirements traceability matrix and the requirements addressed by this module.

· Functionality Place a checkmark to the left of each question when it is determined that the answer is "Yes." This indicates that a complete narrative description of the module's functionality is available, that a walk-through of the module's design was conducted before the start of the programming, and that system technical lead approval was granted to begin the programming work.

· Source Code Place a checkmark to the left of each question when it is determined that a current copy of the program source listing has been placed in the folder.

· Libraries, Directories, and Tables Place a checkmark to the left of each question when it is determined that the program source code and copybook libraries and associated electronic tables are identified, and copies, as needed are in the folder.

· Development Methodologies Place a checkmark to the left of each question when it is determined that the programming methodology descriptions are all included in the folder.

· Test Data Place a checkmark to the left of each question when it is determined that the location and identity of unit test data are included in the folder.

· Test Analysis Place a checkmark to the left of the question when it is determined that the unit has been thoroughly tested.

· Sign-Off Date and sign the certification for completion of coding and unit testing for the module.

SOFTWARE DEVELOPMENT FOLDER CHECK-OFF SHEET 

Name of Unit or Module: 
Requirements

Has each requirement in the functional requirements document allocated to this unit been identified using the traceability matrix?

Have derived requirements found during the development of this unit been identified, justified, and put in the functional requirements document?

Functionality 
Is the functionality of this unit fully described?

Is the description in narrative form?

Was a design walk-through conducted?

Was permission granted to begin programming?

Source Code
Is the source code listing of the unit included in this folder?

Libraries, Directories, and Tables
Are all coded entities included in the folder?

Development Methodologies 

Are all development methodologies for the development effort described in the folder?

Test Data
Are all data necessary to conduct testing referenced in this folder?

Test Analysis
Was the unit thoroughly tested and were all logical paths verified?

System Developer I certify that this software development document is complete, the unit [INSERT UNIT NAME HERE] defined in this folder has successfully completed development and unit testing, and the unit is ready to be baselined and integrated into the system. 

Date:

System Developer Signature: 

System Technical Lead Initials:

SDLC DOCUMENT 28 -- INTEGRATION DOCUMENT
The integration document defines the activities necessary to integrate the software units and software components into the software item. The integration document contains an overview of the system, a brief description of the major tasks involved in the integration, the resources needed to support the integration effort. The plan is developed during the development phase and is updated during the integration and test phase; the final version is provided in the implementation phase. 

Introduction Provide an overview of the integration document and the information system..

· Purpose and Scope Describe the purpose and scope of the integration document. Reference the system name and identify information about the system to be integrated.

· System Overview Provide an overview of the system to be integrated. Include both a system description and its organization. Describe the system technical environment. Describe the infrastructure and how this unit or system will integrate into it. Identify any risks involved with system integration and mitigating procedures to reduce or eliminate the risks.

· System Description Describe the business processes the system is will support. Describe the type of data the system maintains and the operational sources and uses of those data. Identify interfaces to other units or systems.
· Unit Description Describe the processes the unit or module supports. If more than one unit is being integrated, describe each unit or module, using subsections.

· Project References List project references and pertinent system development life cycle documents. For example, referenced documents might include the project management plan, the acquisition plan, the functional requirements document, test plans, the conversion plan, and the system design document.

· Glossary Provide a glossary of terms and abbreviations used in the document. If it is several pages in length, it may be placed in an appendix.

Management Overview Briefly describe the integration and major tasks involved in this section.

· Description of Integration Describe the system units and the integration approach.

· Responsibilities Identify the program manager or system owner, the name of the responsible, the project manager, and identifying information for staff who serve as points of contact for the system integration. State who has approval authority for each system unit.

· Activities and Tasks Describe each major system integration task and its schedule. Add as many subsections as necessary to this section to describe all the major tasks adequately. Include the following information in each major task description, as appropriate:

· What the task will accomplish;

· Resources required to accomplish the task;

· Key persons responsible for the task;

· Criteria for successful task completion.

The following are examples of major system integration tasks:

· Integration planning and coordination for the integration;

· Integration training;

· Integration documentation on each unit;

· Providing audit or review reports;

· Software unit and database documentation;

· Establish software requirements;

· Establish test procedures;

· Conduct unit testing;

· Conduct qualification testing

· Integrate units into system

Integration Support Describes the support software, materials, equipment, and facilities required for the system integration. Define personnel requirements, including integration training.

· Resources and their Allocation List support software, materials, equipment, and facilities required for the integration. Describe the test environment and any resources needed. Describe the number of personnel needed and an estimate of the costs for them.

· Training Address the training, if any, necessary to prepare personnel for system integration and maintenance. This does not address user training, which is the subject of the training plan. If contractors are performing the integration functions and activities, this may not be necessary. If government staff are performing these functions, some training might be needed. List the needed training courses by title, instructor and cost.

· Testing List the test requirements for each unit. If more than one unit is being tested, describe each unit separately. Describe the data included in the test, procedures for testing, who is responsible for the testing, and present the schedule. This can be accomplished in one plan or several, depending on the complexity of the unit being tested.

· Change Procedures and History List and track all changes made during the unit testing. Include this information the configuration management plan and keep it updated through out the development phase, the integration and test phase; the final version is provided in the implementation phase. 

INTEGRATION DOCUMENT OUTLINE
Cover Page
Table of Contents
1.0       Introduction
            1.1       Purpose and Scope
            1.2       System Overview
                        1.2.1       System Description
                        1.2.2       Unit Description
            1.3       Project References
            1.4       Glossary

2.0       Management Overview
            2.1       Description of Integration
            2.2       Responsibilities
            2.3       Activities and Tasks

3.0       Integration Support
            3.1       Resources and their Allocation
            3.2       Training
            3.3       Testing
            3.4       Change procedures and history

SDLC DOCUMENT 29 -- TEST ANALYSIS REPORT

The Test Analysis Report documents software testing – unit, module, subsystem integration, system, user acceptance, and security. The testing is defined in the test plan. 

The Test Analysis Report records results of the tests, presents the capabilities and deficiencies for review, and provides a means of assessing software progression to the next stage of development or testing.

Results of each type of test are added to the software development document for the module or system being tested. 

Reports are created as required in the remaining phases. 

The set of test analysis reports provides a basis for assigning responsibility for deficiency correction and follow up, and for preparation of a statement of project completion. 

Test problem report forms are generated as required and are attached to the test analysis reports during testing at the integration level and higher. The disposition of problems found, starting with integration testing, will be traced and reported under configuration control.

Introduction Present a clear, concise statement of the purpose for the test analysis report

· Scope Identifies the system tested and the tests conducted that are covered in this test analysis report. Summarize the test results. Identify testing that remains to be conducted. Briefly summarize the project objectives and identify the system owner and who the system users will be.

· Reference Documents Provide a bibliography of key project references and documents applicable to the system software testing. These references might include the functional requirements document, the user manual, the operations manual, maintenance manual, test plans, and any prior test analysis reports.

· Security Describe any security considerations associated with the system or module being tested, the test analysis, and the data begin handled - such as confidentiality requirements, audit trials, access control, and recoverability. If this test analysis report is not documenting the security test, summarize the security capabilities included in the system or module test and itemize the specific security deficiencies detected while conducting the test.

The results of specific tests, findings, deficiency analysis, and recommendations will be discussed in the subsequent sections. Reference those portions of this document that specifically address system security issues. If no deficiencies were detected during the system or module test, state this fact.

· Glossary Defines terms and list abbreviations used in the test analysis report. If the list is several pages in length, it may be placed as an appendix.

Test Analysis Describe the results of each test performed. Include verification of access control and system standards, functionality, and error processes for tests at each level. Repeat the subsections of this section for each test performed.

· Test Name Discuss the test performed for the specified unit, module, subsystem, or system. For each test, provide the subsequent sections.

· System Function  Describe the function tested and describe the system capabilities designed to satisfy these functions. Describe each system function separately.

· Functional Capability Evaluates the performance of each function demonstrated in the test. Assess the manner in which the test environment may be different from the operational environment and the likely effect of this difference on functional capabilities.

· Performance Capability Quantitatively compare the software performance characteristics with the criteria stated in the test plan. Identify deficiencies, limitations, and constraints detected for each function during testing. If appropriate, append a test history or log.

Software and Hardware Requirements Findings Summarize the test results, organized according to the numbered requirements listed in the traceability section of the test plan. Describe each numbered requirement in a separate section. Repeat the subsections of this section for each numbered requirement covered by the test plan.

· Requirement [Number] and [Name] The requirement number provided in the title to this section is the number from the requirements traceability matrix in the test plan and the name provided is the requirement's short name.

· Findings Briefly describe the requirement, including the software and hardware capabilities, and state the findings from one or more tests.

· Limitations Describe the range of data values tested, including dynamic and static data, for the tested requirement. Identify deficiencies, limitations, and constraints detected in the software and hardware during the testing.

Summary and Conclusions
· Demonstrated Capabilities Provide an overview and summary analysis of the testing program. Describe the overall capabilities and deficiencies of the testing software module or system. Where tests were intended to demonstrate one or more specific performance requirements, present findings that compare the test results with the performance requirements. Assess any differences in the test environment versus the operational environment that may have had an effect on the demonstrated capabilities. Provide a statement, based on the results of the system or module test, concerning the adequacy of the system or module to meet overall security requirements.

· System Deficiencies Describe test results showing software deficiencies. Identify problems by name and number when placing them under configuration control. Describe the cumulative or overall effect of all detected deficiencies on the system of module.

· System Refinements Itemize any improvements in system design or operation based on the results of the test period. Discuss the added capability an improvement or suggested enhancement will provide and its effect on the system design. Identify the improvements and suggested enhancements by name and requirement number when placing them under configuration control. 

· Recommendations and Estimates Describe readiness for system implementation. For each deficiency, address the effect on system performance and design. Estimates time and effort required for correction of each deficiency and any recommendations on the following:

· The urgency of each correction; 
· Parties responsible for corrections; 
· Recommended solution or approach to correcting deficiencies.

· Test Problem Report Attach copies of the test problem reports about deficiencies found in the test results. The test problem report will vary according to the information system development project, its scope and complexity. Test problem report forms are generated as required and are attached to the test analysis reports during testing at the integration level and higher. Track and report under configuration control the disposition of problems, starting with integration testing.

· Test Analysis Approval Determination Form Attach one copy of the test analysis approval determination form. This form addresses perceived readiness for software migration. In the case of a user acceptance test, it serves as the user's recommendation for migration to production.

TEST ANALYSIS REPORT OUTLINE
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SDLC DOCUMENT 30 -- TEST ANALYSIS APPROVAL DETERMINATION

The test analysis approval determination form is completed immediately following testing completion and applies to all testing levels above the integration test.

This form states the readiness by the test engineer and the test and evaluation leader for delivery of the system software to the next test phase. For user acceptance tests, this form serves as the user's recommendation for fielding the software release or migrating the system to production. 

The test analysis approval determination form is initiated by the test and evaluation organization and is addressed to the program manager and the project manager. The test engineer and the test and evaluation leader sign the form and specify their recommendation. The program manager signs the form signifying receipt of the recommendation from the test organization. 

The test analysis approval determination form is attached to the test analysis report.

TEST ANALYSIS APPROVAL DETERMINATION 

DATE: 

FROM: 
TO: 
We have reviewed the test results for the following system release:

TITLE:
We recommend:

( ) Full acceptance The test analysis report describes any problems encountered, which are now corrected.

( ) Full implementation with modifications implemented in a future release The test analysis report describes the outstanding discrepancies and the potential impact of these items to the user.

( ) Partial implementation The test analysis report details the recommended implementation limitations, and describes the impact and expected results of this alternative.

( ) Rejection The test analysis report describes the reasons.

SIGNATURE: 

Test Engineer




Date

SIGNATURE: 


Test and Evaluation Leader


Date

ACCPETANCE OF RECOMMENDATION:

Program Manager 



Date

SDLC DOCUMENT 31 -- TEST PROBLEM REPORT

The test problem report form is generated as required and is attached to the test analysis report during testing at the integration level and higher. 

The disposition of found problems, starting with integration testing, are tracked and reported under configuration control.

Generate a test problem report for each test performed and track the deficiencies until resolved. 

The test problem reports complexity will vary according to the information system development project, its scope, and its complexity.

TEST PROBLEM REPORT 

TO: 
FROM: 
PREPARER OR CONTACT:
PROGRAM TESTED: 
DESCRIPTION OF TEST PROBLEMS
 Expected Results

Actual Results

DISPOSITION OF PROBLEM
Actions Taken and Dates Corrected

 

Risk Impacts if Problems Not Corrected

 

Changes Required for Existing Documentation

 

SIGNATURES: 
 

Project Manager




System Developer

Date






Date

SDLC DOCUMENT 32 -- CHANGE IMPLEMENTATION REQUEST AND NOTICE

This notice is to request a change for the [system name. 

The [system name] is located at [full address].

Description of change request: 

The urgency of this request is:

​​​____ Critical (address as soon as possible)
____ Important (address in the next version release)
____ Nice to have (not necessary but would improve the system)

Change implementation notice number (CIN): 

System Administrator  

Name:

Signature:

Date:

Person initiating change request
Name:






Signature:






Date:

SDLC DOCUMENT 33 -- VERSION DESCRIPTION DOCUMENT

Introduction The version description document is the primary configuration control document used to track and control versions of software released to the operational environment. Summarize the features and contents of the software. Identify and describe the version of the software configuration item being delivered, including all changes to the since the last version description document was issued. 

Describe every unique release of the software, including the initial release. If multiple forms of a software configuration item are released at approximately the same time, for example to different sites, each release must have a unique version number and a version description document.


The version description document is part of the software configuration item product baseline. The version description document, when distributed, should be sent with a cover memo that summarizes the significant changes included in the release. Explain how the summary serves as an executive summary; the details are found in the attached version description document. The cover memo should be labeled Summary of Changes.

· Roles and responsibilities A configuration management representative normally prepares the version description document with help from the project team. The project team normally prepares section 3.5, adaptation data, through section 3.9, and the glossary, appendices, and the summary of changes.

· Process The version description document is prepared according to the outline and specific instructions are provided in the subsequent sections.

Scope Define the scope of this version description document and the software release to which it pertains..
· Identification Provide identification numbers, titles, and abbreviations and, if applicable, provide version numbers and release numbers. Identify the intended recipients of the version description document.

· Applicability Identify the intended recipients of the software release and the operating system.

· System overview Briefly describe the system purpose and the environments to which this document applies. Describe the general nature of the system and software; summarize the history of system development, operation, and maintenance; identify current and planned operating sites; and list other relevant documents.

· Documentation overview Summarize the purpose and contents of this document and describe any security or privacy considerations associated with its use.

· Points of contact Provide a list of both government and contractor points of contact for this software version.

Reference documents List the number, title, revision, and date of all documents referenced in or used in the preparation of this version description document. If this version description document refers to an update to an existing system, list the version description document that this version is replacing as a reference document.

Version description Briefly summarize the contents of the ensuing sub-paragraphs. Include materials contained in the release, software components of the subsystem software configuration items, documents used to establish the configuration of the software configuration item, and any known problems.

· Inventory of released materials List, by configuration management numbers, applicable titles, abbreviations, dates, version numbers, and release numbers, and identify the physical media and the associated documentation that makes up the released software version Include applicable security and privacy considerations for these items, safeguards for handling them such as concerns for static and magnetic fields, and instructions and restrictions regarding duplication and license provisions.

· Inventory of software contents List by identifying numbers, applicable titles, abbreviations, dates, version numbers, and release numbers, and the computer files that make up the released software version. Include any applicable security and privacy considerations.

· Installed changes List all changes incorporated into the software version since the previous version. Identify, as applicable, the technical product reviews, system change requests, and migration forms associated with each change and the effects, if any, of each change on system operation and on interfaces with other hardware and software. This section does not apply to the initial software version.

· Interface compatibility List and describe any other systems or configuration items affected by the changes incorporated in the current version.

· Adaptation data Identify and reference all unique-to-site data contained in the software version. For software versions after the first, describe changes made to the adaptation data. 

· Bibliography of reference documents List, by identifying numbers, titles, abbreviations, dates , version numbers, and release numbers, all documents that establish the current version of the software configuration item.

· Installation instructions Provide or reference the following information, as applicable:

· Instructions for installing the software version, including instructions for deletion of old versions;

· Identification of other changes that have to be installed for this version to be used, including site-unique adaptation data not included in the software version;

· Security, privacy, or safety precautions relevant to the installation; 

· Procedures for determining if the version has been installed properly; 

· A point of contact to be consulted if there are problems or questions with the installation

· Possible problems and known errors Identify any possible problems or known errors with the software version at the time of release, any steps being taken to resolve the problems or errors, and instructions -- either directly or by reference --  for recognizing, avoiding, correcting, or otherwise handling each one. The information presented will be appropriate to the intended recipient of the version description document -- for example, a user agency may need advice on avoiding errors, a support agency on correcting them.

· Glossary Include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document. Also provide a list of any terms and definitions needed to understand this document.
Appendices Append information published separately for convenience in document maintenance -- for example, charts or classified data. As applicable, reference each appendix in the main body of the document where the data would normally have been provided. Letter appendices alphabetically and number the pages.
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VERSION DESCRIPTION DOCUMENT
SYSTEM NAME: 

DATE:

CHANGE DESCRIPTION:

This version change is in response to:

       ____ Change implementation notice number: 
       ____ User group meetings
       ____ Change in technology
       ____ Other (describe)


Program Manager:

Signature:

Name:

Date:

Project Manager:

Signature:

Name:

Date:

SDLC DOCUMENT 34 -- POST-IMPLEMENTATION REVIEW

The post-implementation review is used to evaluate the effectiveness of the system development after the system has been in production for a period of time. The post-implementation review objectives are to determine if the system does what it is designed to do -- does it support the user as required in an effective and efficient manner? The review should assess how successful the system is in terms of planned functionality, performance, and cost versus benefits. It should also assess the effectiveness of the life-cycle development activities that produced the system. The review results can be used to strengthen the system as well as system development procedures.

The post-implementation review is follows the release of a new system or system modernization or enhancement by an appropriate amount of time to allow determination of the effectiveness of the system. A representative from the functional development group or other member of the major user organization participates in the review. The program manager ensures that all documentation and all personnel needed to participate in the review are accessible.

The reviewer and an assigned team collect the information needed for the post-implementation review by interviewing system users, their managers, system administrators, and computer operations personnel. The post-implementation review report is provided to the system’s user organization and to the information systems organization. The findings may be used to initiate other actions.

The post-implementation review is a free-form report, and not all sections are relevant or necessary to the final product

Introduction Provide a synopsis of the system, its history and its functionality.
· Project identification Provide system identifying information, including the applicable project control code, system acronym, and system title.

· System proponent Provide the name of the system program manager.

· System history Briefly describe the system's history and predecessor system, if any. Summarize the mission needs and information requirements, including how the system is expected to help users.

· Functional system description and data usage Briefly describe what the system functionality and how the system uses data.

Evaluation Summary Provide a summary of the system’s adequacy and acceptance.

· General satisfaction with the system Describe the users' experience with the implemented system. 

Address the following: 

· The level of user satisfaction;

· System strengths, including specific success areas;

· Problems;

· Frequently used features;

· Infrequently used features;

· Features not used at all;

· Suggested improvements.

· Current benefit-cost justification Assess if the system is paying for itself. Base the assessment on the anticipated benefits and costs projected during the system concept development phase and revised during the subsequent system development phases. Review the benefits and costs and provide details of the benefits and costs in sections below. 

Address the following:

· The extent of the benefits and are they reported to be less or greater than those projected in the development analysis and functional requirements report;

· If any benefit and costs projection variations are permanent or will likely change over time;

· If the system is or will be cost-justifiable.

· Needed changes or enhancements Estimate the magnitude of effort needed to change or improve the system in accordance with the post-implementation review findings. Describe the nature and priority of the proposed changes. More detail will be provided in following sections. 

Address the following:

· The suggested changes;

· The scope of the changes;

· The resource requirements to effect the changes.

· Purpose and objectives Assess the adequacy of the original definition of purpose and objectives presented in the functional requirements document and measure if the objectives were achieved. Assess if any of the objectives have changed or should have changed. 

Address the following:

· Extent to which goals were met;

· The level of the objective definition;

· Extent to which objectives were met;

· Possible changes to the objectives.

· Scope Analyze if proper scope limits were established in the feasibility study and if they were maintained throughout development and during implementation.

 Address the following:

· Variations from the scope definition as agreed to in the concept development;

· The extent to which the scope was followed;

· Any possible future changes to the scope.

· Benefits Analyze if the benefits anticipated in the concept development and requirements definition analyses were realized. Detail existing benefits, quantifiable or non-quantifiable, and the quantifiable resources associated with each. 

Address the following:

· The adequacy of the planned benefits definition;

· The level of benefits realized;

· The anticipated benefits that can be realized;

· The reason for the variance between planned and realized benefits.

· Development costs Analyze the adequacy of the development cost estimates. Assess any deviation between the estimated and actual development costs.

Address the following:

· Adequacy of the original and subsequent cost estimates;

· Actual costs, by type;

· Reasons for any difference between estimated and actual costs.

· Operating costs Analyze the adequacy of the operating cost estimates. Assess any deviation between the estimated and the actual operating costs. Summarize the resources required to operate the system. 

Comments should address the following:

· Adequacy of the operating estimates;

· Actual operating costs;

· Difference.

· Training Assess if user training was adequate and timely for all user levels.

Address the following:

· The timeliness of the training provided;

· The adequacy of the training;

· The appropriateness of the training; Identification of additional training needs by job category;

· The trainees’ success in using the training provided.

Outputs Assess the adequacy and usefulness of the system outputs. Assess all system generated reports.

· Usefulness Measure the extent to which the system output is useful. Identify need levels such as:

· Utility. State if the system output is
- Absolutely essential,
- Important and highly desirable,
- Interesting-- proves what is already known,
- Incomplete-- does not provide all the necessary information, or
- Unnecessary.

· Needed information or reports not currently generated by the system or unable to be obtained. Address ability to manage without the reports. Identify alternatives for obtaining the needed information. 

· Timeliness Determine if output production performance meets user needs. 
Address the frequency with which output arrives on time, early, and late; and the amount of follow up needed to obtain the output.

· Data Quality Assess data accuracy and data reliability.

Security Assess whether the system provides adequate data and program security. Assess security procedures for backup, recovery, and restart.

· Data Protection Determine if the security, backup, recovery, and restart capabilities adequately safeguard data, including master, transaction and source. 

Address the following:

· The adequacy of the security, backup, recovery, and restart procedures;

· The suggested changes;

· The effort required to make the changes.

· Disaster Recovery Determine if appropriate files, programs, and procedures are in place to enable recovery from a disaster resulting in the loss of data. 

Address the following:

· The adequacy and currency of off site storage procedures;

· The extent that procedures cover master data, transaction data, source programs, object programs, and documentation.

· The results of any adequacy-of-recovery test

· Controls Assess the adequacy of the controls on the database, source documents, transactions, and system outputs. Review each area thoroughly for financial controls and file control counts. 

Address the following:

· The level of controls present throughout the system and on each system component; 

· The adequacy of the controls, including the strengths and possible areas for improvement;

· The amount of resources required, if any, to obtain improvements

· Audit Trails Assess the ability to trace transactions through the system and the system tie-in to itself. 

Address the following:

· The thoroughness of the audit trails; 

· The level of improvements necessary, if any;

· The requirements of audit trails as outlined in the trusted criteria requirements.

· Allowed Access Evaluate the adherence to data access restrictions. Determine the system privacy criteria and assess how the criteria have been followed.

 Address the following:

· Established privacy criteria;

· Recommended privacy criteria;

· Adherence to and violations of privacy criteria;

· The cost of providing this level of privacy;

· The potential effect on individuals if the privacy criteria are not followed.

Computer Operations Assess operational activities.

· Control of Work Flow Assess the user interface with the data processing organization. Consider the source material submission, outputs receipt, and problems getting work in, through, and out of computer operations. 

Address the following:

· Any problems in accomplishing the work;

· The frequency and extent of the problems;

· Suggested changes;

· The effort required to make the changes

    

· Scheduling Assess the ability of computer operations to schedule according to user needs and to complete tasks on schedule. 

Address the following:

    

· Any problems in accomplishing the work;

· The frequency and extent of the problems;

· Suggested changes;

· The effort required to make changes

· User Interface Assess the usability of the system, including transaction throughput and error rates. 

Address the following:

· Volume of data processed (number of transactions);

· Number of errors made;

· Frequency of problems with the interface;

· Suggested changes;

· Effort required to make the changes

· Computer Processing Analyze computer processing issues and problems. Review:

· The correct or incorrect use of forms and off line files;

· The adequacy of instructions (such as, forms lineup and proper responses on the console);

· The extent of reruns, if any.

· Peak Loads Assess the system’s ability to handle peak loads and to resolve backlogs. Assess offloading opportunities. 

Address the following:

 

· The level of user satisfaction;

· The adequacy of the response time (for online systems);

· The effect of delays on online and/or batch systems

· ;Suggested changes;

· The effort required to make the changes.

Maintenance Activities Assess system maintenance activity.

· Activity Summary Summarize maintenance activities. Identify type, number of actions, and changes required. Estimate a projected maintenance workload, based on the review findings. Discuss the adequacy of maintenance efforts or if major enhancement or revision is required.

· Maintenance Review Identify completed and pending system changes. Assess the benefits to be achieved by completing recommended changes. Assess the maintenance required based.

System Maintenance Discuss system maintenance based on design, types of changes required, documentation, and user and technical personnel system knowledge.

· POST-IMPLEMENTATION REVIEW OUTLINE
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SDLC DOCUMENT 35 -- IN-PROCESS REVIEW REPORT

The purpose of the in-process review is to assess the system's performance and user satisfaction. This review process occurs periodically to ensure that the system is performing cost-effectively and that it continues to meet the functional needs of the user. 

The in-process review is what the Office of Management and Budget (OMB) calls an operational review. OMB requires that it be performed on a system in the operations and maintenance phase of the life cycle, what they call steady state. The results of the annual operational analysis are reported for major information technology investments in the annual budget submission in the Budget Exhibit 300.

The in-process review report describes the review process, its focus, and results. The report also may be used to document management approvals regarding further system modernizations or enhancements. Depending on the timing and focus of the review, it may involve assessing the system response time, data base capacity, newer technologies available, business functions, and continued user satisfaction.

Introduction Briefly describe the purpose and scope of the in-process review.
· Purpose Describe the purpose of the in-process review. Emphasize the good practice of performing periodic in-process reviews. Provide identifying information about the system.

· Scope Define the system review boundaries. Describe the specific emphasis of the review.

· Project References Provides a bibliography of project references produced for this system.

· Points of Contact Identify the program manager. Provide the name of the responsible organizations and identify the team that conducted the review.

· Glossary Provide a glossary of terms and abbreviations used in the report. If it is several pages in length, it may be placed as an appendix.

Review Process Summarize the review process and its methodological approach. Approaches will differ based on the system review focus, whether it is on performance, user satisfaction, or both.

· System Overview Briefly describe system reviewed. Expand or contract the following list as necessary to include system aspects that are relevant to the review. It is not necessary to provide information on all the items in the list if they are not relevant to the review.

 

· System name;

· Implementation date;

· Attest modification date;

· System type, such as administrative or financial;

· Processing type such as batch, online, or transaction processing;

· Functional requirements traceability matrix;

· System diagram and narrative description;

· Number of computer programs within the system;

· Programming languages and database management systems;

· Processing frequency;

· Total monthly processing hours;

· System origination such as commercial off-the-shelf or custom developed;

· Testing methodology for initial system tests;

· Testing methodology for latest modification;

· Availability of test results;

· Date of most recent previous system review, if any;

· List of user groups;

· List of issues identified in last system review. 

· Functional system description and data usage Briefly describes what the system does and how the data are used.

· Performance Review Address system response, capacity, correctness, and any other pertinent performance factors.

· System Response Use a monitor or protocol analyzer.

· System Capacity Assess the system’s ability to determine if any performance limitations result from operating the system near the limits of its capacity. Consider issues such as memory, buffer sizing during system generation, storage, processor distribution, and other system capacity considerations.

· System Correctness Assess system correctness of calculations, output, and reports. The intent of examining correctness during the periodic in-process review is to determine if the system is operating correctly with actual operational data inputs as the operational data may differ somewhat from the test data. Examples of items to be evaluated include the following:

· Values used for case codes;

· Correctness of field definitions;

· Values within data fields;

· Combinations of data fields;

· Calculations;

· Missing data;

· Extraneous data;

· Amounts;

· Units;

· Logic paths and decisions;

· Limits or reasonableness checks;

· Signs;

· Cross-footing of quantitative data;

· Control totals

If the system maintains an audit trail log of hardware and software failures, examine this log to determine the failure modes of the system.

· Other This section discusses the approach to any performance issues that are not easily categorized under the topics listed in the previous sections.

· User Satisfaction Review A user satisfaction review records the effectiveness, correctness, and ease of use of the system from the users' perspective. A user satisfaction review can be done at any point during the information systems life cycle. Summarize the review results.

Findings Describes the review’s major findings, results, and conclusions. The intent is to provide management with information for decision making about the system under review. Rank or prioritize the findings by importance, if applicable. Otherwise, group them logically, as appropriate. The ranking, prioritizing, or grouping facilitates making a logical linkage to the recommendations section of this report. Provide as much detail as necessary to describe the findings clearly and to support the recommendations. 

The following list provides some examples of information that might be included in this section:

· What and where short-term problem areas exist(such as, missing tapes or  misrouted materials;

· What and where long-term problem areas exist;

· References to meetings, interviews, and surveys conducted, with a description of their results or outcomes;

· References to supporting statistics or reports

Recommendations Present the recommendations derived from the findings of the system in-process review. The recommendations should be phrased as proposals for management consideration and approval. Depending on the purpose and scope of the system review, it may be appropriate to provide multiple alternative recommendations for the findings. If alternative recommendations are provided, then describe the advantages, disadvantages, costs, tradeoffs, and related factors associated with each alternative. Rank, prioritize, or group the recommendations logically. Relate the ranking, prioritization, or grouping of the recommendations to that of the findings.

Approvals and Appendices Reference any management approvals and include any appendices needed to support the in-process review report.

· Approval Describe the approvals associated with this the in-process review report, which may come from different levels of authority within the organization, depending on the size and importance of the items being reviewed. Complete this section after the initial in-process review report has been presented to management. After management decisions have been made related to this report, update this section.

· Appendices Append materials as appropriate.
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SDLC DOCUMENT 36 -- USER SATISFACTION REVIEW 

Introduction The user satisfaction review survey is used to gather the data needed to analyze current user satisfaction with a system’s performance. The survey is administered as needed. Customize the survey to your needs. This is a sample.

Roles and Responsibilities Define the roles and responsibilities of team members in administering the user satisfaction review: 

· The project manager has primary responsibility for planning, scheduling, and conducting the user satisfaction review. 

· The quality assurance assists in planning the review and in evaluating the results. 

· The program manager is responsible for reviewing the survey results. 

· Users are responsible for completing and returning the survey forms.

Project team The project team should fill in the items listed below: 

· Name of system -- the standard full system name, including version and release numbers;

· Data processing identification number -- the configuration management, configuration item identification number;

· Type of system -- the business purpose or function served by the application;

· Part of system to be evaluated -- the standard full name of the component or subsystem being evaluated;

· Name -- the full name of the user who is responsible for completing the evaluation;

· Date -- the date the completed form is due back to the issuing organization;

· Title -- the title of the user who is responsible for completing the survey;

· Organization -- the name of the organization of the user who is responsible for completing the evaluation;

· Phone number and address -- the phone number and address of the user who is responsible for completing the evaluation 

User The user identified in the name field completes the remaining items. 

[SYSTEM NAME] USER SATISFACTION REVIEW OUTLINE
This form should be customized and put into an electronic survey format. Use the questions here as a guide. Customize to your needs.
System Identification 

1. Name of system 

2. Data processing identification number, if any 

3. Type of system 

4. Part of system to be evaluated 

User Identification 

6. Name 

7. Date 

8. Title 

9. Organization 

10. Phone number/address 

11. What is the extent of your knowledge about the system? 

	12. What do you use the system for? 

	- Authorize changes to the system

	- Operate computer terminal

	- Maintain data controls

	- Design/program applications

	- Other (explain)


13. Estimate the importance of the system to your office on a scale from 1 (not important) to 10 (very important): 

14. State the ease of understanding the system on a scale from 1 (difficult) to 10 (very easy to understand). 

	16. In your judgment, is the system:
	Yes
	No

	- Accurate and reliable
	
	

	- Available when needed
	
	

	- Current and up-to-date
	
	

	- Useful
	
	


For each "No" answer, please explain below, and provide examples. 

	17. In your opinion, should the system:
	Yes
	No

	- Provide more data?
	
	

	- Provide less data?
	
	

	- Be combined with other output products?
	
	

	- Be considered obsolete?
	
	

	- Be improved to make your job easier?
	
	


For each "yes" answer, please explain below. 

18. If you maintain manual records to supplement computer-processed information, briefly explain why. 

	19. Does the system duplicate any other information you receive?
	Yes
	No


If "yes," briefly explain. 

	20. Can you readily obtain, from other sources, the information in the system? 
	Yes
	No


If "yes," list the sources.

	21. Do you supply the input data for this system? 
	Yes
	No


	22. When you receive output, do you check it for quality?
	Yes
	No


If "no," please identify the person or group performing this function.

	23. Is the system ever rerun?
	Yes
	No

	- How frequently?
	
	

	- Why were the reruns necessary?
	
	

	- How do you make sure that the rerun material is correct? 
	
	


24. If you have had/were to have problems with this system, with whom did/would you discuss them? 

	25. Do you maintain correspondence with INS OIRM or other user organizations concerning the system? 
	Yes
	No


If yes, attach copies of recent correspondence. 

	26. Did anyone in your organization help design the system?
	Yes
	No


	27. Could you effectively perform your duties?
	Yes
	No

	- Without this system
	
	

	- If the system output were produced less often
	
	


	28. Does the system save any clerical effort?
	Yes
	No


Explain. 

29. Can this system and its outputs be improved to make your job easier? __YES __NO Explain. 

	30. How often do you use this system?
	Yes
	No

	- Daily
	
	

	- Weekly
	
	

	- Monthly
	
	

	- Annually
	
	

	- Never
	
	

	- Other
	
	


For each "yes" answer, please explain. 

SDLC DOCUMENT 37 -- DISPOSITION PLAN

The objectives of the disposition plan are to end the system’s operations in an orderly manner and to ensure that system components and data are properly archived or incorporated into other systems. At the end, the system will no longer exist as an independent entity. 

The completion of the systems life cycle is carefully planned and documented to avoid disruption to the organizations using the system and to other system operation of other systems’ operations that will use the data and/or the software of the present system.

The disposition plan is an extension of the records management function. Records management— what is kept, what is a legal "record," the retention period, and related activities -- is a topic beyond the scope of the disposition plan, but there is some overlap. The current system’s software, hardware, and data are disposed of in accordance with organizational needs and pertinent laws and regulations. System software or data may be transferred to other existing systems, migrated to a new system, or archived for future use. Hardware is made available for other use, added to surplus, or discarded. 

In conducting the disposition task, the following items should be considered:

· All known users should be informed of the decision to terminate operation of the system before the actual termination date.

· Although the current system may be terminated, in many cases the data will continue to be used through other systems. The specific processing logic used to transfer the data to another system is developed as part of the data conversion planning for that system.

· In some instances, software may be transferred to a replacement system. For example, a component of the current system may become a component of the replacement system without significant rewriting of programs.

· Effective reactivation of the system in the future will depend heavily on having complete documentation. It is generally advisable to archive all documentation, including especially the life-cycle products generated during the earliest tasks of the system’s life cycle as well as the documentation for users and for operation and maintenance personnel.

The disposition plan addresses how the various components of the system are handled at the completion of operations, including software, data, hardware, communications, and documentation. The plan also notes any future access to the system. The plan is carried out by a newly appointed system disposition project manager; supported by the records management staff, the disposition project team, and the functional staff; and is reviewed by the quality assurance manager. Other tasks to be conducted include:

· Notify all known system users of the planned date after which the system will no longer be available. Work with the freedom of information and privacy representative to notify through the Federal Register any system of records information.

· Copy data to be archived onto permanent storage media, and store the media in a location identified in the disposition plan. Work with the project management team for other systems to affect a smooth transfer of data from the current system to the other systems.

· Copy software onto permanent storage media, and store media in location identified in the disposition plan. The software to be stored may include communications and systems software as well as application software. Work with the project team for other systems to ensure effective migration of the current system software to the other systems.

· Store other life-cycle products and system documentation in archive locations identified in the disposition plan.

· Dispose of equipment that will not be reused in accordance with the disposition
plan, in which it is referred to as excess procedures.

· Complete and update the disposition plan to reflect actual disposition of data, software, and hardware.

· Plan for project shutdown, including the reassignment of project staff, the  storage of project records, and the release of project facilities 

Introduction Provide a brief description of introductory material.

· Purpose and scope Describes the disposition plan purpose and scope. Provide the information system name and identifying information about the system.

· Points of Contact Identify the program manager. Name the responsible organization and staff and alternates, if appropriate, who serve as points of contact for the system disposition. 

· Project References Provide a bibliography of key project references and system development life cycle documents. Include documents that may have been produced in the initial system life cycle or may have been produced in subsequent enhancement efforts.

· Glossary Provide a glossary of all the terms and abbreviations used in the disposition plan. If it is several pages in length, it may be placed in an appendix.

System  Disposition Describe the activities undertaken in the disposition.

· Notifications Describe the plan for notifying known users of the system being shut down, and other affected parties, such as those responsible for other, interfacing systems, and operations staff members involved in running the system.

· Data Disposition Describe the plan for archiving, deleting, or transferring to other systems the data files and related documentation in the system being shut down.

· Software Disposition Describe the plan for archiving, deleting, or transferring to other systems the software library files and related documentation in the system being shut down.

· System Documentation Disposition Describe the plan for archiving, deleting, or transferring to other systems the hardcopy and softcopy systems and user documentation for the system being shut down.

· Equipment Disposition Describe the plan for archiving, deleting, or transferring to other systems the hardware and other equipment used by the system being shut down.

Project Closedown Describe the final closedown actions.

· Project Staff Describe the plan for notifying project team members of the shutdown of the system, and the transfer of these team members to other projects.

· Project Records Describe the plan for archiving, deleting, or transferring to other projects the records of project activity for the project that has been maintaining the system being shut down.

· Facilities Describe the plan for transferring or disposing of facilities used by the project staff for the system being shut down.
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The post-termination review is performed at the end of the disposition phase. The post-termination review should be conducted within six months of system disposition. The post-termination review report documents the lessons learned from the shutdown and archiving of the terminated system.  The post-termination review report details the findings of the disposition phase review. It can be used to document and ensure that all functions have been performed to dispose of the system. This report can provide a check-list of activities completed to dispose of the system. It should include the details where to find all products and documentation that have been archived.

Introduction Provide a brief description of introductory material.

· Purpose and scope Review the purpose and scope of the disposition plan. Provide the disposed system name and identifying information. 

· Points of contact Identify the program manager. Identify the responsible organization and staff and alternates, if appropriate, who serve as points of contact for the system disposition. Include telephone numbers of key staff and organizations.

· Project references Provide a bibliography of key project references. Include system development life cycle documents from both the initial system development and any produced in subsequent system enhancements.

· Glossary Provide a glossary of the terms and abbreviations used in the post-termination review report. If it is several pages in length, it may be placed in an appendix.

Lessons learned Explain the disposition activities and results that will be reviewed.

· Data disposition Describe what happened to the data from the old system. Explain any problems or mishaps that occurred during the disposition phase.

· Software disposition Describe what happened to the software from the old system. Explain any lessons learned in the disposition of system software.

· Equipment disposition Describe where the equipment is located or, if it was excessed, where, when and how it was excessed.

· System functionality Describe how the system’s functionality is being carried on, if it still is needed.

· Recommendations for future system dispositions Provide recommendations to assist successful future system disposition.
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