Secure Printing Instructions for Network Printers and Multifunctional Copiers
Users who need to send sensitive documents to a shared network printer may use the Secure Print functionality built into most network printers and multifunctional copiers. For example, all current model HP printers installed throughout the GSA offices have this functionality.

Secure Print enables a user to send their print job to the printer where it is held until the user releases the job at the printer by entering a user-selected 4-digit PIN chosen when the job was sent to print.

When you are ready to send your job to the printer, select your printer from the drop-down list of available printers.

There may be slight variations on the details of the Print window that opens up.  You will click on either “Settings” or “Properties”, depending on which is present.
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This will open a configuration window that varies depending on the type of printer or multifunctional copier you are sending to.  Below are 4 common printers and copiers that offer this feature, HP, Cannon, Xerox, and Ricoh.  If you don’t see the printer you are using and need additional help, contact the Service Desk (866-450-5250).
Instructions for HP
When the settings or property window opens:
Select the “Job Storage” tab.
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Use the radial button to select “Personal Job”, then check the box marked “PIN to print” and enter any 4-digit PIN that you wish.
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Then click “OK” to return to the main print dialog box.  Click “OK” to release the job to the printer.

When you go to the printer to release the print job, you will use the keys and display on the printer. There are variations between printers but the general process that you will follow to release the print job is as follows.

Touch the “Menu” button.

Select “Retrieve Job” using the green “checkmark” button or “OK” depending on the model of printer.

Use the “Up” and “Down” arrows to find your print job and select.

It will prompt you for your PIN.  Use the “Up” arrow to select the first digit of your four-digit PIN and select, then repeat for the remaining three digits of your PIN.

It will then ask for the number of copies you want. Use the “Up” arrow to choose the number of copies and then select.

Your job will then begin printing.
Instructions for Canon
From the Print dialog, click “Properties”
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On the printer properties dialog window, under “Output Method” select “Secured Print”
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When you select this option, an Information dialog will be displayed. Click “OK” to close this dialog.
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Next click “OK” on the printer properties dialog.
[image: image8.png]Printer
Hame: 2 Vsneb financeDtbcpmyss Bropertes

Status: 1
Type: Canon RS570/R6570 PCL6
Whers: 68D Cerinttafie

Commert:  Systems (192.168.80.126) 0] Manual duplex.

Find Prnter

Page renge Copies
(oL Number of copies
O Curent page

O rages ,J?

Enter page numbers andjor page ranges
separated by commas. For example, 1,3,5-12

f

ot ot [Doumenesomngmatan[v] (2

Pagespor oot |1 page
Fts Al pogesinrange T | Pt [Le

Scale to paper size: o Scaling





Click “OK” on the Print dialog.
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The confirm password dialog will be displayed. Enter a numeric password (and modify document name if you choose). Click “OK” to send print job.
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When you get to the printer:
When you go to the Copier, press the “System Monitor” button in the bottom right hand corner of the display. 

Press the “Print” button at the bottom of the display. 
Your secured print job should be listed. Press “Secured Print” button, then enter the password using the keypad. Print job should print.
Instructions for Xerox

From the Print dialog, click “Properties”
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When the printing preferences window opens, under “Job Type” select “Secure Print”
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You will then see a “Secure Print Setup” button, click the button
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Enter any 4-digit PIN that you wish, and then click “OK”

[image: image14.png]a0 =

Enter 3 4Digit Secure Pint 1D

Confim 4-Digt Secue Pint D

it

Nate:

Aftersubiting the job, 4o tothe Docurent Cente Control Panel,
selectthe ob fiom the iob s, press "Release and enter this

Secure Pirt D o releve yout fb.

[

Cancel Help





When you get to the printer:

Select “Document Center Control Panel, find your print job and select it, press “Release”.  You will then be asked to enter your pin.  Your job will then begin printing.

Instructions for Ricoh

From the Print dialog, click “Properties”
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Most Ricoh printers will show the window immediately below:
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When the printing preferences window opens, select “Locked Print” under “Job Type”.   Then Click on the “Details” button directly below the “Job Type”. This will open the “Locked Print Details” window.
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Enter a user ID (Note: this is how you will identify your print job when you get to the printer) and enter any 4 -8 digit pin you wish.  Click “OK”, and then click “OK” to get back to the print window, finally click OK one more time to send the print job to the printer.

Some of the older model Ricoh printers look like the image directly below:
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When the printing preferences window opens, click on the “Job Log” tab then select “Locked Print” under “Print Job”, “Job Type”.   The “Password” window will then become available; enter any 4 -8 digit pin you wish.  Click “OK”, and then click “OK” to send the print job to the printer.

When you get to the printer:

Remember the Ricoh is a multifunctional printer so make sure the “Printer” button is selected.  If you do not see your print job click “Job List” on the touch screen (bottom right).  Find your user ID and click on your print job.  Touch the “Print” button on the right hand side of the window.  You will then are prompted for your pin, enter your pin and press “Ok”.  Finally, you will be asked if you are sure you want to print the job, touch “Yes” and you job will print.

About Dell Printers
Not all Dell printers allow secure printing.  If your preference window looks like the image immediately below you can most likely print securely using the Print and Hold button.  This is similar to the instructions listed above.
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