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Overview

GSA CIO 2100.1, GSA Information Technology (IT) Security Policy, sets forth the overall GSA Information Technology (IT) Security Policy in accordance with Federal Regulations and Laws, helping to ensure adequate protection of GSA IT resources.

The National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, defines 18 families of controls.  

FIPS Publication 199 provides guidance for assisting agencies in determining if information and/or information systems are in a ‘Low,’ ‘Moderate,’ or ‘High’ security category.

The Senior Agency Information Security Office (SAISO) issues IT Security Procedural Guides to assist GSA staff and contractors in implementing NIST and any other federally mandated security controls.  These Guides present the basic controls, followed by GSA Implementation Guidance, for systems that GSA has designated in ‘Low,’ ‘Moderate,’ or ‘High’ categories.

System Integrity is defined as the quality that a system has when it performs its intended function in an unimpaired manner, free from unauthorized manipulation of the system, whether intentional or accidental.  This guide provides information to assist the GSA IT Security community in establishing the required federal and agency controls to meet the objectives of System Integrity.  

All controls discussed in this guide apply to low, moderate, and high security categories unless otherwise specifically stated.

Each GSA IT system must follow the practices described in this guide. 

Where there is a conflict between NIST guidance and GSA guidance, contact the Office of the Senior Agency Information Security Officer (OSAISO) for guidance, at ITSECURITY@GSA.GOV or 202 501-7298.
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SI-1 System and Information Integrity Policy and Procedures

Control: The organization develops, disseminates, and reviews/updates [Assignment: organization defined frequency]:
a. A formal, documented system and information integrity policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
b. Formal, documented procedures to facilitate the implementation of the system and information integrity policy and associated system and information integrity controls.


GSA Implementation Guidance:
System and Information Integrity (SI) policies and procedures developed may be located via the OCIO/IT Security  Webpage or Google docs. GSA IT Security Policies are reviewed and updated as needed biennially.  

Chapter 4, Paragraph 6, sub-paragraphs a-b; and Chapter 5, Paragraph 9 of the CIO P 2100.1, GSA Information Technology (IT) Security Policy defines the system and information integrity policy for all GSA systems.  As required, the policy addresses scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.  

Furthermore, SI procedures are documented in this GSA CIO-IT Security-12-63, System and Information Integrity guide.  The procedures facilitate the implementation of the system and information integrity policy and associated controls.

GSA Service/Staff Office (S/SO) organizations are encouraged to have separate SI policies and procedures to supplement procedures in the GSA IT Security Policy and this SI guide.  Supplemental procedures must be unique to the S/SO, system, data type (financial, privacy, etc.) or convey the organization’s implementation of common and/or hybrid controls as defined in the current version of NIST SP 800-37.

Additional Contractor System Considerations:  
Contractor systems may defer to GSA policy and procedures as identified above or separately implement policy and procedures that facilitate implementation of the required system and information integrity controls as per the appropriate FIPS 199 impact level.
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SI-2 Flaw Remediation

Control: The organization:
a. Identifies, reports, and corrects information system flaws;
b. Tests software updates related to flaw remediation for effectiveness and potential side effects on organizational information systems before installation; and
c. Incorporates flaw remediation into the organizational configuration management process.

Control Enhancements: 
(1) The organization centrally manages the flaw remediation process and installs software updates automatically.
(2) The organization employs automated mechanisms [Assignment: organization-defined frequency] to determine the state of information system components with regard to flaw remediation.

GSA Organization-Defined Settings: 
Applies to Moderate and High Security Categories: Control Enhancements (1) and (2)
Applies to Controls Enhancement (2): At least monthly

GSA Implementation Guidance:
This control will assist in ensuring information system flaws are identified, reported and corrected. 

All security-relevant patches, updates, and hot-fixes for the affected software must be integrated into the system’s configuration management process and tested for effectiveness and potential side-effects prior to being applied to the information system.  Please refer to CIO IT Security 01-05, Revision 2, Configuration Management, as well as NIST SP 800-40 Revision 2, Creating a Patch and Vulnerability Management Program, for detailed guidance on integrating flaw remediation into the configuration management process.

Vulnerability scanning activities and requirements are defined in Chapter 5, Paragraph 6 of the GSA Information Technology (IT) Security Policy (CIO P 2100.1). GSA requires quarterly Operating System, Web Application, and Database scans (as applicable) to be performed on all FIPS 199 High, Moderate, and Low impact systems.  GSA OSAISO scans many internal systems monthly.  There are some S/SO’s that perform this task. Results from vulnerability scans must be documented in the POA&M following the procedures in GSA IT Security Procedural Guide 09-44, Plan of Action and Milestones.
   High-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days.

As per SI-2, Enhancement (1) GSA FIPS-199 High impact systems must be managed by a centralized flaw remediation process, such as a patch management system that is capable of detecting and installing required software updates automatically and/or through a controlled process where patches are tested within a development environment prior to being updated onto production servers.

As per SI-2, Enhancement (2), GSA FIPS-199 Moderate and High impact systems must be checked for flaws at least monthly through the use of automated tools or services.  

Additional Contractor System Considerations:  None.  
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Control: The organization: 
a. Employs malicious code protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and eradicate malicious code:
· Transported by electronic mail, electronic mail attachments, web accesses, removable media, or other common means; or
· Inserted through the exploitation of information system vulnerabilities;
b. Updates malicious code protection mechanisms (including signature definitions) whenever new releases are available in accordance with organizational configuration management policy and procedures;
c. Configures malicious code protection mechanisms to:
· Perform periodic scans of the information system [Assignment: organization-defined frequency] and real-time scans of files from external sources as the files are downloaded, opened, or executed in accordance with organizational security policy; and
· [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]] in response to malicious code detection; and
d. Addresses the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the information system.

Control Enhancements: 
(1) The organization centrally manages malicious code protection mechanisms.
(2) The information system automatically updates malicious code protection mechanisms (including signature definitions).
(3) The information system prevents non-privileged users from circumventing malicious code protection capabilities.

GSA Organization-Defined Settings: 
Applies to Moderate and High: Control Enhancements (1) (2) and (3)
Applies to Control Enhancement (3): The GSA AO must approve every GSA S/SO or Contractor recommended control enhancement.

GSA Implementation Guidance:
This control will help ensure that protection against malicious code is not only employed on workstations, laptops, servers and mobile devices, but also at key information system entry and exit points including, but not limited to, mail gateways, proxy servers, etc. 

According to GSA CIO 2100.1, GSA Information Technology (IT) Security Policy, “All information systems must have up-to-date virus protection software.” GSA issued workstations, laptops and servers are protected through the use of a current version of McAfee’s VirusScan Enterprise which has been configured to meet the requirements of this control and is incorporated into GSA’s standard baseline image. This enterprise application suite combines antivirus software that detects malicious code when downloaded, opened, or executed in accordance with organizational security policy with additional features that prohibit unwanted programs (e.g., spyware, adware, dialers). 

In addition, GSA has purchased a site license for the use of McAfee’s Active Virus Defense suite which, in addition to VirusScan, includes the following malicious code protection and update mechanisms: NetShield, GroupShield, WebShield, Auto Update and a central Management Console.  More detailed information regarding the features and configuration settings for McAfee VirusScan is documented in CIO IT Security 06-33, McAfee VirusScan. 

As per SI-3, Enhancements (1), (2), and (3) malicious code protection mechanisms such as antivirus client software that is installed on GSA FIPS-199 Moderate and High impact systems must be centrally managed and capable of automatically updating its installed clients to the most current software version and signature definitions.  GSA implements McAfee ePolicy Orchestrator (ePO) which provides unified management of endpoint, network, and data security. 

Additional Contractor System Considerations:  
GSA S/SO or Contractor systems must defer to GSA policy and guidance as identified above.  Any deviation from the GSA standard configuration must be approved by the GSA AO and meet the requirements of SI-3 as per FIPS 199 impact level.
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Control: The organization:
a. Monitors events on the information system in accordance with [Assignment: organization defined monitoring objectives] and detects information system attacks;
b. Identifies unauthorized use of the information system;
c. Deploys monitoring devices: (i) strategically within the information system to collect organization-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the organization;
d. Heightens the level of information system monitoring activity whenever there is an indication of increased risk to organizational operations and assets, individuals, other organizations, or the Nation based on law enforcement information, intelligence information, or other credible sources of information; and
e. Obtains legal opinion with regard to information system monitoring activities in accordance with applicable federal laws, Executive Orders, directives, policies, or regulations.

Control Enhancements: 
(2) The organization employs automated tools to support near real-time analysis of events.
(4) The information system monitors inbound and outbound communications for unusual or unauthorized activities or conditions.
(5) The information system provides near real-time alerts when the following indications of compromise or potential compromise occur: [Assignment: organization-defined list of compromise indicators].
(6) The information system prevents non-privileged users from circumventing intrusion detection and prevention capabilities.

GSA Organization-Defined Settings: 
Applies to Moderate and High: Control Enhancements (2) (4) (5) and (6)
Applies to Controls Enhancement (4): 
- Ensure the proper functioning of internal processes and controls, such as segregation of  
 duties, in furtherance of regulatory and compliance requirements.
- Examine system records to confirm that the system is functioning in an optimal, resilient, and secure state.
- Identify irregularities or anomalies that are indicators of a system malfunction or compromise. 
Applies to Controls Enhancement (5): Compromise indicators may include, but shall not be limited to, the following:
- Protected system files or directories have been modified without notification from the appropriate change/configuration management channels;
- System performance indicates resource consumption that is inconsistent with expected operating conditions;
- Auditing functionality has been disabled or modified to reduce audit visibility;
- Audit or log records have been deleted or modified without explanation;
- The system is raising alerts or faults in a manner that indicates the presence of an abnormal condition;
- Resource or service requests are initiated from clients that are outside of the expected client membership set;
- The system reports failed logins or password changes for administrative or key service accounts;
- Processes and services are running that are outside of the baseline system profile;
- Utilities, tools, or scripts have been saved or installed on production systems without clear indication of their use or purpose;

Alerts may be generated from a variety of sources including, but not limited to, malicious code protection mechanisms, intrusion detection or prevention mechanisms, or boundary protection devices, such as firewalls, gateways, and routers.

GSA Implementation Guidance:
For proper configuration of the information system to support the requirements of this control please refer to controls AU-2 and AU-6, in the GSA guide CIO-IT Security 01-08 Revision 3, Audit and Accountability.
   
GSA FIPS 199 Moderate and High impact systems must ensure that information system monitoring procedures include examination of system records to confirm that the system is functioning in an optimal, resilient, and secure state and the identification of irregularities or anomalies that are indicators of a system malfunction or compromise. 

As per SI-4, Enhancements (2), (4), (5), and (6), GSA FIPS-199 Moderate and High impact systems must employ the use of automated tools to support the near real-time analysis of events.  The information system must also be configured to monitor inbound and outbound communications for unusual or unauthorized activities and be capable of providing near real-time alerts when compromise indicators have been detected.  Alerts may be generated from a variety of sources including but not limited to malicious code protection mechanisms, intrusion detection or prevention mechanisms, or boundary protection devices such as firewalls, gateways, and routers. Sample compromise indicators have been identified in the organizational defined settings above. 

Additional events are defined in AU-2 of the Audit and Accountability guide referenced above.
Proper configuration of monitoring tools must follow least privilege in order to ensure non-privileged users cannot modify or circumvent any intrusion detection and prevention capabilities.  

Additional Contractor System Considerations:  None.
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Control: The organization:
a. Receives information system security alerts, advisories, and directives from designated external organizations on an ongoing basis;
b. Generates internal security alerts, advisories, and directives as deemed necessary;
c. Disseminates security alerts, advisories, and directives to [Assignment: organization-defined list of personnel (identified by name and/or by role)]; and
d. Implements security directives in accordance with established time frames, or notifies the issuing organization of the degree of noncompliance.




Control Enhancements: 
(1) The organization employs automated mechanisms to make security and advisory information available throughout the organization as needed.

GSA Organization-Defined Settings: 
SI-5
Applies to High Security Categories: Control Enhancement (1)
Applies to Control and Control Enhancements:  Staff with system administration, monitoring, and/or security responsibilities, including, but not limited to, ISSMs, ISSOs, System Program Managers, System/Network/Application Administrators.

GSA Implementation Guidance:
This control ensures information system security alerts/advisories/directives are received from designated external and internal organizations, disseminated to the appropriate personnel, and implemented within the required timeframes.
 
External alerts and directives are received from US-CERT and OMB on an ongoing basis and disseminated as necessary to designated security and system administration staff.  Internal directives, advisories, and alerts are issued from the OSAISO to designated personnel as defined above.
Implementation of information security directives issued from OMB or GSA must be performed within the required timeframes.  Any delays in the implementation of mandated directives must be reported to the OSAISO for tracking and possible dissemination to external authorities.

As per SI-5, Enhancement (1), automated security alert and advisory notices must be generated and disseminated to designated personnel who have security responsibilities for GSA FIPS-199 High impact systems.  Automated mechanisms for transmitting alert and advisory notices include email and messaging services.

Additional Contractor System Considerations:  None.  
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Control: The information system verifies the correct operation of security functions [Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered.

GSA Organization-Defined Settings: 
Applies to High Security Categories: SI-6 
Applies to system startup and/or restart and abort ; at least every 90 days; 
Notifies System Administrators

GSA Implementation Guidance:
GSA requires FIPS 199 High impact systems, to be capable of verifying security functionality of all configured security functions upon system startup/restart and periodically every 90 days.  Any of the security functions that are not able to perform automated self-tests, must either have compensating controls applied or an acceptance of risk authorized for not performing the verification as required. Any anomalies or issues associated with the correct operation of security functions must be reported to the designated system administrator for corrective action.  

Additional Contractor System Considerations:  None.  
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Control: The information system detects unauthorized changes to software and information.

Control Enhancements: 
(1) The organization reassesses the integrity of software and information by performing [Assignment: organization-defined frequency] integrity scans of the information system.
(2) The organization employs automated tools that provide notification to designated individuals upon discovering discrepancies during integrity verification.

GSA Organization-Defined Settings: 
Applies to, Moderate and High Security Categories: SI-7
Applies to Moderate Security Categories: Control Enhancement (1)
Applies to High Security Categories: Control Enhancement (1) and (2)
Applies to Controls Enhancement (1): At least monthly

GSA Implementation Guidance:
As per SI-7, Enhancement (1), GSA FIPS-199 Moderate and High impact systems must be capable of performing integrity verification checks at least monthly in order to identify any evidence of information tampering, errors, or omissions. Integrity verification can be performed through the use of integrity monitoring tools, or through system based integrity mechanisms, such as parity checking, cyclical redundancy checks, and cryptographic hashes.  

As per SI-7, Enhancement (2), GSA FIPS-199 High impact systems must be scanned using automated tools that are capable of generating notices to appropriate security and system administration personnel in the event of any discovered discrepancies or errors during the integrity checks.

Additional Contractor System Considerations:  None.  
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SI-8 Spam Protection

Control: The organization:
a. Employs spam protection mechanisms at information system entry and exit points and at workstations, servers, or mobile computing devices on the network to detect and take action on unsolicited messages transported by electronic mail, electronic mail attachments, web accesses, or other common means; and
b. Updates spam protection mechanisms (including signature definitions) when new releases are available in accordance with organizational configuration management policy and procedures.

Control Enhancements: 
(1) The organization centrally manages spam protection mechanisms.

GSA Organization-Defined Settings: 
Applies to Moderate and High Security Categories: SI-8
Applies to High Security Categories: Control Enhancement (1)

GSA Implementation Guidance:
No additional GSA implementation guidance,. 

Additional Contractor System Considerations:  None.  
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Control: The organization restricts the capability to input information into the information system to authorized personnel.

GSA Organization-Defined Settings: 
Applies to Moderate and High Security Categories: SI-9

GSA Implementation Guidance:
GSA FIPS 199 Moderate and High impact systems must ensure that only authorized personnel are able to input information.  The definition of “authorized” as it pertains to this control may extend beyond the typical access controls employed by the information system to include different types of system access authorizations that are based on operational or project related needs.  Common examples of operational or programmatic conditions where this type of authorization is permitted includes temporarily allowing increased access rights to designated personnel when responding to a significant security event, or temporarily extending the access rights of database administrators to troubleshoot data corruption issues.

Any deviation from the standard access control settings for the information system must be documented and may only be granted under specifically-defined operational or program related conditions.    

Additional Contractor System Considerations:  None.  
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Control: The information system checks the validity of information inputs.

GSA Organization-Defined Settings: 
Applies to Moderate and High Security Categories: SI-10

GSA Implementation Guidance:
This control helps ensure that policy and operational requirements for validating and filtering inputs to the information system have been explicitly identified. A set of rules for checking valid syntax and semantics must be developed and implemented on the information system to prevent any input into the system to be unintentionally interpreted as commands. 

The information system must be capable of providing information input validation as close to the point of data entry as possible.  For example, a web based application must be configured to filter characters entered into input fields that may also serve as commands/operators within the backend database.  Data that is input into these fields must be checked against an explicit set of format and syntax rules.  Please refer to Section 2.5 of the CIO IT Security 07-35, Web Application Security, for more detailed guidance regarding the configuration of input validation mechanisms.  

Additional Contractor System Considerations:  None.  
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Control: The information system:
a. Identifies potentially security-relevant error conditions;
b. Generates error messages that provide information necessary for corrective actions without revealing [Assignment: organization-defined sensitive or potentially harmful information] in error logs and administrative messages that could be exploited by adversaries; and
c. Reveals error messages only to authorized personnel.






GSA Organization-Defined Settings: 
Applies to Moderate and High Security Categories: SI-11
Applies to SI-11b: 
(1) Username and password combinations.
(2) Attributes used to validate a password reset request (e.g., security questions).
(3) Personally identifiable information (excluding unique user name identifiers provided as a normal part of a transactional record).
(4) Biometric data or personal characteristics used to authenticate identity.
(5) Sensitive financial records (e.g., account numbers, access codes).
(6) Content related to internal security functions: private encryption keys, white list or blacklist rules, object permission attributes and settings.

GSA Implementation Guidance:
This control helps ensure that system generated error messages do not reveal potentially exploitable information, yet contain enough information to facilitate timely and useful response. GSA FIPS 199 Moderate and High impact systems must be capable of identifying error conditions and generating error messages which are viewable to authorized personnel only.  

As per GSA policy, error messages that are generated by an information system must not contain any of the information noted in the GSA organization-defined settings noted above.

Additional Contractor System Considerations:  None.
.
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Control: The organization handles and retains both information within, and output from, the information system in accordance with applicable federal laws, Executive Orders, directives, policies, regulations, standards, and operational requirements.

GSA Organization-Defined Settings: 
No additional GSA implementation guidance,
GSA Implementation Guidance:
The requirements of this control serves as a bridge between GSA’s information management policies and procedures and any information system output guidelines developed by the organization.   Information maintained by GSA systems, must be managed in accordance with media access and media storage policies and procedures detailed in the GSA CIO IT Security 06-32, Media Protection guide.  Retention of information output by the system such as event and security logs in addition to system generated reports must follow the guidelines established. 






Information that is handled within the system falls under the requirements of this control and all applicable GSA Media Protection policies and procedures.  Information that is provided by  the system generated output leaves the boundary of this control and falls under the GSA’s information management requirements as established by the National Archives and Records Act (NARA) and GSA privacy requirements.

Additional Contractor System Considerations:  None.


SI-13 Non- Persistence 

Control: The organization implements Non-Persistence [Assignment: organization-defined information system components and services] that are initiated in a known state and terminated [Selection (one or more): upon end of session of use; periodically at [Assignment: organization-defined frequency]] 

GSA Organization-Defined Settings: 
Applies to High Security Categories: SI-11
Applies to SC-30 SC-34
 
GSA Implementation Guidance:
This control mitigates risk from advanced persistent threats by significantly reducing the targeting capability of adversaries to initiate and complete cyber attacks. Non-persistent information system components and services are activated as required using protected information and terminated periodically or upon the end of sessions.   
Non-persistent system components can be implemented by periodically re-imaging components or by using a variety of common virtualization techniques.  The refresh of selected information system components and services occurs with sufficient frequency to prevent the spread or intended impact of attacks, but not with such frequency that it makes the information system unstable. The software/data is obtained from trusted sources. 

Additional Contractor System Considerations:  None.
.













Every GSA IT system must follow the practices identified in this guide.  Any deviations as established in the GSA CIO 2100.1, GSA Information Technology (IT) Security Policy, must be coordinated by the Information Systems Security Officer (ISSO) through the appropriate Information Systems Security Manager (ISSM) and authorized by the Authorizing Official (AO).  

The Senior Agency Information Security Officer (SAISO) must be notified of any deviations from the GSA IT Security Policy. 

Where there is a conflict between NIST guidance and GSA guidance, contact the Office of the Senior Agency Information Security Officer (SAISO) for guidance, at ITSECURITY@GSA.GOV or 202 501-7298
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