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1. INTRODUCTION 

1. Purpose 

This “IT Security Training and Awareness Guide” describes the requirements for the GSA IT Security Training Program for all agency and contractor employees with significant security responsibilities as set forth in the Federal Information Security Management Act and OPM 5 CFR Part 930. In addition, it describes the IT security training requirements for all agency employees and contractors. 
1. Scope 

This document applies to all GSA employees and contractors that have access to GSA IT resources or responsibility for ensuring adequate security for those resources. 
For the purpose of this training program, an individual with significant security responsibility is defined as all individuals on the FISMA POC list (Information System Security Managers, Information System Security Officers, Authorizing Officials, and System Program Managers/IT Managers. All Senior Agency Information Security Officer Staff with a 2210 job series are also included.
1. References 

· NIST Special Publication 800-16 Information Technology Security Training 
Requirements: a role-and Performance Based Model
http://csrc.nist.gov/publications/nistpubs/800-16/800-16.pdf
· Federal Information Security Management Act of 2002 (title III)
E-Gov Act of 2002 (P.L.107-347) 
· Information Security Responsibilities for Employees Who Manage or 
Use Federal Information Systems, OPM 5 CFR Part 930, June 14, 2004
http://www.opm.gov/fedregis/2004/69-061404-32835-a.htm
· GSA CIO Security IT Security Policy CIO P 2100.1E http://insite.gsa.gov/_cio/itsecurity 
· GSA IT General Rules of Behavior CIO 2104.1 http://insite.gsa.gov/wps/portal/gsa_insite/information_technology/it_security/it_security_policies 
· Mandatory IT Security Training for Agency and Contractor Employees with significant Security Responsibilities CIO 2100.3A
http://insite.gsa.gov/graphics/staffoffices/GSA_Order_CIO.pdf
· NIST Special Publication 800-50 Information Technology Security Awareness, Training, Education and Certification 
http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf
2. Security awareness training For all employees 

There are two components to the GSA mandatory security awareness training program for all employees and contractors. These requirements pertain to agency personnel and contractors, who access information systems that support the operation and assets of GSA. 
· All new employees and contractors must receive training prior to being granted access to systems
(Training is currently being conducted using GSA’s Online University. Lotus Notes accounts are required for access to OLU. Each individual is required to complete the course within the first 30 days of employment.) 
· All employees and contractors must receive security awareness and training material at least annually
GSA addresses both components in a similar manner. The first component is considered the initial awareness presentation and is combined with the GSA Privacy 101 course. 
The course is administered to newly hired employees and contractors with Lotus Notes accounts through the GSA Online University. Online University tracks course completions and allows an individual to print a completion certificate for verification at anytime once the course has been successfully completed. 
IT Security information contained in the training describes the expectations for use of GSA IT resources. The information consists of information from the GSA Rules Of Behavior as well as a number of security topics from NIST 800-16. In addition, the course content includes information to help users of IT resources become aware of concepts to secure privacy information. 
ISSMs should ensure training is completed. If the individual does not have a Lotus Notes Account an organization may use the hard copy version of the training. In this instance the document must be read and signed by both the individual and the ISSM or a representative of the ISSM. The ISSM is responsible for ensuring a copy of the signed document is retained until the annual program is administered the next year. 
The second training component is the Mandatory Annual Awareness Training administered to each employee and contractor that has been provided a Lotus Notes account. This process occurs every calendar year, usually in June. The OSAISO will announce the date using GSA Update and emails to individuals listed in the Points of Contact (POC) document located on the security webpage. 
In both components if training is not confirmed as completed during the 30-60 day training period a request is made to the CIO for approval to disable the Lotus Notes account immediately. Once approval is granted to disable the lotus notes access each system Authorizing Official can disable any remaining system access accounts. 
The Office of the Senior Agency Information Security Officer (OSAISO) monitors the completion of the course and provides information on non-compliance to the ISSMs, ISSOs and IT Managers on a monthly basis in an effort to ensure each account holder is aware of the training requirement and completes training in a timely manner. If training is not completed within the specified follow up time the Lotus Notes account is disabled. 
If Lotus Notes access is disabled the account owner should complete training using OLU. A copy of the completion certificate from the system must be provided to the ISSM of the organization where the account owner works. The ISSM should contact the OSAISO to request reactivation of the account. Requests to reactivate a Lotus Notes account disabled for non-compliance of the awareness training process must be forwarded to the OSAISO. 
Once access is disabled it can take several days to reactivate the account. After all requirements have been met the ISSM contacts the OSAISO to request activation, the OSAISO must contact the GSA Helpdesk to have the account reactivated. 
In 2009 the IT Security Annual Awareness training was combined with GSA Privacy Training 101 as one course, addressing privacy and IT security awareness concepts for the Agency. 
Following are instructions on accessing the 2009 Privacy Training 101 and IT Security Awareness Training: 
Log on to https://gsaolu.gsa.gov. 
The training is under "Courses of the Month" on the home page, or you can find it using the course catalog on the left navigation bar. 
If you have forgotten your OLU password or need assistance logging in, click the “Need help logging in to OLU?” text directly above the login box. There is also a “Live Support" link in the upper right corner of the login page and information on using OLU under the "FAQ" section next to the "Live Support” link. 
Passwords can only be established or reset by the OLU Administrator or the OLU helpdesk. The Lotus Notes account is the Userid.
1. Role Based it security training 

Title III of the E- Government Act of 2002, also known as the Federal Information Security Management Act (FISMA) states that the Chief Information Officer is responsible for training and overseeing personnel with significant responsibilities for information security with respect to such responsibilities and ensures that the agency has trained personnel sufficiently to assist the agency in complying with the requirements of FISMA. 
The Office of Personnel Management (OPM) requires that each agency identify employees with significant information security responsibilities and provide role-specific training in accordance with National Institute of Standards and Technology (NIST) standards and guidance. For the purpose of reporting in accordance with the Federal Information Security Management Act ( FISMA) the following section defines the roles and training requirements for those with significant security responsibilities. Additional information on each GSA IT Security role may be found in the current GSA Information Technology (IT) Security Policy. 
OPM mandates that refresher training frequency be defined by each agency. GSA policy defines the refresher training frequency as every 4 years. (Individuals that satisfied the training requirement in 2005 or before by completing all identified courses for their assigned security role will be required to complete additional training in 2009). 
Training as defined by NIST Special Publication 800-16 strives to produce relevant and needed security skills and competencies. Training builds upon the awareness foundation.
The OSAISO awareness training program addresses the management controls, operational controls, and technical controls from the agency level. Management controls include policy, IT security program management, risk management and life-cycle security. Operational controls include personnel and user issues, contingency planning, incident handling, awareness and training, computer support and operations, and physical and environmental security issues. Technical controls include identification and authentication, logical access controls and audit trails, and cryptography. 
1. Individuals with significant security responsibilities 

a. Executives GSA has determined that this role includes all Authorizing Officials (AO), who are the executives that accept risk for all IT systems. This training must be satisfied by completing one course, from GSA Online University (as identified during the current year training program) or face to face in class training provided or approved by the OSAISO. Authorizing Officials (AO) identified on the FISMA inventory/POC list located on the security webpage), must receive training in information security basics and policy level training in security planning and management. 
b. Program and functional managers must receive training in information security basics; management and implementation level training in security planning and system/application security management; and management and implementation level training in system/application life cycle management, risk management, and contingency planning. GSA has determined that these roles include all personnel listed as System Program Managers/IT Managers on the FISMA inventory/Points Of Contact (POC) list. This training must be satisfied by completing courses from GSA Online University not to exceed six (6) hours (as identified during the current year training program) or face to face in class training provided or approved by the OSAISO) or by completing the FISMA training course given annually by the Office of the Senior Agency Information Security Officer (OSAISO). 
c. Chief Information Officers (CIOs), IT security program managers, and other 
security oriented personnel must receive training in information security basics and 
broad training in security planning, system and application security management, 
system/application life cycle management, risk management, and contingency 
planning. GSA has determined that the CIO role is the same as the AO role. 
The training requirement will be identical to that for the AOs noted above. 
The Information Systems Security Managers (ISSM), and Information Systems 
Security Officers (ISSO) provide the role for IT security program managers and other 
security oriented personnel. These designations are identified on the FISMA 
inventory/POC list. The training for ISSMs and ISSOs must be satisfied by 
the completion of courses from GSA Online University and/or in person training as 
provided (Not to exceed twenty-five (25) hours). 
The Senior Agency Information Security Officer staff must receive training in information security basics and broad training in security planning, system and application security management, system/application life cycle management, risk management, and contingency planning. This training requirement will be identical
to the ISSMs and ISSOs above.
d. IT function management and operations personnel, contracting officers (CO) and contracting officer technical representatives (COTRs) may receive training in information security basics; management and implementation level training in security planning and system/application security management; and management and implementation level training in system/application life cycle management, risk management, and contingency planning. These personnel will have access to the same training as all other GSA employees and contractors as part of the annual security training requirement. This will be in affect until the Information Systems Security Line of Business (ISS LOB) determines a government-wide training curriculum for all roles and responsibilities. The OSAISO does not maintain a designation list for these individuals.
1. satisfying course requirements 

Individuals satisfy course requirements in the following ways: 
Individuals who hold a position defined within any of the OPM roles noted in the GSA training policy most complete the identified course(s) for that responsibility within ninety days (90) of assignment. 
Course work must be completed using GSA’s Online University, in house courses that may be provided or the annual FISMA training given by the OSAISO. GSA IT Security courses are available at online university 24 X 7. Course completion is indicated by obtaining a passing score from related tests presented with the course, and receiving an electronic completion certificate. 
Annually, the SAISO initiates a program to monitor compliance with the GSA Mandatory IT Security Training requirement. Individuals having to satisfy the training requirement are notified. Once role specific requirements have been satisfied an individual has four years before mandatory training needs to occur again. 
The OSAISO may hold in person classes. When that is the situation individuals required to complete training will be notified of the details. 
2009 training included two four day classes presented by the OSAISO and the Sans Institute which included GSA IT Security program elements, basic security concepts and security in-depth. The Senior Agency Information Security Officer held two additional training sessions in-house for System Program Managers and one for AO’s.
Note: To ensure GSA maintains an acceptable FISMA score it is IMPERATIVE course work identified for the specific role held by an individual be completed NLT than the deadline indicated in the annual notification.
In addition to courses identified for mandatory training, online university contains a host of security courses that may be taken at anytime for professional development of the security practitioner. GSA organizations can use any of these courses to supplement annual training requirements as necessary to ensure a secure processing environment for GSA IT resources. 
1. role course map (IT Security courses on GSA online university) 

The following table maps GSA IT Security roles identified in the IT Security Policy to courses that satisfy the training requirements. 
	GSA Role
	Online University or in person IT Security courses *(need to take all courses indicated) 

	Authorizing Officials (AO)
	Certification and Accreditation 
Or the in person July 2009 AO training course

	FISMA System Program Managers /IT Managers
	1. Certification and Accreditation and;
2. Introduction to Information Security
Or the annual FISMA in person one day training course (valid prior to 2009)
Or the in person June/July 2009 Program Manager training course

	ISSMs/ISSOs/SAISO Staff, 
	1. Certification and Accreditation and;
2. Introduction to Information Security and; 
3. Operational Information Security 
Or the annual FISMA in person one day training course (valid prior to 2009)
Or the SANS/GSA 4 day in person Feb/Mar 2009 training course

	
	


· Example: If you are an Authorizing Official and ISSM you must satisfy the requirement for both roles. 
Each individual required to complete training will be provided program procedures and instructions for accessing the Online University including course numbers. 
