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SUBJECT:
Improving Desktop Management By Acquiring Standard Hardware and 
Software Configurations Using Electronic Business Processes 

1.  Purpose.  The purpose of this Order is to improve the efficiency and effectiveness of processes used in GSA to acquire, configure and manage GSA's workstation assets, including desktops, laptops and local area network servers operated by Services, Staff offices (S/SO) and Regions.  It provides for a Blanket Purchase Agreement (BPA) to make available, at best value, by purchase or lease, a variety of hardware and software configurations that conform to GSA technical standards.  It also minimizes transaction costs by adopting electronic business processes.  It reduces delivery cycle time and helps control information technology support costs through standardization. 
This Order also incorporates the Office of Management and Budget (OMB) requirement that Federal agencies use SmartBUY enterprise agreements for software purchases. by including language and content from CIO IL-05-02, Use of SmartBUY Software Enterprise Licensing.

2.  Cancellation.  This Order cancels CIO 2160.3A, "Improving Desktop Management By Acquiring Standard Hardware and Software Configurations Using Electronic Business Processes” and Instructional Letter IL-05-02, “Use of SmartBUY Software Enterprise Licensing” 

3.  Background.  On December 11, 2001 the Office of the Chief Information Officer (OCIO), with concurrence from the Information Technology Architecture Planning Committee (ITAPC) and Information Technology Council (ITC), issued Instructional Letter (IL) CIO IL-01-03A.  This IL was issued for the purpose of providing a standard information technology (IT) configuration for GSA Desktop Management processes and a strategy for acquiring those resources through issuance of a BPA.  The standard configuration has been updated to cover the acquisition of a full range of current IT resources, asset management, repair, user support, retirement of workstation assets, and provisions for the inclusion of Section 508 regulations.  
On June 2, 2003, the Office of Management and Budget (OMB) in a memorandum, "Reducing Cost and Improving Quality in Federal Purchase of Commercial Software", directed all Federal agencies to use the SmartBUY program.  CIO IL-05-02 is incorporated into this Order to maintain a single direction for the purchase of hardware and software in accordance with established methods in accordance with existing laws, regulations and guidance for efficiency and cost effectiveness. 
4. Applicability.  The provisions of this Order apply to all GSA Services and Staff Offices and Regional Offices, including adherence to GSA Directive, CIO 2105.1 “Managing Electronic and Information Technology for People with Disabilities.”

5. SmartBUY Policy Statement.   If a GSA service, staff office or regional office has a requirement for software products, that office should first check InSite (http://insite.gsa.gov/it/sitelic.htm) to determine if there is a SmartBUY agreement in place for that product.  This site also lists existing GSA enterprise license agreements.  Both SmartBUY and GSA enterprise license agreements will ensure that GSA organizations purchase software in the most economical manner possible.   

At the present time, the following software is available under SmartBUY and/or GSA enterprise license agreements: 
·        McAfee Active Virus Defense 

·        Microsoft 

·        Lotus 

·        Oracle 

·        RealNetworks 

·        WinZip 

The OCIO will update InSite as additional SmartBUY or enterprise licensing agreements are established.
6. Standard workstation hardware and software configurations.   

a.
The BPA for acquisition of workstation hardware and software configurations will make available, at best value, by purchase or lease, a variety of hardware and software configurations that conform to GSA technical and Section 508 accessibility standards.  The BPA is mandatory with consideration; exceptions to the configurations or processes are to be approved in advance by the GSA Chief Information Officer (CIO) as described in paragraph 11, "Waivers." 

b.
The variety of hardware and software configurations shall include: 

Three desktop configurations representing a range of capabilities


and price points 


Three laptop configurations, including a docking station 


Three server configurations representing a range of capabilities


and price points 

      c. 
The hardware specifications are detailed on the BPA vendor’s website, accessible through http://hwbpa.gsa.gov.  These specifications will be kept current with GSA technical standards established through the ITAPC. 

     d. 
The BPA vendor may make product substitutions either to internal system components, options or external peripherals, as long as the substituted item is the same or better technology at the same or lower price.  All new product substitutions and hardware configurations will be posted on the GSA Hardware BPA website. 
7. Procedures.  GSA associates authorized to purchase workstation assets shall use on-line ordering procedures described and implemented through the BPA vendor's website, in accordance with the terms and conditions of the BPA.  The BPA vendor's website may be accessed through http://hwbpa.gsa.gov.  The BPA vendor's website is designed around commercial best practices and customized for GSA to provide an efficient, convenient and reliable way to manage the entire process of selecting, purchasing, servicing and managing workstation systems throughout the entire life cycle.  See Appendix A. Ordering Procedures for IT Hardware BPA.

The BPA vendor's website provides direct, self-service access to: 

Online ordering and order tracking of GSA's approved system configurations

Detailed purchasing history reports 

Product and technical information 

Service and support tools 

8. Training.  The BPA vendor will provide online training for the website.  Onsite group training sessions are available upon request. 
9. Reports.  S/SOs and Regions, not under Central Office Center for Applied Solutions (IOD), will send a copy of their workstation assets inventory to the OCIO quarterly, beginning with the quarter following the signing of this Order.  Reports are due on the first business day of October, January, April and July.  A copy of the inventory report, maintained by all S/SOs and Regions, will cover the entire installed base of workstation assets as of the close of the fiscal quarter.  The inventory report will also note conformance with or deviation from current GSA technical standards, location and age.  The report will account for all actual installations and retirements of workstation assets during the reporting quarter and project future acquisitions and retirements, by quarter, over a 3-year period.  The report will also include the expiration dates of all leased equipment. 
10. Hardware replacement rate.  Workstations shall be replaced on a 36-48 month cycle. 
11. Technology refreshments.  During the life of the BPA, it may be in the mutual best interest of GSA and the BPA vendor to substitute products of a newer technology provided the conditions below are satisfied: 

· The item(s) substituted will be fully compatible with the originally provided product.

· The item(s) substituted will meet or exceed the mandatory technical requirements stated in the original specification. 
· The item(s) substituted will be off-the-shelf configurations. 
· The BPA vendor is required to provide the products proposed to meet the minimum requirements as set forth by GSA, or provide substitutions of equal or better functionality at the same cost, for the term of the BPA.
· Any equipment substituted, altered, or modified will be, at minimum, equal to the predecessor configuration under this BPA and no performance or service degradation shall be incurred. 

12. Roles and responsibilities. 

a.
GSA CIO.  The GSA CIO will establish and maintain a BPA for the acquisition of workstation hardware and software configurations, which meets the latest GSA technical standards established with ITAPC.  In addition, the GSA CIO will review all requests for exceptions to this Order for soundness.  The GSA CIO will either approve, approve with conditions, or deny the proposed hardware purchase. 

 b.
Contracting Officer.   The Contracting Officer (CO) is responsible for all contract administration and contract issues that may arise during the life of the BPA.  The CO is empowered to legally bind the contractor under the GSA Schedule and provide needed legal direction. 

 c.
Office of the CIO, Program Management Division (IOP).  The Program Management Division is responsible for the overall management of the BPA and acts as technical liaison between the vendor's management and the CO in routine technical matters and general program direction within the scope of the BPA.  The IOP will provide guidance and direction to all GSA associates in support of the BPA and assure timely responses to all requests for information.  The IOP collects information from all S/SO and Regional CIOs and compiles quarterly GSA-wide reports of workstation assets. 

 d.
ITAPC.  The ITAPC shall provide to the IOD the latest GSA technical standards for workstation hardware and software configurations.  These updated configurations will be submitted to the vendor and reflected as current offerings under the established BPA. 

e.
S/SO and Regional CIOs.  S/SO and Regional CIOs must appoint associates who are authorized to purchase hardware under the BPA.  This information shall be provided to the Director of IOD for incorporation in the vendor's online ordering system.  S/SO and Regional CIOs will be the requesting officials for all waivers submitted.   

f.

Authorized buyers.  Authorized buyers are those GSA associates authorized by S/SO and Regional CIOs to purchase hardware under the BPA.  All authorized buyers must adhere to all applicable acquisition regulations, rules and laws.  The terms and conditions of this BPA cannot be modified by authorized buyers, nor can any changes be made that cause the vendor to incur costs beyond the legal requirements of the BPA. 
13. Waivers.  Requests for exceptions to this Order must be submitted electronically by S/SO and Regional CIO’s, in advance of funds obligation, to the GSA CIO for approval, using the email address: hwbpa@gsa.gov.  Any workstation hardware orders proposed for acquisition by means other than from the established BPA must be accompanied by an exception request.  This request is outlined in the "Workstation Hardware Blanket Purchase Agreement (BPA) Exception Procedures" in Appendix B.   Waiver procedures and electronic form are located on the website: http://insite.gsa.gov/hwbpa  
Requests for exceptions and submission of waiver requests to Section 508 regulations, governing the acquisition of Electronic &Information Technology (E&IT) resources will conform to current and/or existing standards.  See Appendix B for waiver/exception process. 
14.  CIO responsibilities.  The GSA CIO reviews all waiver documents for soundness and approves, approves with conditions, or denies the proposed purchase within three business days of the request.  If the waiver is approved, the procurement is processed through normal acquisition channels.  If the waiver is approved with conditions, the conditions must be satisfied before processing through normal acquisition channels. 

Approval of a waiver request is based on: 

· Performance features not covered by the HWBPA

· Compliance with current Technical Reference Model

· Delivery requirements outside the scope of the HWBPA

· Other factors that are not addressed by the HWBPA
CASEY COLEMAN 
Chief Information Officer 

Appendix A.   Ordering Procedures for IT Hardware BPA
The workstation BPA offerings can be purchased by all authorized buyers through the Internet using the vendor's online order entry system.  A website has been designed and customized for GSA to provide a faster, easier and better way to manage the entire process of selecting, purchasing, servicing and managing computer systems throughout the entire life cycle.  The online ordering website will give users direct access to: 

1.  Online ordering and order tracking of GSA's approved system configurations 
2.  Detailed purchasing history reports 
3.  Product and technical Information 
4.  Service and support tools 

Authorized buyers will be provided a user name and password to access the website. After the initial registration, users will use a password to gain access to the site. 

All orders shall be accepted within one (1) business day after receipt.  If an order requires modification, the vendor will notify the ordering activity within one (1) business day after receipt. 

Those persons requiring IT resources, as well as those persons responsible for ordering or purchasing IT resources must verify that those resources meet current Section 508 regulations for accessibility.  

From the HWBPA Website click on  IT Hardware BPA Online Ordering then:

1.  Click on the Desktops, Notebooks, or Servers icon. 

2.  You should now be viewing a list of available product categories and associated products.  Click on "Place an Order" located in the first position on the third menu bar. 

3. Enter user name and password, then click on "login."

4.  Click on the Desktop, Notebook, or Server product that you wish to order – you will be presented with the product's description and an "Add to Basket" entry. 

5.  The "Add to Basket" entry will contain a default quantity of one (1). At this point you can change the quantity to the actual number of items that you wish to order or you can leave the quantity as one (1). 

6.  When satisfied that you are ordering the correct item and quantity you can click on "Add to Basket." – You will move to the contents of your Shopping Basket screen. 

7.  While viewing the contents of your shopping basket you can perform any of the following actions: 

a.
Continue shopping by clicking the "Keep shopping" button. 

b.
Cancel the order by clicking the "Cancel" button and resume at step 2 


above or exit the system. 

c.
Change quantities to be ordered and/or remove order entries (by checking 

a "Remove" box. – Note: Any changes made on this screen will not be 


reflected unless the "Update" button is clicked). 

d.
Prepare your order by clicking the "Checkout" button – this will provide 


you with the billing information screen. All billing information should be 


entered here. 
Note that State and “Organization Code (Org. Code)” are entered through using the pull-down menus. 

When you have finished entering billing information click "Continue" – this will provide you with the shipping information screen.  All shipping information should be entered here. Again, State and Org. Code are entered through using the pull-down menus. 

When finished entering shipping information click "Continue" – this will provide you with the Current Order screen.  Under the, "Select Payment Method" entry area, use the pull-down menu to indicate if this is a credit card (Visa) order or a standard Purchase Order (users are allowed to enter comments in the designated message box). 

When you have finished with the Current Order screen click "Continue" – this will provide you with an ACT Number screen or a Credit Card Number screen depending on the type of order. 

How to Purchase Online by Credit Card: 

Those associates with Government Purchase Credit Cards may purchase up to their credit limit, but may not split a procurement.  (For purchases over the limit, contact your Contracting Office).  Enter your Visa Card Number and expiration data then click "Continue." 

An invoice screen will be presented to you. You may print the invoice for your records then click "return again."  At this point your order is completed and the system will return you to the screen in step 4 above. 



How to Purchase Through Your Contracting Office: 

Enter a nine character ACT Number then click "Continue." 

An invoice screen will be presented to you.  You may print the invoice for your records then click "return again."  At this point your order is completed and then the system will return you to the screen in step 4 above. 

An e-mail confirmation will be sent to the buyer indicating receipt of ordered equipment and the expected delivery date of the equipment. 

The Service and Staff Office CIO's will appoint associates who will be authorized to purchase hardware under this BPA.  The list of authorized buyers will be submitted to the OCIO for access privileges. 

The same guidelines and regulations pertaining to Section 508 regulations apply for credit card purchase of IT resources. 
Appendix B.   Workstation Hardware Blanket Purchase Agreement (BPA) 
Exception Procedures

It is anticipated that nearly all desktop, laptop and LAN server requirements throughout GSA will be met by one of the standard configurations included in the BPA, however there may be exceptional situations that require a special hardware solution.  In order to meet special business needs such as this and to track requirements for potential changes to the standard configuration, exceptions to using the BPA may be granted in unique situations.  The following procedures will be followed to request an exception: 

A request for exception must be submitted through the Service or Staff Office CIO to the GSA Office of the CIO for approval, prior to funds obligation, for purchase of the equipment.  Requests shall be directed to Lotus Notes email address at hwbpa@gsa.gov.  The exception request shall:

· Specify if the request is related to a previously approved waiver request

· Identify the standard configuration available under the BPA that best approximates meeting the business requirement 
· Itemize the differences between the “nearest-fit” standard configuration and the “exceptional” non-standard configuration proposed 

· Identify the product(s)/application(s) that the non-standard configuration supports

· Identify the performance features not available through the standard configuration

· Present any other information pertinent to the request 

The Center for Applied Solutions (IOD) will review the exception request and the GSA CIO will provide a response to the originating office within five business days. 

Section 508 

FAR 39.204 includes the following exceptions for a waiver to existing Section 508 regulations and laws: 
· E&IT for a national security system, as that term is defined in section 5142 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1452);
· E&IT acquired by a contractor incidental to a contract;
· E&IT located in spaces frequented only by service personnel for maintenance, repair or occasional monitoring of equipment; and
· E&IT that would impose an undue burden* on the agency.   Agencies are required by statute to document the basis for an undue burden.   Requiring officials should be aware that when there is an undue burden, the statute requires an alternative means of access to be provided to individuals with disabilities. 

*Substantial case law exists on this term, which comes from disability law. 
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