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1. Introduction
This guide applies to SQL Server 2008 implementations operating in GSA.  It is not meant to replace a well-structured policy or sound judgment.  Instead, it captures best practices for securely configuring SQL Server.  This guide references the following CIS document that relates to hardening instances of SQL Server:

· Security configuration benchmarks defined in version 1.1.0 of the Center for Internet Security’s (CIS) Microsoft SQL Server 2005 Security Benchmark.  
The CIS hardening guides are industry-developed consensus hardening guides built from a broad perspective of professionals in the compliance, audit, security research, software, government, and legal domains.  While CIS has not yet published guidance for hardening instances of SQL Server 2008, GSA has reviewed this document along with publications from Microsoft to assist GSA personnel in hardening SQL Server 2008 deployments.

The hardening settings for SQL Server are separated into two categories:

· Level 1 Settings: A set of actions that System Administrators with any level of security knowledge and experience can understand and perform.  The action is unlikely to cause an interruption of service to the operating system or the applications that run on it.  The actions can be automatically monitored, and the configuration verified, by CIS-certified scoring tools.  

· Level 2 Settings:  A set of configurations that may vary depending on network architecture and server function.  These are of greatest value to system administrators who have sufficient security knowledge to apply them with consideration to the operating systems and applications running in their particular environments. 

The guide establishes a reasonable balance between security and functionality, and makes use of the consensus-developed CIS guidelines to establish a baseline from which additional security controls can be added or removed to address site-specific business needs or operational requirements. 

2. Purpose

The GSA IT Security Procedural Guide – SQL Server 2008 Database Hardening defines a baseline of recommended security settings for SQL Server 2008 database implementations connected to GSA’s network.  The document does not address site-specific configuration issues.  

3. Assumptions

This document was written under the assumption that servers are utilizing SQL Server 2008 as their production database system.

4. Documents Referenced 

· CIS Microsoft SQL Server 2005 Security Benchmark version 1.1.0
· Microsoft SQL Server 2008 Security Overview for Database Administrators

· Microsoft SQL Server 2008 Books Online – SQL Server 2008 Security Changes

· Microsoft SQL Server 2008 Books Online – Securing SQL Server

5. Security Changes from SQL 2005 to SQL 2008

There are several key changes worth noting when following the CIS reference to harden instances of SQL Server 2008.  The following changes are referenced from Microsoft’s SQL Server 2008 Security Overview for Database Administrators:

· The BUILTIN\Administrator account is no longer included in the sysadmin fixed server role on new installations;

· Accounts are no longer automatically granted access to SQL Server because of membership in the Administrators group;

· The Windows groups SQLServerMSSQLUser$COMPUTERNAME$INSTANCENAME and SQLServerSQLAgentUser$COMPUTERNAME$INSTANCENAME are no longer included in the sysadmin fixed server role;

· The Surface Area Configuration Tool (SAC) tool has been removed and replaced with the Policy-Based Management feature and changes in the SQL Server Configuration Manager Tool.

6. Compliance Assessment using the OSAISO Audit Tool

The GSA Office of the Senior Agency Information Security Officer (OSAISO) has developed an audit tool to automate the validation of many scorable checks referenced in the CIS Benchmark guide, helping GSA personnel quickly assess compliance with the benchmark.  Contact the GSA OSAISO to obtain a copy of the software.

7. CIS Settings for SQL Server 2008

GSA recommends applying all level 1 CIS security configuration benchmarks defined in the following documents:

· Security configuration benchmarks defined in version 1.1.0 of the Center for Internet Security’s (CIS) Microsoft SQL Server 2005 Security Benchmark.  
CIS level 1 settings are unlikely to adversely impact system service and generally do not require specialized security knowledge to implement and configure.

In addition to these baseline settings, GSA recommends implementing an additional subset of settings from the referenced benchmarks that are detailed in each of the following sections.  Level 2 settings may require specialized knowledge to apply and configure, and may be implemented in a variable fashion depending on the particular architecture and structure of the system.

The following sections provide detail regarding the CIS Benchmark settings.  CIS Section 8 has been omitted since this Section addresses application development practices not specific to SQL Server.
7.1 Operating System and Network Specific Configuration
CIS Section 1

System database connectivity and operating system service accounts in the underlying host environment can be abused by an attacker to obtain unauthorized access to the SQL database instance.  In order to minimize unnecessary exposure to the database and its resources, operating system settings will be configured to meet business requirements using the most restrictive set of permissions and access.   

Service account changes should be made using configuration tools and interfaces that simplify configuration and reduce the likelihood of inadvertent changes that adversely affect the database environment.

In addition to the level 1 settings in section 1, administrators will implement the following level 2 setting (7.1.1) if SQL Server Authentication must be used.  Note that integrated Windows Authentication is recommended over the use of weaker SQL Server Authentication as indicated in CIS attribute 2.6.

7.1.1 Encryption

· Reference: CIS attribute 1.6

Administrators will implement TLS encryption on deployments that must use integrated SQL Server authentication over the stronger (recommended) integrated Windows Authentication service.  SQL Server 2008 can automatically generate these certificates without acquiring and installing a separate certificate, encrypting the channel automatically when the client is SQL Server 2005 or above.

Remediation: 
Use integrated Windows Authentication to eliminate the requirement for SSL encryption.  

7.1.2 Disk Subsystem

· Reference: CIS attribute 1.9.2

The use of either a RAID or another redundant disk system or process can be used to satisfy this requirement.  

7.2 SQL Server Installation and Patches

CIS Section 2

Administrators will ensure that the latest, patched version of SQL Server is installed, and that only the necessary software components are installed during the deployment of the database.  Extraneous components will be disabled during installation or removed after the installation process completes.  During installation, SQL Server generates a number of default settings and parameters that should be removed or updated following the installation.  Default settings, unpatched vulnerabilities, and temporary installation files present additional attack surface area that should be minimized. All of the settings in this section are level 1 settings and all will be configured as indicated.

In addition to these settings, Administrators will make the following enhancement:

Strong Password

Reference: CIS attribute 2.8

If Windows Authentication is not used, Administrators will ensure that passwords fully meet GSA password complexity requirements.  When used with Windows Server 2003 or later, SQL 2008 uses Windows Group Policy for password complexity, expiration and account lockout on SQL logins.

7.3 SQL Server Settings

CIS Section 3

In order to minimize application surface area and maximize system resiliency, SQL Server will be configured with only the minimum functionality needed to meet business objectives.  In addition, SQL Server maintains several parameters referenced in this section that can be used to enhance the utility of backup, logging, and restoration processes to promote increased security. In addition to the level 1 settings in section 3, administrators will implement all level 2 settings in this section.   

7.4 Access Controls

CIS Section 4

A number of configuration files, login accounts and binary utilities are used to administer and manage the SQL Server framework.  In order to ensure that only authorized users are able to configure database resources, permission and ownership settings should be validated to ensure that only authorized accounts can configure and administer the SQL Server instance.  All of the settings in this section are level 1 settings and all will be configured as indicated.

Note that configuration item 4.5, SQL Logins, references the BUILTIN\Administrator account which is no longer included in the SQL Server sysadmin role on new SQL 2008 installations.

7.5 Auditing and Logging

CIS Section 5

Auditing policy is a critical element of the hardening process.  Effective auditing helps meet security requirements and ensures that proper records are available to detect, deter, and respond to adverse events.  SQL Server 2008 gives administrators more flexibility and control in defining audit actions using the Audit object.  Using the Audit object, administrators can route audit information to a file, the Windows Application log, or the Windows Security log.  A future release of the Audit Tool will define recommended settings and configuration for controlling the internal audit and logging behavior of the database engine to meet GSA requirements.
All of the settings in this section are level 1 settings and all will be configured as indicated.  In addition to these settings, Administrators will make the following enhancements:

7.5.1 SQL Server Properties – Security Tab

Reference: CIS attribute 5.2

SQL Server 2008 will be configured to capture all login activity – including both successful logins and failed login attempts.

7.5.2 GSA Specific Setting

Check for any user accounts that have access to the stored audit data and revoke where possible.  Allowing users to alter the audit trail can compromise the audit or integrity of the database.   

7.6 Backup and Disaster Recovery Settings

CIS Section 6

In order to continue to provide service in the event of a service interruption or adverse event, the SQL Server instance must be configured to provide redundant and resilient service.  All of the level 1 settings in this section will be configured as indicated.

7.7 Replication

CIS Section 7

If replication features are required, all settings in this section will be configured as indicated.

7.8 Surface Area Configuration Tool

CIS Section 9

As previously indicated, the Surface Area Configuration Tool (SAC) tool has been removed and replaced with the Policy-Based Management feature and changes in the SQL Server Configuration Manager Tool.  In place of the SAC tool, SQL Server 2008 uses configuration facets to control and define specific settings or properties in SQL Server 2008.  The Surface Area facet can be configured in the policy-based management tool to define policies that define the desired surface area settings for the server.
The specific settings referenced in CIS section 9 will be validated using the updated SQL Server 2008 configuration tools provided by GSA. 
8. GSA Recommended Settings for SQL Server 2008

In addition to the aforementioned CIS benchmarks and settings, GSA recommends deploying additional safeguards not referenced in the SQL Server 2005 benchmark.  These settings are provided here for consistency with other GSA database security requirements and standards.
8.1 Encryption Specific Settings

SQL Server 2008 deployments that use database encryption will ensure that the encryption methods are safeguarded from attack by implementing the following recommended settings.
8.1.1 Protect Database Keys and Objects

The database master key is the root encryption object for all other keys, certificates, and data in the database.  Access to the database master key and any derivative keys should be limited and under the protection of a secure role with auditing in place for the tables used.  Keys, at minimum, should follow password selection standards in areas of minimum length, use of special characters and non-dictionary words and will be fully compliant with GSA password requirements.  
8.2 General Policy and Procedures

The General Policy and Procedures actions define a set of best practices to secure SQL Server 2008.  Administrators will implement the following settings:  
8.2.1 Do not Install SQL Server on an Internet-facing Server

SQL Server must only be installed on a backend system behind appropriate firewalling or other network protection systems.  
Remediation: 

Do not install the database on an Internet facing server.  Migrate Internet facing SQL servers to a backend or protected environment.  
Audit: 

None.
8.2.2 Regularly Review the Audit Logs for Errors

The SQL Server audit logs must be regularly reviewed for errors.  Periodically review logs for errors; large numbers or exotic errors can be an indicator of a system under attack.

Remediation: 

Assign an administrator or DBA to review the log files.   
Audit: 

None.
8.2.3 Remove or Secure System Creation Scripts

System creation scripts can provide an attacker with valuable information about the database setup or instance and often contain errors.    
Remediation: 

Delete the scripts from the database host.  After the database has been created, remove the scripts or at a minimum move them to a safe repository area.  
Audit: 

None.
8.2.4 Checksum or Audit Modifications to System Objects and Stored Procedures

Maliciously altered stored procedures can compromise database or system security and can go undetected if not properly audited.  Store the checksum results upon creation and update of the stored procedure, periodically check for alterations.  
Remediation: 

Store the results of the time stamps of the creation, reload, and compilation of database objects and review the results regularly to ensure no unauthorized changes have occurred.

Audit: 

None.
8.2.5 Partition Development and Production Resources and Access

Allowing a user to alter a production database from a development or test environment creates a vector for an attacker.  Production and test database should remain separate then synced when necessary.   
Remediation: 

Database access from development and test databases to production databases must be prohibited.  
Audit: 

None

8.2.6 Document and Enforce Change Control Procedures

Create and regularly review procedures for new applications that access the database and change control management procedures for releasing development code into production.  Monitor the addition of new users and access rights.  Utilization of a ticketing system or other Change management system will help facilitate this process.

Remediation: 

Adopt a change management system.   
Audit: 

None

8.2.7 Disallow Public Dissemination of Database Information

Exposing internal configuration information gives an attacker a list of targets and vectors into the SQL Server environment.   
Remediation: 

The posting of database information such as instance names, hostnames, and IP addresses to newsgroups and mailing lists must not be allowed.  
Audit: 

None.
8.2.8 Monitor Event and System Logs

Excessive or exotic errors may be an indicator of a system or database under attack. Proper log auditing and review is a must to maintain system integrity.   
Remediation: 

Windows Event Logs must be regularly monitored for errors related to the SQL Server database.  
Audit: 

None.
8.2.9 Monitor High Priority Incidents 

Monitoring high priority incidents will help in the event of a security incident. 

Remediation: 

Create processes to monitor and alert on high priority incidents. 

Audit: 

None. 

8.2.10 Encrypt or Avoid Hard-coded Critical Data in Source Code 

Do not use unencrypted hard coded usernames, passwords, or other critical data in application code or logic. 

Remediation: 
Avoid hardcoded data in code. Use a secure data storage mechanism. 

Audit: 
None.

8.2.11 Host and Application Monitoring Software 

Any remote access to the database host must be controlled by an application level firewall. 

Remediation: 

Block unnecessary ports used for monitoring and remote interfaces to the Database.  This includes operations management consolidation suites.   

Audit: 

None. 

8.2.12 Procedures for Backup Tape Retrieval 

Loss of a tape can compromise other measures taken to protect database information.  

Remediation: 

Ensure the procedures for backup tape retrieval are documented and are adequate to prevent social engineering attacks to steal data. 

Audit: 

None. 

9. Additional Information

Additional information regarding the CIS benchmark guides can be obtained at the following website:

http://www.cisecurity.org
Addition guidance regarding SQL Server 2008 security can be found at:

http://technet.microsoft.com/en-us/library/bb283235.aspx
http://www.microsoft.com/sqlserver/2008/en/us/wp-sql-2008-security.aspx
10. Points of Contact 

For additional information contact the Office of the Senior Agency Information Security Officer (SAISO) in the GSA Office of the Chief Information Officer via email at itsecurity@gsa.gov.  
Warnings 


Do not attempt to install any of the settings in this guide without first testing in a non-operational environment. 


This document is only a guide containing a baseline of recommended security settings.  It is not meant to replace well-structured policy, or address those security issues that are more programmatic in nature.  Furthermore, this document does not address site-specific configuration issues.  Care must be taken when implementing this guide to address these issues. 


The security changes described in this document should be applied to all SQL Server 2008 database servers. 


A database can be severely impaired or disabled with incorrect changes or accidental deletions when using programs (e.g. deletion of database links and triggers) to change the database configuration.  Therefore, it is extremely important to test all settings recommended in this guide before installing them on an operational network. 
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