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Executive summary

This document has been written to provide guidance for all individuals with responsibility in conducting risk assessments and security testing, as part of the Certification and Accreditation (C&A) process used by the General Services Administration (GSA).  GSA employs and manages diverse and complex information technology (IT) resources.  These include mainframe central processing facilities, local and wide area networks (LANs/WANs), and telecommunications systems.  

Security Assessment (SA) is the examination and analysis of the safeguards required for protecting an information resource as these safeguards have been defined and implemented in an operational environment and to determine the security posture of that information resource.  

The Security Assessment Report must contain results of the hands-on testing conducted during the security assessment activity as well as the results captured from the Risk Assessment (RA) Report.  In support of the C&A process, security assessments validate the effectiveness of the controls identified during the initial risk assessment (Phase 2 of the C&A).

Security Assessments are also identified as an element of continuous monitoring in the SSP.  

On an annual basis specific identified controls should be tested.

Security Assessments must be performed regardless of the system categorization and in support of continuous monitoring.

This process was formerly referred to as the Security Test & Evaluation (ST&E).  NIST 800-37 guidance changed the process for ST&E to Security Assessment, May 2004 to include the annual testing of a subset of security controls as well as testing in support of the C&A process.

Introduction

Purpose

This IT Security Procedural Guide: Security Assessment CIO-IT Security -01-04 (formerly called: IT Security Procedural Guide: Security Test and Evaluation (ST&E)) is intended to provide an understanding of: 1) the objectives and the importance of the Security Assessment; 2) how to conduct a security assessment; and 3) the documentation and supporting material necessary for the assessment of security controls. 

The information provided in this document should be used as the minimum guidance when conducting a security assessment.  The security assessment should be tailored to reflect the complexity of the information resource being assessed.  The more complex the system, the more complicated and detailed the security assessment needs to be.    

Security assessments will be conducted in Phase 2 of the CA process (CIO IT Security -01-09, Certification and Accreditation) and will ensure that identified risk in Phase 1 of the CA process are properly assessed and mitigated; and it is part of the continuous monitoring process (Phase 4, CA).  

OMB Memorandum 03-19, Reporting Instructions for the Federal Information Security Management Act and Updated Guidance on Quarterly IT Security Reporting requires annual testing and evaluation of security controls for previously certified systems with authority to operate.

This document supports: GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy; Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources; NIST SP 800-30, Risk Management Guide for Information Technology Systems; NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information Systems; and, Public Law 107-347, Federal Information Security Management Act (FISMA) of 2002.

Policy

GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy states:

“System Program Managers / Project Managers responsibilities include:

· Ensuring their system and the data they process are protected in accordance with GSA regulations and any additional guidelines established by the ISSO or ISSM.

· Participating in activities related to the certification and accreditation of the system to include security planning, risk assessments, security testing, and contingency planning.”

Definition

Security assessment is the examination and analysis of the safeguards or controls required to protect an information resource.  The assessment is intended to provide information to determine the extent to which the controls are implemented correctly, operating as intended and producing the desired outcome with respect to meeting the IT resource security requirement.

Security Assessment OVERview and Objectives

Why is conducting a security assessment important?

Security assessment is important because it supports the Certification Process, provides input for continuous monitoring of selected controls and provides compliance with FISMA.  The objective of a security assessment is to assess the implementation of the security design and to ascertain that security software, hardware, and firmware features, affecting confidentiality, integrity, availability, and accountability have been implemented.  A security assessment assists in validating the correct implementation of management, operational and technical controls.  

What should be assessed?

Security assessment should be performed to ensure that each of the minimum GSA baseline security requirements, located in the CIO-IT Security-01-03 Procedural Guide: Conducting Risk Assessments Appendix C, have been adequately addressed for the information resource being assessed.  GSA uses NIST SP 800-26, Security Self-Assessment Guide for Information Technology Systems or the GSA ASSERT Tool in combination with the BLSRs as the initial assessment to address the three security domains.  Assessment of the domains should include the use of automated tools where possible.  Details of the elements of these domains may be found in NIST SP 800-26, Self-Assessment Guide for Information Technology Systems.   

· Management Controls focus on the management of the IT security system and management of risk for a system.  They are techniques and concerns that are normally addressed by management.

· Operational Controls address security methods focusing on mechanisms primarily implemented and executed by people (as opposed to systems).  These controls are put in place to improve the security of a particular system (or group of systems).  They often require technical or specialized expertise and often rely upon management activities as well as technical controls.

· Technical Controls focus on security controls that the computer system executes.  The controls can provide automated protection for unauthorized access or misuse, facilitate detection of security violations, and support security requirements for applications and data.

The security control areas:

	Security Control Objectives and Techniques
	Security Control Family

	Management Controls
	· Assignment of Security Responsibilities

· Risk Management

· Review of Security Controls

· Life Cycle Management

· Accreditation (Authorize Processing)

· System Security Plan

· Data Classification

· Rules of the System

· System Interconnections / Information Sharing

	Operational Controls
	· Personnel Security

· Physical and Environmental Protection

· Production, Input / Output Controls

· Contingency and Continuity of Support Planning

· Hardware and Software Maintenance

· Data Integrity

· Documentation

· Security Awareness, Training and Education

· Incident Response Capability

· Security Advisory Handling

· Sanitation of Electronic Media

· Configuration Management

· Firewall Access

· Monitoring

· Software Acceptable Use

· E-Mail and Internet Acceptable Use

	Technical Controls
	· Identification and Authentication

· Logical Access Controls

· Audit Trails

· Warning Banners

· Remote Access

· Vulnerability Testing

· Encryption

· Simultaneous / Concurrent Logins

· Wireless Networking


Who should participate in a Security Assessment?

System Management 

System Management (i.e., System Program Manager/Project Manager) is responsible for ensuring that a security assessment has been completed.  The ISSO is ultimately responsible for coordinating the security assessment.  

Security Assessment Team

A security assessment team should be selected in advance to participate in the security assessment.  Members of the team may be chosen internally or testing may be performed by an external entity.  

The security assessment team will be responsible for planning, conducting, and documenting the results of the security assessment activity.  Each team member participating in the security assessment should have a strong background in IT security and experience with the technical environment that is undergoing the security assessment.  Team members may include contractors, specialists, system administrators, database administrators and application administrators.  These individuals may be assigned to be the Security Assessment Witness or Support Engineer.  The system developer should not be selected as part of the team.

The roles and responsibilities of each security assessment team member are defined as follows:  

· Security Assessment Engineer (Designated Personnel with defined roles identified to ensure separation of duties) –individual responsible for conducting the security assessment activities to include actual testing, recording results, and supporting the verification process.

· Security Assessment Witness (Designated Personnel with defined roles identified to ensure separation of duties) –individual acts as a witness to the security assessment activity and verifies the results of the tests. 

· Support Engineer (Designated Personnel with defined roles identified to ensure separation of duties) – individual will assist with troubleshooting equipment problems, may provide hardware and software expertise and support the security assessment execution activities as needed.

What is the correlation between a Security Assessment and C&A?

A Security Assessment (SA) is conducted during Phase 2 (Security Certification) of the C&A process.  

A Security Assessment involves the planning and execution of security tests to evaluate the security controls that are currently in place for the information resource.  The goal of the security assessment is to verify safeguards of the information resource in a controlled environment and to assess whether or not the information resource as configured meets the requirements for certification.  The report resulting from this task will also include test results of all findings noted during the risk assessment.  

The Security Assessment Report is the only findings report that is required to be forwarded to the DAA as part of the C&A package.  

Additional information on the GSA C&A process can be found in CIO-IT Security-01-09, IT Security Procedural Guide: Certification & Accreditation.  

When should I conduct a security assessment?

A security assessment should be conducted: 

· in accordance with the GSA C&A process when a system is designed and developed,

(re-certified at least every three (3) years) or whenever there is a major change to the system’s security posture that could negatively impact the agency;

· when a breach of system security is suspected.  

Security assessments should be an element of the continuous monitoring process for the system and should be described in the System Security Plan. 

What is the difference between a security assessment and IV&V test?

The primary difference between a security assessment and Independent Validation & Verification (IV&V) testing is that a security assessment is strictly related to security and an IV&V encompasses all aspects of the system, including software development.  In addition, a security assessment may be performed internally (e.g., SPM) or by an external entity and an IV&V is performed by an independent entity.  The results of the security assessment activity will be documented in the Security Assessment Report.

What is the difference between a security assessment and penetration test?

A security assessment assists in certifying that the IT resources comply with the GSA confirmed BLSRs (Appendix C of the CIO-IT Security-01-03, Risk Assessment guide), NIST 800-26, or ASSERT Tool; and configuration/hardening standards by testing the security controls, using detailed test procedures and scenarios.  A security assessment is conducted in a controlled environment.  This is not the case for penetration testing.

Penetration testing assesses the system's ability to withstand intentional attempts to circumvent system security features by exploiting technical security vulnerabilities.  This may include insider and outsider penetration attempts based on common vulnerabilities for the technology being used.  With penetration testing, the testers do not know the controls and vulnerabilities.  The purpose of this type of test is to try to exploit the system's vulnerabilities.

Conducting A Security Assessment – Major Applications and General Support Systems

Figure 1 security assessment methodology for major applications and general support systems; inputs, major activities, and outputs for each step represented.





Step 1: Determine Security Control Test Objectives 

Establish a security assessment team with defined roles and responsibilities.  Test objectives should be developed according to the initial risk assessment, GSA configuration/hardening standards, GSA BLSRs, NIST 800-26 checklist and prior audit recommendations as well as the system Security Plan.  The security control objectives are used to verify the existence and proper configuration of required security mechanisms and to verify that adequate security processes and procedures are in place (see Appendix A for an example of a test objective).

Security Assessments must be conducted regardless of the IT resource categorization as part of the initial certification and accreditation after the risks have been identified. Security Assessments verify expected results of security controls established and implemented for the IT resource and are monitored through the life cycle of the system.  

GSA configuration/hardening standards can be found on GSA insite.  Refer to the CIO-IT Security-01-03, IT Security Procedural Guide: Conducting Risk Assessments for the minimum GSA BLSRs. 

Step 2: Develop Test Procedures, Expected Results, and Resources Needed 

Test objectives should be used to create detailed test procedures that will test the controls. The test procedures should be documented in the format of a test script, including details regarding preparation for the test; assumptions made for the test, and expected results from the test.  When developing test procedures, one or more of the following three testing methods may be used (see Appendix B): 

· Interview – the process of conducting focused discussions with support and management personnel to facilitate understanding, achieve clarification, or obtain evidence (e.g., how the system is operated and managed).

· Examine – the process of checking, inspecting, reviewing, observing, studying, or analyzing a security control to generate a result or to reach a conclusion  (e.g. observe and gather information about the physical, environmental, and operational security of the IT resource).

· Test – the process of exercising a security control under specified conditions, observing and recording the results, and comparing the actual with the expected behavior.

Examples of the three methods listed:

· Inspect and review documented security policies and procedures.

· Interview GSA personnel to verify that the security policies and procedures have been implemented. 

· Inspect the visitor logs to verify that the visitor's name and signature, organization, reason for visit, arrival and departure date and time, and escort's name and initials or signature are included.

· Observe visitors at building entry to verify that visitor procedures are followed.

· Observe visitors to verify that escorts are provided for unauthorized individuals at all times.

· Conduct a review of the audit trails produced.  

Some test procedures may be technical in nature and will require hands-on execution; others may consist of one or more of the testing methods mentioned above (see Appendix B for example test scripts).    A dry run of security control assessment procedures should be performed to ensure the accuracy and validity of the steps.  Test procedures should be refined throughout the process.  A draft security assessment plan should be developed based upon the dry run.  Incorporate any changes made to the test procedures based on the dry run.  The draft security assessment plan should include test objectives and test procedures (see Appendix C:  Security Assessment Plan).

Step 3: Conduct Security Assessment Activities

Test execution will follow the detailed procedures in the Security Assessment Plan.  Retesting may be required for some procedures to confirm results.  The results of each test procedure should be documented, noting all anomalies.  Test results should be documented in the results section of the test script (see Appendix B for example test scripts). The results of each security test procedure should be classified into one of the following three ratings:

· Pass - The stated test objective is met.

· Fail - The stated test objective is not met.  A reason and a disposition for each failed test objective will be presented in the Security Assessment Report.

· Not Applicable (N/A) - The stated test objective was not applicable.  The rationale for each N/A test result will be explained individually in the Security Assessment Report.

There are several different types of security tests.  Some testing techniques are predominately manual, requiring an individual to initiate and conduct the test.  Other tests are highly automated and require less human involvement.  Regardless of the type of testing, staff that setup and conduct security testing should have significant security knowledge and expertise.  

The following types of testing can be utilized:

· Network Scanning

· Vulnerability Scanning

· Password Cracking

· Log Review

· Integrity Check

· Virus Detection

Often, several of these testing techniques are used together to gain a more comprehensive assessment of the overall security posture. 

All failures will be explained and documented in the Security Assessment Report.  Any failure to meet the stated test objective should be corrected or otherwise resolved.  Continued failure to meet test objectives could negatively affect system security and the accreditation decision.  At the conclusion of the test execution, the security assessment team should present an informal briefing to the ISSO, ISSM, and System Owner.  The purpose of this briefing will be to provide preliminary security findings as soon as possible so that significant security risks may be addressed in a timely fashion.  

Step 4: Develop Security Assessment Report

Based on the security assessment test results and out-brief conversations, the final security findings should be documented.  Security findings should be analyzed to understand the reason for each finding, the impact of each finding, and an agreed upon resolution.  The preliminary recommendation(s) for each finding should be documented and included in the security assessment report, with a summary of the security findings, whether the security requirements documented in the risk assessment were successfully implemented, identification of the impact of unmet security requirements, and presentation of recommended countermeasures.  The final Security Assessment Plan should be delivered as part of your Security Assessment Report (see Appendix D for an example report format).

It is important that once the risk (vulnerability/weakness) is mitigated, that the IT resources’ System Security Plan is updated to reflect the mitigation.

Step 5: Create Plan of Action and Milestones (POA&M)

The final step involves developing or updating the POA&M that contains all of the security vulnerabilities that were found during the security assessment and risk assessment process.  The POA&M should contain actionable activities to resolve the security findings noted in these reports.  The POA&M should be reviewed and updated monthly.

Information on how to create and maintain a POA&M can be found in CIO-IT Security-04-26, FISMA/POA&M Implementation.

Conducting A Security Assessment – Low Impact Systems

Figure 2 security self-assessment methodology for low impact systems; inputs, major activities, and outputs.


Step 1: Conduct Security Assessment Activities

Using the NIST 800-26 as a Self-Assessment tool (or ASSERT) and the GSA BLSRs, explain any nonconformance of control objectives in the Security Assessment Report.  Failure to meet a control objective should be corrected or otherwise resolved.  

Present an informal briefing to the ISSO, ISSM, and System Program Managers/Project Managers.  

The purpose of this briefing will be to provide preliminary security findings as soon as possible so that significant security risks may be addressed in a timely fashion.  

Technical control reviews for Low Impact System assessments must be completed and the results submitted with the certification and accreditation package.  Use vulnerability scans (with administrative rights), Microsoft baseline security analyzer (MBSA) or equivalent patch checker, and a security configuration hardening checklist.  

Step 2: Develop Security Assessment Report

Based on the security self-assessment test results and out-brief conversations, the final security findings should be documented.  Security findings should be analyzed to understand the reason for each finding, the impact of each finding, and an agreed upon resolution.  The preliminary recommendation(s) for each finding should be documented and included in the security assessment report, with a summary of the security findings, whether the security requirements documented in the risk assessment were successfully implemented, identification of the impact of unmet security requirements, and presentation of recommended countermeasures.  The final Security Assessment Plan should be delivered as part of your Security Assessment Report (see Appendix D for an example report format).

It is important that once the risk (vulnerability/weakness) is mitigated, that the IT resources’ System Security Plan is updated to reflect the mitigation.

Step 3: Create Plan of Action and Milestones (POA&M)

Develop or update the POA&M that contains all of the security vulnerabilities that were found during the security assessment and risk assessment process.  The POA&M should contain actionable activities to resolve the security findings noted in these reports. 

Further information on how to create and maintain a POA&M can be found in CIO-IT Security-04-26, FISMA/POA&M Implementation.

Note:  Low Impact Systems security assessment report must include:

· The results from the NIST 800-26, Security Self-Assessment process (or ASSERT weakness report) and the GSA BLSRs checklist.

· Results of the technical controls review from step 1 above

· POA&M 

Summary

The security assessment methodology for major applications and general support system’s, consists of five major steps.  These steps consist of establishing test objectives, developing the Security Assessment Plan, executing the test procedures, documenting the security findings and analyzing the results, and resolving the security findings.  The scope of the security assessment should be determined based upon the C&A process conducted. System Management is responsible for ensuring that a security assessment has been completed and the ISSO is ultimately responsible for coordinating the security assessment.  The selected security assessment team members should plan, conduct, and document the results of the security assessment.  Low Impact systems perform a less rigorous testing process using three steps and relying mainly on the self-assessment process and documentation from the GSS.  

A security assessment reviews the technical and non-technical security controls that may affect the confidentiality, integrity, availability, and accountability of the information resource and is part of the continuous monitoring process (Phase 4 of the C&A process).  A security assessment should be performed as part of the certification process, every three years or when there is a major change in the system, whichever occurs first. Additionally, a different subset of controls should be tested annually to support the continuous monitoring of the system. Security testing is critical in evaluating and determining the compliance of security controls with GSA Order CIO P 2100.1B, GSA Information Technology (IT) Security Policy and Federal mandates. 

Where there is a conflict between NIST guidance and GSA guidance contact the Office of the Senior Agency Information Security Officer (SAISO) at (202) 501-7298 or (202) 208-4526.

appendix a – Example Test Objectives

	No.
	Test Objectives

	Management Controls

	
	An Information System Security Officer is designated for the system.

	
	A security plan has been developed for the system.

	
	Audit trails/reports are reviewed regularly.

	
	A risk assessment was completed for the system.

	Operational Controls

	
	A warning screen and a disclaimer are displayed before a successful logon.

	
	All dial-in access to the system must be approved and provide explicit identification and authentication.

	
	Smoke detectors are installed in the facility.

	
	There are uninterruptible power supplies for the system.

	
	The computer room has water detectors.

	
	The computer room has fire extinguishers.

	
	The facility is locked at all times when authorized personnel are not present.

	
	Visitor log includes visitor's name and signature, organization, reason for visit, arrival and departure date and time, and escort's name and initials or signature.

	
	Visitor log is completed appropriately.

	
	Escorts are provided for unauthorized individuals at all times.

	
	Physical security controls are provided to prevent unauthorized access.

	
	A Contingency Plan has been developed for the system.

	
	The Contingency Plan has been tested.

	Technical Controls 

	
	Initial user IDs and passwords are assigned by the system administrator.

	
	User IDs are not shared by multiple users.

	
	Forgotten passwords are replaced not reissued.

	
	User IDs and passwords are immediately removed when users no longer need access to the system.

	
	Passwords consist of a minimum of eight (8) alphanumeric characters.

	
	Passwords are changed at least every 90 days.

	
	Password uniqueness = 10 remembered passwords.

	
	Password must meet GSA complexity requirements.

	
	User must change password upon first logon.

	
	The system does not cache the last logon credentials for users.

	
	Workstations are not left unattended when users are logged in.

	
	Vendor supplied passwords are changed or deleted upon installation.

	
	Application programmers do not have access to production data.

	
	Access controls have been established to ensure segregation of duties.


appendix B – Example Test Scripts

	Test Case #:  
	Test Case Name: ISSO Assigned in Writing

	Test Purpose and Objective:  

Test Identifier(s):  Information System Security Officer is designated for the system.



	Special Testing Requirements:

None.



	Test Methods: 
	   Inspection
	  X Interview


	     Observation

	Test Procedure and Expected Results:  

1.  Interview the system owner and verify that an Information System Security Officer is designated for the system  

An Information System Security Officer is designated with the responsibility for the system.

2. Inspect documentation to verify that the Information System Security Officer for the system has been designated in writing.

The designation of the Information System Security Officer has been documented

	Actual Results:  

According to the system owner, the designation of the Information System Security Officer is currently not documented.



	Test Results – Passed?

	Test Objective
	Yes
	No
	Planned
	N/A
	Notes:

	Test Identifier:
	
	X
	X
	
	Designation of the Information System Security Officer will be included in the revisions to the System Security Plan.

	Test Date: 

	Test Engineer:


	Test Case #:  
	Test Case Name: Visitor Control

	Test Purpose and Objective:  

Test Identifier(s):  Visitor log includes visitor's name and signature, organization, reason for visit, arrival and 

                                departure date and time, and escort's name and initials or signature.

Test Identifier:      Visitor log is completed appropriately.

Test Identifier:      Escorts are provided for unauthorized individuals at all times

	Special Testing Requirements:

None.



	Test Methods: 
	 X  Inspection
	   Interview


	 X    Observation

	Test Procedure and Expected Results:  

1.
Inspect the visitor log to verify that the visitor's name and signature, organization, reason for visit, arrival and departure date and time, and escort's name and initials or signature are included.

The visitor log includes the visitor's name and signature, organization, reason for visit, arrival and departure date and time, and escort's name and initials or signature.

2.
Observe visitors to verify that the visitor log is completed appropriately.

The visitor log is completed appropriately.

3. Observe visitors to verify that escorts are provided for unauthorized individuals at all times.

Visitors are escorted at all times.

	Actual Results:  

Test Identifier -    visitor logs exists.

Test Identifier -    visitor log is not completed appropriately.

Test Identifier -    visitors are not escorted at all times.

	Test Results – Passed?

	Test Objective
	Yes
	No
	Planned
	N/A
	Notes:

	Test Identifier:
	X
	
	
	
	

	Test Identifier:
	
	X
	
	
	Management has indicated that physical security policies and procedures will be re-emphasized during the next security awareness training next month.

	Test Identifier:
	
	X
	
	
	Management has indicated that physical security policies and procedures will be re-emphasized during the next security awareness training next month.

	Test Date: 

	Test Engineer:


	Test Case #: 
	Test Case Name: Password Requirements

	Test Purpose and Objective:  

Test Identifier:     Maximum password age is 90 days for user accounts and Administrator privileged accounts.

Test Identifier:
Minimum password length is at least 8 characters.
Test Identifier:
Password uniqueness = 10 remembered passwords.

Test Identifier:
Password must meet complexity requirements.  

Test Identifier:
User must change password upon first logon.

	Special Testing Requirements:

Helpdesk must create a ‘test user’ account

	Test Methods: 
	 X  Inspection
	   Interview


	 X    Observation

	Test Procedure and Expected Results:  

 1.  Logon as the system administrator.  Select Start > Settings > Control Panel  > Administrative Tools  > Local Security Policy.  Select Account Policies. Select Password Policies.

2.  Review the settings for the Account Security policies.

Enforce Password History



10 passwords remembered

Maximum Password Age



90 days for all users

Minimum Password Age




1 day

Minimum Password Length



8 characters

Password must meet complexity requirements

Enabled

Password Uniqueness




10

3.   Logon as the test user with an initial password.

The system forces the user to change password.

	Actual Results:  

Test Identifier – minimum password age is 90

Test Identifier – minimum password length is set to 6 (failed)

Test Identifier – password uniqueness is set to 10

Test Identifier – password complexity is enabled

Test Identifier – users must change their password upon initial login

	Test Results – Passed?

	Test Objective
	Yes
	No
	Planned
	N/A
	Notes:

	Test Identifier:
	X
	
	
	
	

	Test Identifier:
	
	X
	
	
	System Administrator will change the password length to the required 8 characters on June 15th.

	Test Identifier:
	X
	
	
	
	

	Test Identifier:
	X
	
	
	
	

	Test Identifier:
	X
	
	
	
	

	Test Date: 

	Test Engineer: 




appendix C – Example Security Assessment Plan Format

The following is a ‘sample’ Security Assessment Plan Format:

1 Introduction

1.1 Background

1.2 Purpose

1.3 Scope

1.4 Document Overview

2 security assessment approach 

2.1 Security Assessment Methodology

2.1.1 Security Assessment Evaluation Criteria

2.1.2 Security Assessment Team

2.1.3 Security Assessment Resources

2.2 Security Assessment Execution

2.2.1 Assumptions and Constraints

2.2.2 Testing Execution

2.3 Post Security Assessment Activities

2.3.1 Conduct Security Assessment Out Briefing

2.3.2 Prepare Security Assessment Report

2.4 Security Assessment Schedule

Appendix A – Acronym List

Appendix B – Test Scripts (to include application, operating system, and database depending on the information resource being tested)

appendix D – Security Assessment Report Template

The following is a ‘sample’ Security Assessment Report Format:

1 Introduction

1.1 Background / Purpose

1.2 Scope

2 security assessment Methodology

2.1 Security Assessment Evaluation Criteria

3 Security Assessment Findings

Appendix A – Test Scripts & Results (to include application, operating system, and database depending on the information resource being tested)

NOTE: The Security Assessment Findings section needs to include the vulnerabilities found during the risk assessment process.

Figure 2, Conducting a Security Assessment
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Out Brief Meeting





Figure 1, Conducting a Security Assessment


Major Applications / General Support Systems
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Step 1
Conduct Self-Assessment Activities


Step 2
Develop Security Self-Assessment Report
(must include Risk Assessment Findings in the Report)


Step 3
Create Plan of Action and Milestone (POA&M)
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