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Executive summary

This IT Security Procedural Guide: Termination and Transfer provides guidance for all individuals with responsibility for implementing procedures to remove or modify access for terminated or transferred GSA employees and contractors with authorized access privileges to GSA IT resources and data, including physical access.  This is a companion document to CIO-IT Security-01-07, Access Control, CIO –IT Security 01-08 and the IT Security Program 08-39 Management Implementation Plan.  

The purpose of these procedures is to improve access security controls over all GSA IT resources. In order to maintain a secure IT environment, the timely revocation or modification of access privileges is required when an individual no longer has a relationship with GSA or when that relationship changes through a transfer of job functions.

This document is based upon the current versions of GSA CIO P 2100, Information Technology (IT) Security Policy and GSA OAD P 7600, Procedures for Employees Separating from or Being Reassigned within GSA. 

A standard process ensures that the procedures are consistent for all employees and contractors throughout the organization.  This guide assumes the existence of a documented access authorization process.    This guide also assumes that records reflecting all the resources to which access was authorized are kept up-to-date to ensure privileges may be expediently revoked.  

The Data Owners are required to identify authorized users and authorize resource access requests to ensure job function alignment, segregation of duties, and need-to-know.  They are also required to review at least annually access authorization listings and determine whether access granted to individuals remains appropriate (refer to CIO-IT Security-01-07, Access Control).

The Authorizing Official (AO) must implement a risk management process for all GSA information resources to include information resources used or operated by a contractor of GSA (to include contractor facilities) or other organization on behalf of GSA. The risk management program must be based on NIST SP 800-30, Risk Management Guide for Information Technology Systems, and include termination and transfers as a routine process.  

Any deviations from termination and transfer policy and administration as established in the current version of GSA P CIO 2100, Information Technology Security Policy, must be coordinated by the Information Systems Security Officer (ISSO) through the Information System Security Manager (ISSM) to the Authorizing Official (AO). The process used must be documented in the System Security Plan (SSP) that supports the IT Resource affected.   The Senior Agency Information Security Officer (SAISO) must be notified of any deviations from GSA policy. 

INTRODUCTION

Purpose

This IT Security Procedural Guide: Termination and Transfer Guide provides for the establishment and implementation of standard GSA IT security procedures for denying or deleting access to GSA IT resources when GSA employees, contractors, or others terminate their relationship with GSA or transfer to another position within GSA. The processes described in this guide are designed to help ensure appropriate personnel are notified and take appropriate action in a timely manner when access requirements change due to termination or transfer. This guide also documents procedures for regular review of access privileges to ensure that no one who has terminated or transferred inappropriately retains access to GSA IT resources.  GSA employees, contractors and employees of other organizations using IT resources on behalf of GSA must abide by the processes outlined in this guide.  The purpose of these procedures is to assist in maintaining acceptable access security controls over all GSA IT resources; these procedures should be used in conjunction with CIO-IT Security-01-08, Auditing and Monitoring and CIO-IT Security-01-07, Access Control.  

Access granted must be documented and monitored as mandated by GSA IT Security Policy; CIO-IT-01-03, Managing Enterprise Risk; CIO-IT Security-01-07, Access Control; and CIO-IT Security-01-08, Auditing and Monitoring. 
Users authorized and provided access to GSA IT resources, including all employees and contractors, either by direct or indirect connections, are responsible for complying with GSA’s IT Security Policy and procedures.  All GSA and contractor personnel must also comply with the procedures outlined in GSA ADM P 7800.11, Personal Use of Agency Office Equipment, and GSA General Rules of Behavior, which is located on the IT Security webpage. 

This guides supports the current versions of:  CIO P 2100, Information Technology (IT) Security Policy; CIO-IT, Security-01-07, Access Control; CIO-IT-Security-01-01 Password Generation and Protection; CIO-IT Security-01-08, Auditing and Monitoring; Office of Management and Budget (OMB) Circular A-130, Appendix III, Security of Federal Automated Information Resources; Clinger Cohen Act of 1996; NIST SP 800-12: An Introduction to Computer Security - The NIST Handbook ; NIST SP 800-14, Generally Accepted Principles and Practices for Security Information Technology; NIST SP 800-30, Risk Management Guide for Information Technology Systems.  NIST SP 800-53, Recommended Security Controls for Federal Information Systems; NIST SP 800‑53A, Guide for Assessing the Security Controls in Federal Information Systems; Public Law 107-347; Federal Information Security Management Act (FISMA) of 2002; and Privacy Act of 1974. 

Policy Summary

The current version of GSA CIO P 2100, Information Technology (IT) Security Policy, provides various statements of policy related to access and revocation of access to GSA IT resources. The key elements of personnel security controls are provided here.  Other policy statements relating to specific roles and responsibilities are presented in Appendix B. The roles and responsibilities are explained throughout this document. 

· Termination and Transfer Procedures must be incorporated into the authorization process for all information systems. (Ch 4, 1.b)  

· Supervisors must be responsible for coordinating and arranging system access termination for all departing or resigning personnel. (Ch 4, 1.d)  
· User authorizations must be verified annually for all information systems. (Ch 4, 1.e) 
· Failure to comply with annual awareness and specialized IT Security training requirements will result in termination of email privileges. Authorizing Officials can terminate system accounts. (Ch 4, 8.e) 

Resources

The GSA IT Security Division maintains a current list of agency IT Security Contacts on the website (refer to InSite, CIO, IT Security http://insite.gsa.gov/_cio/itsecurity/).
Overview of Termination and Transfer Procedures

Who Is Subject to These Procedures?

Procedures for termination and transfer apply to:

· GSA employees

· Employees of contractor organizations for GSA

· Any employees or contractors of other organizations using IT resources on behalf of GSA

Termination is when the individual leaves his or her organization and ends his or her association with GSA.  The termination may be friendly or unfriendly.  In either case, the individual must be denied access to all GSA resources. 

In a transfer situation, the individual’s job position changes, yet he or she maintains an association with GSA.  The individual’s access privileges to certain IT resources may be maintained (e.g., in the case of email) or should be denied based on changes in work responsibilities, while new access privileges may be established.

When an individual terminates or transfers, many people are responsible for ensuring the individual’s access privileges are denied in a timely manner. Initial responsibility lies with the individual’s supervisor and the ISSM or ISSO of each IT resource to which the individual has access.  Other responsibilities are detailed elsewhere in this guide.  Also, for roles and responsibilities mandated by the current version of GSA CIO P 2100, Information Technology (IT) Security Policy, please refer to Appendix B. 
What Are the Procedures?

This section provides an overview of the procedures for denying and deleting access privileges of an individual who terminates or transfers. There are several layers of procedures that need to be followed, and this layering provides a cross-check to ensure that GSA’s IT resources are protected.  Note that GSA resources are both digital and physical. 

a. INITIAL TERMINATION / TRANSFER PROCEDURES:  At the first layer, the individual’s supervisor must notify the ISSMs and/or ISSOs for each and every resource to which the individual has access.  The ISSO for a resource must deny or delete access for the individual.  The supervisor must obtain sign-off from the ISSM or ISSO to obtain closure on the action.

b. MONTHLY REVIEW:  For GSA employees who terminate, there is a second layer process that occurs monthly. The Senior Agency Information Security Officer (SAISO) distributes a list of terminated employees to the ISSMs, who in turn send the list to each ISSO.  The ISSOs must ensure that access is denied for all individuals on the monthly list. The ISSM must verify that access is denied.  The ISSM confirms this to the SAISO.  The monthly review is a continuous monitoring methodology.

Note that there is no corresponding monthly process from the SAISO for 

· individuals who are contractors or employees of other organizations using IT resources on behalf of GSA;  or

· GSA employees who transfer.  

c. ANNUAL REVIEW:  Finally, an Annual Review of the accounts and user authorizations is mandated by the current version of GSA CIO P 2100, Information Technology (IT) Security Policy. System Owners are required to review user accounts and Data Owners are required to review access authorizations. The annual review is a continuous monitoring methodology.

The details for each of these procedures are provided in subsequent sections of this guide. 

Why Are the Procedures Important?

To maintain the security of IT resources, access privileges must be denied in a timely manner whenever an individual’s employment status changes, whether through friendly termination, unfriendly termination, or transfer. This applies to GSA employees, contractors, and employees or contractors of other organizations using IT resources on behalf of GSA. Disgruntled employees, whether or not they have been fired, can do significant resource-related damage.  Of particular concern are those employees who have resource administrative access (such as system administrator, database administrator, telecom administrator, developers, etc.) and/or are in a significant position of trust, including managers.

iNITIAL Termination and Transfer Procedures
Access privileges must be removed in a timely manner whether the individual is resigning, retiring, ending a temporary assignment or transferring to another agency or work unit. In the case of an unfriendly termination, immediate denial of access privileges is crucial. These general principles apply no matter whether the individual terminating or transferring is a GSA employee, a contractor at GSA or at a contractor facility, or an employee or contractor of another organization using IT resources on behalf of GSA.

Best Practices for Unfriendly Terminations

Unfriendly termination involves the removal of an individual under involuntary or adverse conditions.  This may include termination for cause, reduction in force (RIF), involuntary transfer, resignation, and situations with pending grievances.  

A termination of this type for GSA employees occurs only after the supervisor's consultation with the OCHCO.  An evaluation of the circumstances is conducted, including the reasons for the request, the supporting documentation, and the alternatives.  Procedural requirements for evaluating performance and deciding on termination are outside the scope of this guide, but may be found in the current version of GSA OAD P 7600, Procedures for Employees Separating from or Being Reassigned within GSA.   
Disgruntled or upset employees must be removed from positions where serious damage to agency property may occur (including information and communication resources).   In the event an employee working in IT must be removed, or in cases where IT support employees are involuntarily terminated, or when an employee notifies an organization of a resignation and it can be reasonably expected that it is on unfriendly terms, the following actions must be completed immediately:  

1) Deny access to resources as quickly as possible.  If an individual is terminated, resource access should be removed at the same time (or just before) the individual is notified of dismissal.

Procedures for denying access are detailed below. 

2) Relieve the individual of all duties.  During the “notice of termination” period, it may be necessary to assign the individual to a non-sensitive position.  This may be particularly true for individuals capable of changing programs or modifying the resource or an application.

3) Require the return of all GSA equipment and information.  Ensure all Government property in the custody of the terminated individual is returned to the issuing office before the individual is separated from GSA.

4) Ensure the individual is escorted out of the GSA facility.  In some cases, physical removal from GSA facilities may be necessary.  While the individual packs belongings, careful supervision must be maintained to prevent malicious activities.  

Termination and Transfer Procedures

The following personnel are responsible for carrying out procedures to deny access privileges when an individual terminates or transfers:

· The immediate supervisor

· The ISSM

· One or more ISSOs

· GSA IT Service Desk  (E-mail administrators)
The procedures should be followed generally for any terminating or transferring individual, whether a GSA employee, contractor, or other. Special considerations for contractors follow the general procedures.

Supervisor Responsibilities

The supervisor is responsible for ensuring the confidentiality, integrity and availability of information, return of government property (including information) and for assuring a smooth transition of duties to a new employee.

Supervisors are responsible for following these procedures for not just GSA employees who terminate or transfer, but also for contractors, including those at contractor facilities, and employees or contractors of other organizations using IT resources on behalf of GSA.

The supervisor must:
1) Notify the appropriate ISSM of the resources or accounts (to include communications) used as soon as the termination is known. The notification must list all resources and indicate requested actions, such as deny access to the resource then delete resources after 30 days.   

A sample notification form is provided below.

2) Notify personnel responsible for any physical access to facilities to deny access.

More information on actions pertaining to physical access to facilities is given in a later section. 

3) Update access control lists, mailing lists, etc.

4) Obtain sign-off by the designated ISSM and ISSO(s) that access privileges have been denied.

5) Follow up with the designated ISSM and ISSO(s), usually after 30 days, to verify that files and other data have been deleted.
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Best Practices for Supervisors

1) Terminate all work-related privileges at the time of the termination.  This action benefits the associate, since there can be no malicious activity via cyber access if accounts are closed or via physical access if access to facilities is denied.  

2) Notify employees that departed employees are no longer permitted on GSA property or to use GSA resources unless escorted by an authorized person.  

3) Collect all keys, badges, equipment and other Government resources, including GSA information. Ensure all Government property in the custody of the individual is returned to the issuing office before that individual terminates or transfers.

Individuals no longer having a working relationship with GSA must not remove GSA information. Individuals may not retain, give away, or remove from GSA any GSA information other than personal copies of information disseminated to the public and personal copies of correspondence directly related to the terms and conditions of employment.  All other GSA information in the custody of the departing individual must be provided to the immediate supervisor before the time of departure. An example of GSA information is continuity of operations (COOP) materials.

Central Office Services and Staff offices and Regional offices will establish internal procedures for clearing employees using GSA Form 1655, if deemed necessary.  The procedures should provide a list of issuing offices and locations for employees to use in obtaining appropriate clearances.  Supervisors are responsible for ensuring that all items issued by the Government are returned to the issuing office before the associate is reassigned or separated from GSA.

4) Conduct the required security debriefing. When an individual terminates relationship with GSA, the requirement not to disclose confidential and/or privacy data through work related duties is still effective.

5) Follow these best practices for continued availability of data:

a) Document how information is stored on the hard disk and how it is backed up.

b) Provide instructions on the proper disposal of information as well as whether or not to “clean up” the assigned resource before the individual leaves.

c) If cryptography is used to protect data, ensure cryptographic keys are available to management personnel.

d) Ensure all production information has been left with the immediate supervisor; this applies to contractors, contractor facilities and other organizations using IT resources on behalf of GSA.  The individual’s immediate supervisor must review both resource-resident files and paper files.  This review will determine who should be given possession of the files and/or the appropriate methods to be used for file disposal or destruction.  The supervisor must then promptly reassign the individual’s duties as well as specifically delegate responsibility for information formerly in the individual’s possession.   The transfer of custodian responsibilities ensures security measures are maintained in minimally acceptable ways.  The reassignment of duties process is especially important if the files contain sensitive, critical, or valuable information.  This process also implicitly puts individuals on notice that others will examine the files after leaving the organization.  Put anyone who has been delegated responsibility for the individual’s duties and his or her supervisor on notice that they are responsible for the proper handling of an individual’s information.  This helps to avoid fraud, sabotage, and other abuses, which frequently take place when no specific person has responsibility for an area.

e) Establish a date for the automatic deletion of files held in user-specific directories/folders; this applies to not only GSA employees but also contractors, contractor facilities and other organizations using IT resources on behalf of GSA.  A specific deadline encourages supervisors responsible for departed individuals to examine such files and reassign them to other people.  This helps conserve disk space.  Allow one day to lock the user out of the resource and 30 days to clear and remove data from the accounts.  Supervisors will use the 30 days to decide what to do with the information, whether to retain it by moving it to another account or to delete it.  At the end of 30 days, the account will be deleted and all remaining data associated with the account will be purged.

f) Discuss how e-mail should be handled -- should e-mail be redirected to another staff member?  E-mail may remain active for many months after a termination, unless there is a specific request to deactivate an account.  Determine the conditions under which e-mail would be immediately deactivated. 

g) Delete e-mail accounts from access lists; this includes contractors, contractor facilities and other organizations using IT resources on behalf of GSA.    Contact the e-mail administrators to ensure the individual is removed. 

h) Update/change voice mail messages; this includes contractors, contractor facilities and other organizations using IT resources on behalf of GSA.
6) Reconcile any financial accounts accessed by the separated associate.

ISSM Responsibilities

Within the Service and Staff Office (S/SO) or Region, the ISSM must:
1) Coordinate with the ISSO(s) in the S/SO or Region to ensure that the ISSO(s) deny access privileges for the terminating or transferring individual. If resources such as files or accounts are to be deleted, this must also be communicated to the appropriate ISSO(s).

2) Verify that the ISSO has denied access privileges in a timely manner by signing off on the checklist. Verify also if resources have been deleted as requested. 

3) Return the sign-off list to the immediate supervisor when all accesses have been denied or deleted.

For network access authorizations, the ISSM must:

1) Coordinate with the appropriate individuals identified in the system security plan to ensure that the ISSO remove network access for the terminating or transferring individual.

If the terminating or transferring individual has access to resources in other S/SO or Regions, the ISSM must:

1) Notify the ISSMs of the other S/SO or Regions that the individual is transferring or terminating and that any access privileges need to be denied or deleted.

2) The ISSMs of the other S/SO or Regions are responsible for working with the ISSO(s) to deny access privileges and delete any files, accounts, or other IT resources. 

ISSO Responsibilities

The ISSO for each IT resource is responsible for ensuring access privileges are denied and any files, accounts, or IT resources are deleted.  The ISSO must:
1) Deny access and, when requested, delete files, accounts, or other IT resources of the individual identified on the termination / transfer checklist.

2) Sign-off on the checklist and return it to the ISSM.

Best Practices Regarding Contractors 

Contracting Officers and COTRS,  must include wording in contracts that assignment changes in contractor personnel must be communicated to GSA IT security personnel.  It must be a contractual requirement that the contractor’s company notify the GSA COTR of any terminations or changes in the contracting employee’s responsibilities.
In the event the individual terminated is a contractor, it is the responsibility of the contractor’s supervisor to notify the ISSO and to coordinate denying access to GSA IT resources.  The contractor must provide and maintain an updated list of the names of contractor personnel who have approved access to GSA resources.  

Best Practices to Protect Physical Facilities

When an individual terminates or transfers, it is also important to protect facilities, which may contain sensitive or critical information.  Physical access encompasses buildings, doors to protected rooms, and locks on cabinets or desks. Also, keep in mind that physical access control may be tied to IT access control.  

The supervisor is responsible for working with appropriate personnel to deny access to physical facilities to prevent or limit access by the terminating or transferring individual. Denying access can include the following:

1) Deactivate codes / identification numbers on access cards.

2) Change all codes, cipher locks, combination locks, or passwords known by or available to the individual.

3) Collect all keys in the individual's possession.

Monthly Reviews

Scope

Monthly reviews are done to ensure that the access privileges have been revoked for any GSA employee who has terminated.  The monthly review procedure provides a measure of quality control, with the ISSM verifying the activities of the ISSOs. The process is initiated by the SAISO. 

There is no review done at this time for transfers, for any contractors, or for employees or contractors who use IT resources on behalf of GSA.   

Monthly Review Procedure and Responsibilities

1) The Office of the OCIO SAISO distributes to each ISSM a list of former GSA employees who separated from the agency during the previous month. 

2) The ISSM coordinates with each ISSO in the S/SO or Region to ensure that former employees identified on the list are denied all resources controlled by the ISSO. 

3)  The ISSO ensures that access privileges are revoked for the identified individuals and confirms this to the ISSM.

4) The ISSM then confirms to the SAISO that access has been denied for each individual. 

Annual Reviews

Purpose

Annual reviews of access privileges are required by the current version of GSA CIO P 2100, Information Technology (IT) Security Policy.  Performing these reviews ensure that GSA IT resources remain protected from unauthorized access and promote the confidentiality, integrity, and availability of GSA information and information resources.  The annual review provides a final quality control check on access to GSA resources. 

System Owners are required to review user accounts to ensure that individuals who have accounts are not just currently employees or contractors of GSA but also that access is appropriate based on their job functions and need-to-know.  

Data Owners are required to review access authorizations to ensure that the type or types of access remains appropriate. 

Refer to the IT Security program Managers Implementation Guide 08-39 for the time of year this should be performed. 
Annual Review of User Accounts:  Procedure and Responsibilities

1) The System Owner reviews the entire list of user accounts for each system for which he or she is responsible.  The review must verify that: 

a. Each named user is still associated with GSA; and 

b. Access to the system is appropriate to each individual's job function and need-to-know.

2) If the System Owner determines that a user account exists but access is not appropriate, the System Owner must notify the ISSM and ISSO.

3) The ISSO must delete access to the system by deleting the account and any associated files or information. 

4) The ISSO then must notify the ISSM and the System Owner that the account has been deleted. 

5) The System Owner must then document the action taken and update the list of user accounts.  

Annual Review of Authorizations:  Procedure and Responsibilities

1) The Data Owner reviews the entire list of access authorizations for which he or she is responsible.  The review must verify that: 

a. Each named user is still associated with GSA; and 

b. Authorization privileges are appropriate to each individual's job function, need-to-know, and least privilege.

2) If the Data Owner determines that a user account or authorization exists but access is not appropriate, the Data Owner must notify the ISSM and ISSO.

3) The ISSO must delete access to the system by deleting the account and any associated files or information. 

4) The ISSO then must notify the ISSM and the Data Owner that the account has been deleted. 

5) The Data Owner must then document the action taken and update the list of user authorizations.  

Summary

Termination and transfer procedures are beneficial to ensure the confidentiality, availability, integrity, of IT resources and facilities.  Vulnerabilities, threats and risks to IT resources can be significantly reduced by employing standard individual termination and transfer guidelines.

GSA employees, contractors, contractor facilities and other organizations using IT resources on behalf of GSA must adhere to GSA policy with regard to termination and transfer of access privileges.

Effective termination and transfer procedures established and implemented for GSA IT resources assist the agency in accomplishing the stated mission, complying with federal mandates and the GSA IT Security Policy.  Once effective termination and transfer procedures have been established, continuous monitoring methodologies such as the monthly and annual reviews ensure that access controls to mitigate risks will remain effective.  

Where there is a conflict between NIST guidance and GSA guidance, contact the Office of the Senior Agency Information Security Officer (SAISO) at (202) 501-7298 or (202) 208-4526.

Appendices

Glossary of Terms

Access / Access Privileges / Access Rights are the actions that a user, process, or device is authorized to perform. See also Authorization.

Access Control is the ability to selectively allow or deny user’s access to information or resources applying mechanisms or security policies that define access privileges to IT resources.  Access control provides reasonable assurance that computer resources (e.g., data, files, application programs, and computer-related equipment) are protected against unauthorized modification, disclosure, loss, misuse or impairment.  

Access Control List:  An access list or access control list for a resource such as a computer system or application specifies who is allowed access to the resource. The resource may be computer-based (e.g., an application like email or a file) or it may be physical (e.g., a room). Typically, individual users (or their accounts) are on the access list; in some cases, automated processes or other systems and applications may be on an access list. In addition, the access list may further specify what operations the person (or process) is authorized to perform, such as only read information, modify information, or delete information. 
Account is an identifier associated with a profile that employees an authenticated identity with the data it is authorized to access, change and /or delete. 

Authorization is the right to read, modify, execute, delete or otherwise access a particular piece of data.  When associated with an authenticated user, authorization is used by the Access Control system to allow or deny user access requests.

Deny Access:   The term “deny access” as used in this document refers to disallowing access by an individual (or process) to IT resources and/or to physical spaces. In other words, the resource typically still exists and may be accessible by others, such as system administrator.  Other terminology commonly used with respect to user access or accounts includes: deactivate, disable, lock out, close, remove, revoke, or terminate.  Often, with terminations and transfers, this is the first step in a two-step process. In the second step, the resources are deleted. 

Delete:  The term “delete” as used in this document refers to resources being discarded such as accounts and files associated with accounts. Other terminology used includes: remove. 

Friendly Termination (from NIST SP 800-12: An Introduction to Computer Security - The NIST Handbook):  Friendly termination refers to the removal of an associate from the organization when there is no reason to believe that the termination is other than mutually acceptable (e.g., retirement, resignation from the organization under positive terms, etc.).
Resignation is an individual’s voluntary decision to leave GSA other than formal retirement.

Transfer is lateral movement of an individual (except temporary) from one position to another position in the same classification or from a position in one classification to a position in another classification having the same salary range.  

Unfriendly Termination (from NIST SP 800-12: An Introduction to Computer Security - The NIST Handbook):  Unfriendly termination involves the removal of an individual under involuntary or adverse conditions.  This may include termination for cause, RIF, involuntary transfer, resignation and situations with pending grievances. 

GSA CIO P 2100 Policy
This appendix is a reference to sections of the GSA IT Security Policy that are pertinent to the implementation of security controls regarding granting and revoking access to GSA IT resources.

Chapter 2, Security Roles and Responsibilities
9. Information Systems Security Officer (ISSO).

e. Assisting the Authorizing Official, Data Owner and Contracting Officer / Contracting Officer Technical Representative in ensuring users have the required background investigations, the required authorization and need-to-know, and are familiar with internal security practices before access is granted to the system.
n. Ensuring IT security requirements are included in IT contracts or contracts including IT.
10. System Owners (aka. System Program Managers/Project Managers/CIO IT Managers).
l. Conducting annual reviews and validations of system users’ accounts to ensure the continued need for access to a system.
11. Data Owners (a.k.a. Functional Business Line Managers).

c. Ensuring system access is restricted to authorized users that have completed required background investigations and are familiar with internal security practices. System access authorizations must enforce job function alignment, segregation of duties, and be based on the principle of need-to-know.

d. Reviewing access authorization listings and determining whether they remain appropriate at least annually.
12. Acquisitions / Contracting (Contracting Officers/Contracting Officers Technical Representative).
h. Ensuring that the appropriate security contracting language is incorporated in each contract and task order.
16. OCHCO Personnel Security Officer.
b. Developing and implementing position categorization (including third-party controls), access agreements, and personnel screening, termination, and transfers.
Chapter 4, Policy on Operational Controls
1.   Personnel Security

b. Termination and Transfer Procedures must be incorporated into the authorization process for all information systems.

d. Supervisors must be responsible for coordinating and arranging system access termination for all departing or resigning personnel.
e. User authorizations must be verified annually for all information systems.
8. Security and Privacy Awareness, Training, and Education

e. Failure to comply with annual awareness and specialized IT security training requirements will result in termination of email privileges. Authorizing Officials can terminate system accounts.









Termination / Transfer Checklist for Access





Name of Individual:  __________________________________ 


Date of Termination/Transfer: ____________


Status:  	□  Employee			□  Contractor  			□  Other	


This is: 	□  Friendly Termination	□  Unfriendly Termination	□  Transfer 	





Supervisor Name: ________________________________	Date of Notification: _________





Deny access to the following resources for the above-named individual. Unless otherwise indicated, files and other data must be automatically deleted 30 days after the date of this notification.





Name of Resource�
Instructions �
ISSO Signoff / Date �
ISSM Signoff / Date�
�
Email�
�
�
�
�
Telephone number; voicemail�
�
�
�
�
Remote access�
�
�
�
�
Access in another S/SO or Region�
�
�
�
�
Network authorization�
�
�
�
�
Physical Facility access�
�
�
�
�
�
�
�
�
�



Comments:











Return this form to the supervisor promptly.
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